
Emergency 
Preparedness 

Plan



Table of Contents
Ace Mart Restaurant Supply......................................................................................................................... Page 3
All American Plastic & Packaging............................................................................................................... Page 11
Alliance Paper & Foodservice Equipment.................................................................................................. Page 68
Allied-Eagle Supply Company...................................................................................................................... Page 94
Apache Group, Inc......................................................................................................................................... Page 99
Boelter Companies......................................................................................................................................... Page 104
Brady Industries............................................................................................................................................. Page 117
Brame............................................................................................................................................................... Page 135
Central Sanitary Supply................................................................................................................................. Page 137
Cole Paper Inc................................................................................................................................................. Page 143
Daycon Products Company, Inc................................................................................................................... Page 168
Elkins Wholesale, Inc..................................................................................................................................... Page 192
General Sales Company................................................................................................................................. Page 210
Iowa-Des Moines Supply, Inc........................................................................................................................ Page 217
Joshen Paper & Packaging Company, Inc................................................................................................... Page 226
Leonard Paper Company............................................................................................................................... Page 247
Liberty Distributors, Inc................................................................................................................................ Page 262
Maintex, Inc.................................................................................................................................................... Page 269
Mayfield Paper Company.............................................................................................................................. Page 274
Ohio & Michigan Paper Company............................................................................................................... Page 277
Paper Chemical Supply Company (North Charleston)............................................................................. Page 281
Paper Chemical Supply Company (Pooler)................................................................................................ Page 286
Paper Chemical Supply Company (Pooler Corporate) ............................................................................ Page 291
Philip Rosenau Company, Inc...................................................................................................................... Page 296
Regional Distributors, Inc............................................................................................................................. Page 325
Russell Hall...................................................................................................................................................... Page 330
Schneider Paper Products, Inc...................................................................................................................... Page 347
Sterling Sanitary Supply................................................................................................................................. Page 350
Strategic Market Alliance.............................................................................................................................. Page 368
TriMark USA, Inc........................................................................................................................................... Page 380
Triple A Supplies, Inc..................................................................................................................................... Page 397
Victory Foodservice....................................................................................................................................... Page 413
Walter E. Nelson Company........................................................................................................................... Page 428



ACE MART
RESTAURANT

SUPPLY

®

Family Owned Since 1975



















 

 

 
 
 
 
 

 
 

All American Plastics 
 
 

Business Continuity Plan 
 
 

Version 1.0 
 
 

January 1, 2019 
 



 

CONFIDENTIAL Document for Internal Use by All American Plastics Personnel Only 
Version Number: 1.00  Last Updated: January 1, 2019                Printed: January, 2019 

Page 2 of 56 



 

CONFIDENTIAL Document for Internal Use by All American Plastics Personnel Only 
Version Number: 1.00  Last Updated: January 1, 2019                Printed: January, 2019 

Page 3 of 56 

Table of Contents 

DOCUMENT CHANGE CONTROL ................................................................................. 6 

SECTION I: INTRODUCTION ......................................................................................... 7 

A. How to Use This Plan .............................................................................................. 7 

B. Objectives ................................................................................................................ 7 

C. Scope ....................................................................................................................... 8 

D. Assumptions ........................................................................................................... 8 

E. Changes to the Plan/Maintenance Responsibilities.............................................. 9 

F. Plan Testing Procedures and Responsibilities ................................................... 10 

G. Plan Training Procedures and Responsibilities .................................................. 10 

H. Plan Distribution List ............................................................................................ 11 

SECTION II: BUSINESS CONTINUITY STRATEGY .................................................... 12 

A. Introduction ........................................................................................................... 12 

B. Business Function Recovery Priorities ............................................................... 12 

C. Relocation Strategy and Alternate Business Site ............................................... 12 

D. Recovery Plan Phases .......................................................................................... 13 
1. Disaster Occurrence ..................................................................................................... 13 
2. Plan Activation .............................................................................................................. 13 
3. Alternate Site Operations .............................................................................................. 13 
4. Transition to Primary Site.............................................................................................. 13 

E. Vital Records Backup ........................................................................................... 13 

F. Restoration of Hardcopy Files, Forms, and Supplies ......................................... 14 

G. On-line Access to <ORGANIZATION NAME> Computer Systems ..................... 14 

H. Mail and Report Distribution ................................................................................. 15 

SECTION III: RECOVERY TEAMS ............................................................................... 16 

A. Purpose and Objective .......................................................................................... 16 



 

CONFIDENTIAL Document for Internal Use by All American Plastics Personnel Only 
Version Number: 1.00  Last Updated: January 1, 2019                Printed: January, 2019 

Page 4 of 56 

B. Recovery Team Descriptions ............................................................................... 16 

C. Recovery Team Assignments ............................................................................... 16 

D. Personnel Notification .......................................................................................... 17 

E. Team Contacts ...................................................................................................... 17 

F. Team Responsibilities........................................................................................... 17 
Business Continuity Coordinator – <Insert Name> ................................................................. 19 
EOC Communications Team – ................................................................................................ 19 
EOC Human Resources Team – ............................................................................................. 20 
EOC Administration Team – .................................................................................................... 20 
Emergency Response Team – ................................................................................................ 21 
Information Technology Recovery Team (See also Disaster Recovery Plan) – ..................... 21 

SECTION IV: RECOVERY PROCEDURES .................................................................. 23 

A. Purpose and Objective .......................................................................................... 23 

B. Recovery Activities and Tasks ............................................................................. 24 
PHASE I:  Disaster Occurrence ............................................................................................... 24 
PHASE II: Plan Activation ........................................................................................................ 28 
PHASE III: Alternate Site Operations ...................................................................................... 33 
PHASE IV: Transition to Primary Operations .......................................................................... 35 

SECTION V: APPENDICES .......................................................................................... 38 

Appendix A - Employee Telephone Lists .................................................................. 39 

Appendix B - Recovery Priorities for Critical Business Functions .......................... 40 

Appendix C - Alternate Site Recovery Resource Requirements .............................. 41 

Appendix D - Emergency Operations Center (EOC) Locations ............................... 43 

Appendix E - Vital Records ........................................................................................ 44 

Appendix F - Forms and Supplies ............................................................................. 45 

Appendix G - Vendor Lists ......................................................................................... 46 

Appendix H - Desktop Computer Configurations ..................................................... 47 

Appendix I - Computer System Reports .................................................................... 48 

Appendix J - Critical Software Resources ................................................................. 49 

Appendix K - Alternate Site Transportation Information .......................................... 50 

Appendix L - Alternate Site Accommodations Information...................................... 51 



 

CONFIDENTIAL Document for Internal Use by All American Plastics Personnel Only 
Version Number: 1.00  Last Updated: January 1, 2019                Printed: January, 2019 

Page 5 of 56 

Appendix M - Severity Impact Assessments ............................................................. 52 

Appendix N - <ORGANIZATION NAME> Business Impact Assessment ................. 53 

Appendix O - Recovery Tasks List ............................................................................ 54 

Appendix P - Recommended <ORGANIZATION NAME> Office Recovery .............. 55 
 
 



All American Plastics       
Safety Department  

Business Continuity Plan 
Introduction  

 

 
Page 6 of 56 

 

CONFIDENTIAL Document for Internal Use by All American Plastics Personnel Only 
Version Number: 1.00  Last Updated: January 1, 2019                Printed: January, 2019 

 
 

DOCUMENT CHANGE CONTROL 
 

Date Version Requester Tech. Writer Change/Review 
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
 

Modified by: ________________________________________________   ________/____/_____ 

Reviewed by: ________________________________________________   ________/____/_____ 

Approved by: ________________________________________________   ________/____/_____  

 



All American Plastics       Safety Department  
Business Continuity Plan 

Introduction  
 

CONFIDENTIAL Document for Internal Use by All American Plastics Personnel Only 
Version Number: 1.00  Last Updated: January 1, 2019                Printed: January, 2019 

Page 7 of 56 
 

 

Section I: Introduction 
 
A. How to Use This Plan 
 In the event of a disaster which interferes with All American’s ability to conduct business 

from one of its offices, this plan is to be used by the responsible individuals to coordinate 
the business recovery of their respective areas and/or departments.  The plan is 
designed to contain, or provide reference to, all of the information that might be needed 
at the time of a business recovery. 

 This plan is not intended to cover the operations of with All American’s separately 
structured Emergency Response Team. 

 Index of Acronyms: (EOC) Emergency Operations Center – (EMT) Emergency 
Management Team – (ERT) Emergency Response Team – (BCP) Business Continuity 
Plan – (IT) Information Technology 

 Section I, Introduction, contains general statements about the organization of the plan.  
It also establishes responsibilities for the testing (exercising), training, and maintenance 
activities that are necessary to guarantee the ongoing viability of the plan. 

 Section II, Business Continuity Strategy, describes the strategy that the Safety 
Department will control/implement to maintain business continuity in the event of a 
facility disruption.  These decisions determine the content of the action plans, and if they 
change at any time, the plans should be changed accordingly. 

 Section III, Recovery Teams, lists the Recovery Team functions, those individuals who 
are assigned specific responsibilities, and procedures on how each of the team 
members is to be notified. 

 Section IV, Team Procedures, determines what activities and tasks are to be taken, in 
what order, and by whom in order to affect the recovery. 

 Section V, Appendices, contains all of the other information needed to carry out the 
plan.  Other sections refer the reader to one or more Appendices to locate the 
information needed to carry out the Team Procedures steps. 

 
B. Objectives 

The objective of the Business Continuity Plan is to coordinate recovery of critical 
business functions in managing and supporting the business recovery in the event of a 
facilities (office building) disruption or disaster.  This can include short or long-term 
disasters or other disruptions, such as fires, floods, earthquakes, explosions, terrorism, 
tornadoes, extended power interruptions, hazardous chemical spills, and other natural or 
man-made disasters. 

 A disaster is defined as any event that renders a business facility inoperable or 
unusable so that it interferes with the organization’s ability to deliver essential 
business services. 
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 The priorities in a disaster situation are to: 

1. Ensure the safety of employees and visitors in the office buildings. 
(Responsibility of the ERT) 

2. Mitigate threats or limit the damage that threats can cause. (Responsibility of the 
ERT) 

3. Have advanced preparations to ensure that critical business functions can 
continue. 

4. Have documented plans and procedures to ensure the quick, effective execution 
of recovery strategies for critical business functions. 

 The Safety Department Business Continuity Plan includes procedures for all phases of 
recovery as defined in the Business Continuity Strategy section of this document. 

 
C. Scope 
 The Business Continuity Plan is limited in scope to recovery and business continuance 

from a serious disruption in activities due to non-availability of’ with All American’s 
facilities.  The Business Continuity Plan includes procedures for all phases of recovery 
as defined in the Business Continuity Strategy of this document.  This plan is separate 
from with All American’s Disaster Recovery Plan, which focuses on the recovery of 
technology facilities and platforms, such as critical applications, databases, servers or 
other required technology infrastructure (see Assumption #1 below).  Unless otherwise 
modified, this plan does not address temporary interruptions of duration less than the 
time frames determined to be critical to business operations. 

 The scope of this plan is focused on localized disasters such as fires, floods, and other 
localized natural or man-made disasters.  This plan is not intended to cover major 
regional or national disasters such as regional earthquakes, war, or nuclear holocaust.  
However, it can provide some guidance in the event of such a large scale disaster. 

 
D. Assumptions 
 The viability of this Business Continuity Plan is based on the following assumptions: 

1. That a viable and tested IT Disaster Recovery Plan exists and will be put into 
operation to restore data center service at a backup site within five to seven 
days. 

2. That the Organization’s facilities management department has identified 
available space for relocation of departments which can be occupied and used 
normally within two to five days of a facilities emergency. 

3. That this plan has been properly maintained and updated as required. 
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4. That each department has their own Business Continuity Plan. 
5. The functions and roles referenced in this plan do not have to previously exist 

within an organization; they can be assigned to one or more individuals as new 
responsibilities, or delegated to an external third party if funding for such services 
can be arranged and allocated. 

 
E. Changes to the Plan/Maintenance Responsibilities 
 Maintenance of the Safety Department Business Continuity Plan is the joint 

responsibility of the Safety Department management, the Facilities Management 
Department, and the Business Continuity Coordinator. 

  
Safety Department management is responsible for: 

1. Periodically reviewing the adequacy and appropriateness of its Business 
Continuity strategy. 

2. Assessing the impact on the Safety Department Business Continuity Plan of 
additions or changes to existing business functions, Safety Department  
procedures, equipment, and facilities requirements. 

3. Keeping recovery team personnel assignments current, taking into account 
promotions, transfers, and terminations. 

4. Communicating all plan changes to the Business Continuity Coordinator so that 
the organization’s IT master Disaster Recovery Plan can be updated. 

 Facilities Management Department management is responsible for: 
1. Maintaining and/or monitoring offsite office space sufficient for critical Safety 

Department functions and to meet the Safety Department facility recovery time 
frames. 

2. Communicating changes in the “Organization IT Disaster Recovery Plan” plan 
that would affect groups/departments to those groups/departments in a timely 
manner so they can make any necessary changes in their plan. 

3. Communicating all plan changes to the Business Continuity Coordinator so that 
the master plan can be updated. 

 The Business Continuity Coordinator is responsible for: 
1. Keeping the organization’s IT Recovery Plan updated with changes made to 

Safety Department facilities plans. 
2. Coordinating changes among plans and communicating to Safety Department  

management when other changes require them to update their plans. 
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F. Plan Testing Procedures and Responsibilities 
 Safety Department  management is responsible for ensuring the workability of their 

Business Continuity Plan.  This should be periodically verified by active or passive 
testing. 

 
G. Plan Training Procedures and Responsibilities 
 Safety Department management is responsible for ensuring that the personnel who 

would carry out the Business Continuity Plan are sufficiently aware of the plan’s details. 
This may be accomplished in a number of ways including; practice exercises, 
participation in tests, and awareness programs conducted by the Business Continuity 
Coordinator. 
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H. Plan Distribution List  
 The Safety Department  Business Continuity Plan will be distributed to the following 

departments and/or individuals, and will be numbered in the following manner: 

  
Plan ID No Location Person Responsible 
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Section II: Business Continuity Strategy 
 
A. Introduction 
 This section of the Safety Department  Business Continuity Plan describes the strategy 

devised to maintain business continuity in the event of a facilities disruption.  This 
strategy would be invoked should the <ORGANIZATION NAME> <Department 
Name> primary facility somehow be damaged or inaccessible.   

 It is assumed that each critical business function at your location also has their own 
group/department Business Continuity Plan, which is similar to this plan except the 
recovery procedures and appendices have been customized for each respective 
group/department based on size, and complexity. 

 
B. Business Function Recovery Priorities 
 The strategy is to recover critical Safety Department  business functions at the alternate 

site location.  This can be possible if an offsite strategy has been put into effect by Office 
Services and Disaster Recovery/IT Teams to provide the recovery service. Information 
Systems will recover IT functions based on the critical departmental business functions 
and defined strategies. 

 Business Functions by Location are listed in Appendix B (Recovery Priorities for 
Critical Business Functions).  “Time Critical Business Functions,” i.e., those of which 
are of the most critical for immediate recovery at the secondary location are:  

 Reference: Appendix B – Recovery Priorities for Critical Business Functions 
 
C. Relocation Strategy and Alternate Business Site 
 In the event of a disaster or disruption to the office facilities, the strategy is to recover 

operations by relocating to an alternate business site.  The short-term strategies (for 
disruptions lasting two weeks or less), which have been selected, include: 

 
Primary Location Alternate Business Site 
  
<Office Address> TBD 
  
  
  

 
 For all locations, if a long-term disruption occurs (i.e. major building destruction, etc.); 

the above strategies will be used in the short-term (less than two weeks).  The long-term 
strategies will be to acquire/lease and equip new office space in another building in the 
same metropolitan area. 
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D. Recovery Plan Phases 
 The activities necessary to recover from a with All American facilities disaster or 

disruption will be divided into four phases. These phases will follow each other 
sequentially in time. 

1. Disaster Occurrence 
This phase begins with the occurrence of the disaster event and continues until a 
decision is made to activate the recovery plans.  The major activities that take 
place in this phase includes: emergency response measures, notification of 
management, damage assessment activities, and declaration of the 
disaster. 

2. Plan Activation 
In this phase, the Business Continuity Plans are put into effect. This phase 
continues until the alternate facility is occupied, critical business functions 
reestablished, and computer system service restored to with All American’s 
Departments. The major activities in this phase include: notification and 
assembly of the recovery teams, implementation of interim procedures, 
and relocation to the secondary facility/backup site, and re-establishment 
of data communications. 

3. Alternate Site Operations 
This phase begins after secondary facility operations are established and 
continues until the primary facility is restored.  The primary recovery activities 
during this phase are backlog reduction and alternate facility processing 
procedures. 

4. Transition to Primary Site 
This phase consists of any and all activities necessary to make the transition 
back to a primary facility location.   
 

E.  Vital Records Backup 
 All vital records for Safety Department that would be affected by a facilities disruption are 

maintained and controlled by either Safety Department or Disaster Recovery/IT. Some of 
these files are periodically backed up and stored at an offsite location as part of normal 
<Department Name> operations. 

 When Safety Department  requires on-site file rooms, scanning, and organization offsite 
storage locations, best practices advise using one near-by Records Warehouse and 
another secure site for vital records and data back-up.  All vital documents are typically 
located in files within the office complex and the most current back-up copies are in a 
secure off-site storage facility. 
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F. Restoration of Hardcopy Files, Forms, and Supplies 
 In the event of a facilities disruption, critical records located in the Safety Department  

may be destroyed or inaccessible.  In this case, the last backup of critical records in the 
secure warehouse would be transported to the secondary facility.  The amount of critical 
records, which would have to be reconstructed, will depend on when the last shipment of 
critical records to the offsite storage location occurred.   

 <Department Name> management will arrange the frequency of rotation of critical 
records to the offsite storage site. 

 The following categories of information can be exposed to loss: 
1. Any files stored on-site in file cabinets and control file rooms. 
2. Information stored on local PC hard drives. 
3. Any work in progress. 
4. Received and un-opened mail. 
5. Documents in offices, work cubes and files. 
6. Off-site records stored in the Records Warehouse (if this is not a secure, 

hardened facility). 
 

G. On-line Access to <ORGANIZATION NAME> Computer Systems 
 In the event of a facilities disruption, the IT Disaster Recovery Plan strategy should be to 

assist in re-establishing connectivity to with All American the departments and to 
establish remote communications to any alternate business site location.  If the data 
center is affected by a disaster or disruption, the IT Disaster Recovery Plan should 
include recovering processing at a pre-determined alternate site. Services covered 
would include; phones, cellular phones, pagers, communications, and all other services 
required for restoring limited emergency service to the organization. 

 In this case, data communications will be rerouted from the data processing hot or cold 
site to the respective alternate business site locations. 

 **BCP Representatives - It will be necessary to contact your respective Information 
Technology department in order to complete this section. You should understand, and 
enter here, what the recovery timeframe is for systems recovery (i.e. will have critical 
systems restored within hours or days) and what the strategy is for acquisition, 
installation, and connection of PC’s/terminals.  Acquisition and recovery of critical 
standalone personal computer capabilities should also be considered here.  You should 
also understand the Information Technology strategy for recovery of applications, either 
AS/400 based and/or those on desktop systems, which Safety Department  relies on.**  
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H. Mail and Report Distribution 
 During the time that with All American department operations are run from the secondary 

facilities, output reports and forms will have to be delivered to that location.  The data 
center may or may not have the same print capability if the disruption affected the data 
center as well, so it may be necessary to prioritize printing of output. 
 
The EOC Administration Team in conjunction with designated delivery/courier services 
will distribute mail to all with All American alternate business sites.  Due to the possibility 
of multiple alternate business sites and the additional travel time required for mail 
service activities, the number of mail pickups and deliveries could possibly be decreased 
from the normal daily routine to once daily.  Mail pickup and delivery schedules, 
including overnight mail, will be established and communicated to each alternate 
business site.  Overnight mail/package delivery carriers should be contacted directly by 
a business function for items requiring pickup after the last scheduled pickup by the EOC 
Administration Team.  All overnight mail service vendors will be notified by the EOC 
Administration Team of appropriate alternate office addresses to redirect deliverables to 
with All American personnel or provide for pick up at the post office by a Team member. 
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Section III: Recovery Teams 
 
A. Purpose and Objective 
 This section of the plan identifies who will participate in the recovery process for the 

Safety Department  Business Continuity Plan. The participants are organized into one or 
more teams.  Each team has a designated team leader and an alternate for that person.  
Other team members are assigned either to specific responsibilities or as team members 
to carry out tasks as needed. 

 The information in this section is organized into several subsections. 
 
B. Recovery Team Descriptions  

This section lists the team definitions for the Safety Department  Team and gives a short 
explanation of the function of each team or function. 

 Safety Department  Recovery Team: 
 Responsible for oversight of the <Department Name> recovery functions. 
 
C. Recovery Team Assignments 

This section identifies the team roles and the specific responsibilities that have been 
assigned to the team. 
 

  Team leader -  Overall coordination of Safety Department  Recovery Team 
 

  Backup Team Leader - Duties to be assigned based on Recovery Team areas 
of responsibility.   

 
  Team Member - Duties to be assigned based on Recovery Team areas of 

responsibility  
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D. Personnel Notification  
This section specifies how the team members are to be notified if the plan is to be put 
into effect by identifying who calls whom, and in what order.  Notification can also be 
made by using tools such reverse 911 or other notification systems. 

 References: Appendix A - Employee Telephone Lists 
    
 

E. Team Contacts  
 This section identifies other people or organizations outside of the Safety Department  

Team who might need to be contacted during the recovery process.  Their names and 
telephone numbers are provided. 

 Reference: Appendix A – Employee Telephone Lists 
 

F. Team Responsibilities  

 
 

Carlos Nicasio 
 

Incident Commander 

Abbey Abrahim 
 

HR/Public Information 
Officer 

Eddie Ghazal 
 

Information 
Technology 

Renee Ghazal 
 

Finance/Admin 

Carlos Nicasio 
 

Legal/Contracts 

Munthur Ghazal 
 

Business Function Leader(s) 
(Include as needed) 
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Departmental Recovery Teams 
 

Name Department/Position Floor Comments 
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Business Continuity Coordinator – Carlos Nicasio 
In the event of a disaster, the Business Continuity Coordinator is responsible for 
ensuring that the following activities are successfully completed: 

• Works with the with All American Emergency Management Team to officially 
declare a disaster, and start the Disaster Recovery/Business Continuation 
process to recover with All American s business functions at an alternate site. 

• Alert All American’s Senior Management that a disaster has been declared. 

• Assist in the development of an official public statement concerning the disaster.  
The All American’s EOC Communications Team Leader is the only individual 
authorized to make public statements about organization affairs. 

• Monitor the progress of all Business Continuity and Disaster Recovery teams 
daily. 

• Present Business Continuity Plan recovery status reports to Senior Management 
on a daily basis. 

• Interface with appropriate work management personnel throughout the recovery 
process. 

• Communicate directions received from with All American’s Senior Management 
to the EOC and Departmental Business Continuity Team Leaders.   

• Provide on-going support and guidance to the Business Continuity teams and 
personnel. 

• Review staff availability and recommend alternate assignments, if necessary. 

• Work with All American’s Senior Management to authorize the use of the 
alternate recovery site selected for re-deploying critical resources. 

• Review and report critical processing schedules and backlog work progress, 
daily. 

• Ensure that a record of all Business Continuity and Disaster Recovery activity 
and expenses incurred by All American is being maintained. 

 
EOC Communications Team –  
This team is responsible for providing information regarding the disaster and recovery 
efforts to: 

• All American and organization offices Senior Management 

• Customers 

• Vendors/Contracts 

• Media 



All American Plastics       
Safety Department  

 Business Continuity Plan 
Recovery Teams  

 

CONFIDENTIAL Document for Internal Use by All American Plastics Personnel Only 
Version Number: 1.00  Last Updated: January 1, 2019                Printed: January, 2019 

Page 20 of 56 
 

 

• Regulatory Agencies 

• Other Stakeholders  

• Coordinating, submitting, and tracking any and all claims for insurance. 

EOC Human Resources Team –  
This team is responsible for: 

• Providing information regarding the disaster and recovery efforts to employees 
and families. 

• Assisting in arranging cash advances if out of area travel is required. 
• Notifying employee’s emergency contact of employee injury or fatality. 
• Ensuring the processing of all life, health, and accident insurance claims as 

required. 
• Coordinates temporary organization employee requests. 
 

EOC Administration Team –  
This team is responsible for: 

• Ensuring the recovery/restoration personnel has assistance with clerical tasks, 
errands, and other administrative activities. 

• Arranging for the availability of necessary office support services and equipment. 
• Providing a channel for authorization of expenditures for all recovery personnel. 
• Arranging travel for employees. 
• Tracking all costs related to the recovery and restoration effort. 
• Identifying and documenting when repairs can begin and obtaining cost 

estimates. 
• Determining where forms and supplies should be delivered, based on damage to 

the normal storage areas for the materials. 
• Contacting vendors to schedule specific start dates for the repairs. 
• Taking appropriate actions to safeguard equipment from further damage or 

deterioration. 
• Coordinating the removal, shipment, and safe storage of all furniture, 

documentation, supplies, and other materials as necessary. 
• Supervise all salvage and cleanup activities. 
• Coordinating required departmental relocations to the recovery sites. 
• Coordinating relocation to the permanent site after repairs are made 
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• Assuring that arrangements are made for meals and temporary housing facilities, 
when required, for all recovery personnel. 

• Assuring order placement for consumable materials (forms, supplies, etc.) for 
processing based upon input from the other teams. 

• Notifying the United States Postal Service of delivery disruption. 
• Establishing internal mail delivery procedures and process. 
• Assuring that mail, and reports are redirected to the proper location as required. 

Emergency Response Team –  
This team is responsible for: 

• The safety of all employees.  

• Inspecting the physical structure and identifying areas that may have sustained 
damage. 

• Expanding on and/or revising the findings of the Preliminary Damage 
Assessment. 

• Providing management with damage assessment reports and recommendations. 
 

Information Technology Recovery Team (See also Disaster Recovery Plan) 
–  
This team is responsible for: 

• Activating the IT Technology Recovery Plan (See also Disaster Recovery Plan). 

• Managing the IT disaster response and recovery procedures. 

• Mobilizing and managing IT resources.  

• Coordinating all communications related activities, as required, with telephone & 
data communications, PC, LAN support personnel, and other IT related vendors. 

• Assisting, as required, in the acquisition and installation of equipment at the 
recovery site. 

• Ensuring that cellular telephones, and other special order equipment and 
supplies are delivered to teams as requested. 

• Participating in testing equipment and facilities. 

• Participating in the transfer of operations from the alternate site as required. 

• Coordinating telephone setup at the EOC and recovery site. 

• Coordinating and performing restoration or replacement of all desktop PCs, 
LANs, telephones, and telecommunications access at the damaged site. 
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• Coordinating Disaster Recovery/IT efforts between different departments in the 
same or remote locations. 

• Training Disaster Recovery/IT Team Members. 

• Keeping Senior Management and the EOC Business Continuity Coordinator 
appraised of recovery status. 
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Section IV: Recovery Procedures 
 
A. Purpose and Objective 
 This section of the plan describes the specific activities and tasks that are to be carried 

out in the recovery process for Safety Department . Given the Business Continuity 
Strategy outlined in Section II, this section transforms those strategies into a very 
specific set of action activities and tasks according to recovery phase. 

 The Recovery Procedures are organized in the following order: recovery phase, activity 
within the phase, and task within the activity. 

 The recovery phases are described in Section II.D of the Plan.  In the Recovery 
Procedures document, the phases are listed in the order in which they will occur.  The 
description for each recovery phase begins on a new page. 

 Each activity is assigned to one of the recovery teams.  Each activity has a designated 
team member who has the primary assignment to complete the activity.  Most activities 
also have an alternate team member assigned.  The activities will only generally be 
performed in this sequence. 

 The finest level of detail in the Recovery Procedures is the task.  All plan activities are 
completed by performing one or more tasks. The tasks are numbered sequentially within 
each activity, and this is generally the order in which they would be performed. 
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B. Recovery Activities and Tasks 

PHASE I:  Disaster Occurrence 
 
ACTIVITY:  Emergency Response and Emergency Operations Center Designation 
ACTIVITY IS PERFORMED AT LOCATION:  Main Office or Emergency Operations Center 
ACTIVITY IS THE RESPONSIBILITY OF THIS TEAM:  All Employees 
 
TASKS:  

1. After a disaster occurs, quickly assess the situation to determine whether to immediately 
evacuate the building or not, depending upon the nature of the disaster, the extent of 
damage, and the potential for additional danger.   
Note: If the main office is total loss, not accessible or suitable for occupancy, the 
remaining activities can be performed from the Emergency Operations Center (EOC), 
after ensuring that all remaining tasks in each activity have been addressed.  This 
applies to all activities where the Main Office is the location impacted by the disaster.  
The location(s) of the EOC are designated in Appendix D - Emergency Operations 
Center (EOC) Locations.  The EOC may be temporarily setup at any one of several 
optional locations, depending on the situation and accessibility of each one.  Once the 
Alternate site is ready for occupancy the EOC can be moved to that location. 

2. Quickly assess whether any personnel in your surrounding area are injured and need 
medical attention.  If you are able to assist them without causing further injury to them or 
without putting yourself in further danger, then provide what assistance you can and also 
call for help.  If further danger is imminent, then immediately evacuate the building. 

3. If appropriate, evacuate the building in accordance with your building’s emergency 
evacuation procedures.  Use the nearest stairwells.  Do not use elevators. 

4. Outside of the building meet at the corner of Hoover Ave and 30th Street.  Do not 
wander around or leave the area until instructed to do so. 

5. Check in with your department manager for roll call.  This is important to ensure that all 
employees are accounted for. 
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ACTIVITY:  Notification of Management 
ACTIVITY IS PERFORMED AT LOCATION:  At Any Available Phone 
ACTIVITY IS THE RESPONSIBILITY OF: Management Team 
PRIMARY:  Carlos Nicasio 
ALTERNATE:  Norman Ghazal 
 
TASKS: 

1. Team leader informs the members of the management team and notifies the senior 
management if they have not been informed. 

2. Safety Department personnel are notified of the disaster by following procedures as 
included in Section III. D. - Recovery Personnel Notification. 

3. Depending upon the time of the disaster, personnel are instructed what to do (i.e. stay at 
home and wait to be notified again, etc.) 
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ACTIVITY:  Preliminary Damage Assessment 
ACTIVITY IS PERFORMED AT LOCATION:  Main Office Location  
ACTIVITY IS THE RESPONSIBILITY OF:  Safety Department  Management Team 
 
TASKS:  

1. Contact the Organization Emergency Response Team Leader to determine 
responsibilities and tasks to be performed by the Management Team or employees. 

2. If the Organization Emergency Response Team requests assistance in performing the 
Preliminary Damage Assessment, caution all personnel to avoid safety risks as follows: 

• Enter only those areas the authorities give permission to enter. 

• Ensure that all electrical power supplies are cut to any area or equipment that could 
posses a threat to personal safety. 

• Ensure that under no circumstances is power to be restored to computer equipment 
until the comprehensive damage assessment has been conducted, reviewed, and 
authority to restore power has been expressly given by the Emergency Management 
Team. 

3. Inform all team members that no alteration of facilities or equipment can take place until 
the Risk Management representatives (this is a function provided through the 
Department of Central Services as a statewide service) have made a thorough 
assessment of the damage and given their written agreement that repairs may begin. 

4. Instruct the Organization Emergency Response Team Leader to deliver the preliminary 
damage assessment status report immediately upon completion. 

5. Facilitate retrieval of items (contents of file cabinets -- petty cash box, security codes, 
network backup tapes, control books, etc.) needed to conduct the preliminary damage 
assessment. 

6. Ensure that administrative support is available, as required. 
7. Arrange a meeting with the Emergency Management Team and Management Teams 

from other GROUPS/DEPARTMENTS in your facility (location) to review the disaster 
declaration recommendation that results from the preliminary damage assessment and 
to determine the course of action to be taken.  With this group, determine the strategy to 
recommend to Senior Management (the Emergency Management Team Leader will be 
responsible for communicating this to Senior Management). 
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ACTIVITY: Declaration of a Disaster 
ACTIVITY IS PERFORMED AT LOCATION: Main Office Location or Alternate 

Site/Emergency Operations Center  
ACTIVITY IS THE RESPONSIBILITY OF:  Safety Department  Management Team 
 
TASKS:  

1. Actual declaration of a disaster is to be made by the Emergency Management Team, 
after consulting with senior management.  The SafetyDepartment  Management Team 
should wait for notification from the Emergency Management Team that a disaster has 
been declared and that groups/departments are to start executing their Business 
Continuity Plans and relocate to their Alternate Business Site Location. 

2. The person contacted verifies that the caller is someone who is authorized to do the 
notification. 

3. The person contacted notifies the Safety Department  Senior Management, if they have 
not yet been contacted. 

4. In the event the Emergency Management Team cannot be assembled or reached, the 
Team Leaders from each Safety Department Management Team at the location should 
assemble, gather appropriate information, consult with senior management, and make 
the decision whether to declare the disaster. 

5. Because of the significance, disruption, and cost of declaring a disaster, appropriate 
facts should be gathered and considered before making the decision to declare a 
disaster.  Individual groups/department personnel or the respective Safety Department  
Management Teams should not unilaterally make a decision to declare a disaster.  This 
is responsibility of the Emergency Management Team. 
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PHASE II: Plan Activation 
 
ACTIVITY:  Notification and Assembly of Recovery Teams and Employees 
ACTIVITY IS PERFORMED AT LOCATION:  Alternate Site/Emergency Operations Center  
ACTIVITY IS THE RESPONSIBILITY OF:  SafetyDepartment  Management Team 
 
TASKS: 

1. The team leader calls each member of the management team, instructs them of what 
time frame to assemble at the Safety Department  Emergency Operations Center (to be 
decided at the time), and to bring their copies of the Plan.  The location(s) of the EOC 
are designated in Appendix D - Emergency Operations Center (EOC) Locations.  
The EOC may be temporarily setup at any one of several optional locations, depending 
on the situation and accessibility of each one.  Once the Alternate site is ready for 
occupancy the EOC can move to that location, if preferred. 

2. Review the recovery strategy and action plan with the assembled team. 
3. If necessary, adjust the management team assignments based on which members are 

available. 
4. The Management Team contacts critical employees and tells them to assemble at the 

alternate site.  If the alternate site is a long distance from the primary site (i.e. out-of-
state), then individuals should make their own travel arrangements to the alternate site.  
Non-critical employees should be instructed to stay at home, doing what work is possible 
from home, until notified otherwise. 

5. In the event of a disaster that affects telecommunications service regionally, the 
Management Team should instruct critical employees to proceed to the alternate site 
even if they have not been contacted directly.  Delays in waiting for direct 
communications can have a negative impact on with All American’s ability to recover 
vital services.  
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ACTIVITY:  Relocation to Alternate Site 
ACTIVITY IS PERFORMED AT LOCATION:  Alternate Site 
ACTIVITY IS THE RESPONSIBILITY OF:  All Critical Personnel 
 
TASKS:  

1. When instructed by the <Department Name> Management Team, make arrangements 
to commute or travel to the alternate site. Reference item #5 under Notification and 
Assembly Procedures for exception to this step.  

2. The Safety Department  Management Team needs to consult with the Emergency 
Management Team and the Organization Emergency Response Team to determine if 
access can be gained to the primary (damaged) site to retrieve vital records and other 
materials.  The Organization Emergency Response Team will only allow access to the 
primary site if the authorities grant access.  This will be dependent upon the nature of 
the disaster and the extent of damage.  

3. If allowed access to the primary site to retrieve vital records and other materials, 
perform some pre-planning to determine what is most important to retrieve.  This 
may be necessary since the time you may be allowed access to the primary site may be 
minimal.  

4. Depending on the amount of vital records and other materials you are able to retrieve 
from the primary site, make arrangements to transport this material to the alternate site.  
If the material is not too great, this could be accomplished by giving to employees to 
carry along with them.  If the material is a large amount, then make arrangements for 
transport services and/or overnight courier services. 

5. Management and critical employees travel to alternate site. 
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ACTIVITY:  Implementation of Interim Procedures 
ACTIVITY IS PERFORMED AT LOCATION:  Alternate Site 
ACTIVITY IS THE RESPONSIBILITY OF:  Safety Department  Management Team 
 
TASKS:  

1. After arrival at the alternate site, map out locations that can be used for workspace.  This 
should include unused offices and cubicles, conference rooms, training rooms, 
lunch/break areas, and open space in hallways or in other areas. 

2. Obtain additional tables and chairs, either from the office or from outside rental agencies 
to provide additional workspace.  Place in any available open areas, but be cautious of 
not blocking exits for fire evacuation purposes. 

3. Determine flexible working schedules for staff to ensure that client and business 
needs are met, but also to enable effective use of space.  This may require that some 
employee’s work staggered shifts or may need to work evening or nightshifts. 

4. Gather vital records and other materials that were retrieved from the primary site and 
determine appropriate storage locations, keeping in mind effectiveness of workgroups. 

5. Determine which vital records, forms, and supplies are missing.  Obtain from off-site 
storage location or from other sources, as needed, per Appendices E & F. 

6. Developed prioritized work activities, especially if all staff members are not available. 
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ACTIVITY:  Establishment of Telephone Communications 
ACTIVITY IS PERFORMED AT LOCATION:  Alternate Site 
ACTIVITY IS THE RESPONSIBILITY OF:  IT Liaison 
 
TASKS:  

1. Contact the Organization Disaster Recovery/IT Team to determine what activities they 
are taking to reroute telephone communications to the alternate site.  Do not directly 
contact the telephone company - this will be handled by the Organization Disaster 
Recovery/IT Team. 

2. If your alternate site is at another with All American office, prepare a list of phone 
extensions which your staff will be temporarily using and provide this list to the alternate 
site switchboard attendant. 

3. If your primary office phones will not be switched to the alternate site, let the 
Organization Disaster Recovery/IT Team know that the phones need to be transferred to 
the phone numbers you will be using at the alternate site. 

4. Coordinate with the Organization Communications Team regarding contacting 
customers to notify them of the disaster situation, how with All American is responding, 
and how you can be reached.  Do not contact customers until the Organization 
Communications Team has given you directions. 

 Organization Communications will provide you with scripts and guidance on how 
to discuss the disaster with customers to provide assurance that their confidence 
in  All American  will be maintained.  
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ACTIVITY:  Restoring Data Processing and Data Communications with Primary or 
Secondary Backup Data Center 

ACTIVITY IS PERFORMED AT LOCATION:  Alternate Site 
ACTIVITY IS THE RESPONSIBILITY OF THIS TEAM:  IT Liaison 
 
TASKS:   

1. Contact the Organization Disaster Recovery/IT Team to determine when the data center 
is to be recovered, if affected by the disaster.  Also, discuss when data communications 
will be established between the primary or secondary backup data center and your 
alternate site.  

2. If your alternate site is another All American office, determine if that site has access to 
the computer systems that Safety Department uses.  If so, work with local office 
management to determine how workstations can be shared between personnel from 
their groups/departments and Safety Department.  This may involve using flexible hours 
or multiple shifts for your personnel. 

3. Discuss with the Organization Disaster Recovery/IT Team when and how replacement 
PC’s and/or terminals will be provided to you at the alternate site and when they will be 
connected.  

4. Discuss with the Organization Disaster Recovery/IT Team when the files from your 
normal PC/LAN servers and applications will be restored and how you can access those 
files.  Also, work with other All American management at your alternate site to discuss 
using their LAN servers. 

5. Discuss with the Organization Disaster Recovery/IT Team your normal application report 
distributions, such as when you can expect to receive standard computer reports and 
how they will be distributed to your alternate site.  

6. Communicate the IT recovery status to all Safety Department  personnel who regularly 
use the systems. 
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PHASE III: Alternate Site Operations 
 
ACTIVITY:  Alternate Site Processing Procedures 
ACTIVITY IS PERFORMED AT LOCATION: Alternate Site 
ACTIVITY IS THE RESPONSIBILITY OF: Alternate Site Operations Team 
 
TASKS:  

1. Communicate with customers regarding the disaster and re-solicit phone contacts (in 
conjunction with the Organization Communications Team)  

2. Acquire needed vital documents 
3. Access missing documents and files and reconstruct, if necessary 
4. Set up operation 
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ACTIVITY:  Manage work backlog reduction. 
ACTIVITY IS PERFORMED AT LOCATION:  Alternate Site 
ACTIVITY IS THE RESPONSIBILITY OF:  Alternate Site Operations Team 
 
TASKS: 

1. Determine priorities for work backlogs to ensure the most important backlogged tasks 
are resolved first. 

2. Set an overtime schedule, if required, based on staff and system availability. 
3. Set backlog priorities, establish a backlog status reports if necessary, and communicate 

this to the Safety Department supervisor. 
4. Report the backlog status to Safety Department management on a regular basis. 
5. If backlogs appear to be very large or will take a significant time to recover, determine if 

temporaries could be used for certain tasks to help eliminate the backlogs.  If justified, 
arrange for temporaries to come in. 
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PHASE IV: Transition to Primary Operations 
   
ACTIVITY:  Changing Telephone and Data Communications Back to Primary Site 
ACTIVITY IS PERFORMED AT LOCATION:  Alternate Site 
ACTIVITY IS THE RESPONSIBILITY OF:  IT Liaison 
 
TASKS:  

1. Coordinate with the Organization Disaster Recovery/IT Team to determine when Safety 
Department  will be relocating back to the primary site.  Verify that they have a schedule 
to ensure that telephone and data communications are rerouted accordingly.  

2. Discuss when and how PC’s, terminals, and printers, if brought into the alternate site, 
will be de-installed, moved back to the primary site and re-installed. 
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ACTIVITY:  Terminating Alternate Site Procedures 
ACTIVITY IS PERFORMED AT LOCATION:  Alternate Site and Primary Site 
ACTIVITY IS THE RESPONSIBILITY OF:  Safety Department Team 
 
TASKS:  

1. Determine which alternate site operating procedures will be suspended or discontinued 
and when.  

2. Communicate the changes in procedures to all affected staff.  
3. Determine if additional procedures are needed upon return to the primary site, such as 

to continue resolving work backlogs. 
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ACTIVITY: Relocating Personnel, Records, and Equipment Back to Primary (Original) Site 
ACTIVITY IS PERFORMED AT LOCATION:  Alternate Site and Primary Site 
ACTIVITY IS THE RESPONSIBILITY OF:  Safety Department Management Team 
 
TASKS:  

1. In conjunctions with the Emergency Management Team and the Organization 
Emergency Response Team, determine when Safety Department will be scheduled for 
relocating back to the primary site. 

2. Communicate this schedule to all Safety Department personnel. 
3. Inventory vital records, equipment, supplies, and other materials, which need to be 

transported from the alternate site to the primary site.  
4. Pack, box, and identify all materials to be transported back to the primary site. 
5. In conjunction with the Organization Administration Team, make arrangement for a 

moving company or courier service to transport the boxes back to the primary site.  
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Section V: Appendices 
 

Appendix A - Employee Telephone Lists 
Appendix B - Recovery Priorities for Critical Business Functions 
Appendix C - Alternate Site Recovery Resource Requirements 
Appendix D - Emergency Operations Center (EOC) Locations 
Appendix E - Vital Records 
Appendix F - Forms and Supplies 
Appendix G - Vendor Lists  
Appendix H - Desktop Computer Configurations 
Appendix I - Computer System Reports  
Appendix J - Critical Software Resources 
Appendix K - Alternate Site Transportation Information  
Appendix L - Alternate Site Accommodations Information 
Appendix M - Severity Impact Assessments 
Appendix N - <ORGANIZATION NAME> Business Impact Assessment 
Appendix O - Recovery Tasks List 
Appendix P - Recommended <ORGANIZATION NAME> Office Recovery 
Appendix Q - Guides to EMS 

 
 
 



AllAmericanPlastic        
Safety Department 

Business Continuity Plan 
Appendices   

 

CONFIDENTIAL Document for Internal Use by All American Plastics Personnel Only 
Version Number: 1.00  Last Updated: January 1, 2019                Printed: January, 2019 

Page 39 of 56 
 

 

Appendix A - Employee Telephone Lists 
 
 Employee Title/Function 

Office Phone 
# 

Home Phone 
# 

Cellular/ 
Pager # 

EMAIL 
Time 

Called 
Arrival 
Time 

Comment 

*          

**          

**          

          

          

          

          

          

          

          

          

          

          

          

          

 Fire, Police, Emergency  911       
 
* Indicates Team Leader 
** Indicates Alternate Team Leader 
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Appendix B - Recovery Priorities for Critical Business Functions 

 
Department 

 
Priorities Maximum Allowable Downtime 

 
<Department Name>  1-2 Days 3-5 days 1-2 weeks > 2 weeks 

 
Contracts 

 
Critical 

 

 
X 
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Appendix C - Alternate Site Recovery Resource Requirements 

General Requirements 
 

# Description Current  
Number 

BCP 
Number Comments 

1. Number of people 
 

   

2. Square footage needed 
 

   

3. Power Outlets 110V 
 

  Can use power strips 

4. Power Outlets 220V 
 

   

5. Telephones 
 

   

6. Telephone lines 
 

   

7. Desks 
 

   

8. Chairs 
 

   

9. Tables 
 

   

10. Typewriters 
 

   

11. Photocopiers 
 

   

12. Calculators 
 

   

13. Microfiche Viewers 
 

   

14. File Cabinets (specify type) 
 

  4 drawer lateral file cabinets 

15. Other - Please attach list 
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Technical Requirements 
 

# Description Current  
Number 

BCP 
Number Comments 

1. Telephone Lines (regular) 
 

   

2. Telephone Lines (800 or special) 
 

   

3. Single Line Telephone Sets 
 

   

4. Other Type Telephone Sets 
TWO LINE 

   

5. Stand-alone FAX Machines 
 

   

6. PC’s 
 

   

7. LAN/WAN Connections 
 

   

8. Printers  - LAN 
 

   

9. Printers - Direct attach to PC 
 

   

10. PC Connectivity outside 
<ORGANIZATION NAME>* (Internet) 

   

11 Other Computers 
 

   

12. Fax – Stand alone 
 

   

13. Other - Please attach  list 
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Appendix D - Emergency Operations Center (EOC) Locations 

 

Disaster Affecting Which Area/Building  EOC Location 

All American 

Recovery Locations and Travel Directions 

Alternate Sites 
Critical Function Alternate Site 

Desktop and Personnel  
EOC Emergency Management Team  
  
  
  
  
  
  

NOTE - Provide directions to all alternate sites. Include address and phone number of site.  Include Maps 
and Floor Plans. 
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Appendix E - Vital Records 

 

Description Primary Location of 
Records 

Alternate (Backup) 
Location of Records 

Other Sources to 
Obtain Records 

Settlement Agreements Department File 
Cabinets Vault 

Scanned images on 
Network drive/Other 

Parties 

Litigation Files Department File 
Room 

Scanned Images of 
pleadings on Network 

drive 

Outside 
Counsel/Courts 
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Appendix F - Forms and Supplies 
 

Form/Supply 
Name/Description 

Primary Locations 
Where Stored 

Alternate Sources 
to Obtain 

Form/Supply 
Vendor’s 

Name/Phone 

No special form or supplies 
other than standard office 
supplies. 

        

    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
 
 



All American Plastic        
Safety Department 

Business Continuity Plan 
Appendices   
 

CONFIDENTIAL Document for Internal Use by All American Plastics Personnel Only 
Version Number: 1.00  Last Updated: January 1, 2019                Printed: January, 2019 

Page 46 of 56 
 

 

Appendix G - Vendor Lists 

 

Vendor Name Goods/Service 
Provided 

Contact 
Name Address Phone # 

Master Service Agreements and 
other contractors  – lists available on 
network Master Service Agreement 
and Insurance databases 
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Appendix H - Desktop Computer Configurations 

 

 Description of Desktop:  Dell, etc   

 Used By: All Safety Department  Employees  

 Business Activity Supported:   

 Connected to Which LAN’s:   

 Used for Host Access (Which Applications): network printing  

 Special Features, Boards, Memory Size, Etc.: over 20 Gigs HD, over 128MB Memory _____ 

 Over 850 MHz Processor(s)  

 Ethernet Net Cards, Fax/Modems  

 Proprietary Software required (indicate release number, version and/or level, as applicable:  

 The IT Department maintains records on all desktop systems.  
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Appendix I - Computer System Reports 
 

 
Report Name 

 
Report Description 

System 
Produced 

From 

Alternate 
Sources of 
Report or 

Information 

No special computer reports 
required. 
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Appendix J - Critical Software Resources 
 

Software Application Publisher or Vendor Platform Recovery 
Criticality 
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Appendix K - Alternate Site Transportation Information 
 
Employees will be notified (by team members), if a disaster is declared, as to the location and when to 
report.  Since recovery site is local, transportation to the work location is up to the employee unless 
directed otherwise.  Directions will be supplied at the time of notification, if necessary. 
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Appendix L - Alternate Site Accommodations Information 
 
Should alternate site accommodations be required team members will be notified.  Employees will be 
contacted (by team members), if a disaster is declared, as to the location and where to go.  Since 
accommodations are local, transportation to the work location is up to the employee unless directed 
otherwise.  Directions will be supplied at the time of notification, if necessary. 
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Appendix M - Severity Impact Assessments 
Safety Department  

 
                    Severity of Impact   
 Least ------> to ------>  Greatest Comments 
 Impact Area  1 2 3 4 5   
1 Cash Flow Interruption       

2 Inoperative Billing Systems       

3 Inoperative Financial Controls       

4 Loss of Customers       

5 Financial Reporting (Banks, IRS, etc.)       

6 Increases in Liability       

7 Loss of Public Image       

8 <Department Name> and Regulatory Violations       

9 Contractual Violations       

10 Vendor Liabilities & Relations       

11 Customer Liability & Relations        

12 Effect on Employee Morale       

13 Staff Resignations       
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Appendix N - with All American Business Impact Assessment 
 

Department or Function: <ORGANIZATION NAME> 
Number of Employees in HOME COMMUNITY :  
Primary Business Function:  
 

Executive:  
 
BCP Representative:  

What's at Stake:  $ Millions Plus 
 

STRENGTHS 
 

Example 
 
Able to work from home if access to e-mail 
and system is available through dial-up 
access. Will need records and files as well. 

WEAKNESSES 
 

Example 
 
Unable to work remotely if access to records 
and files is restricted.   
 

Loss Impact 
 

Example 
 
Our department would not be able to perform 
>95% of its work without access to our 
computers or work areas. It would take time 
and effort to recreate the contracts and other 
information (to the extent they can be 
recreated) before we could work on them. 
 
 
 
 

Maximum Allowable Downtime:> 24 – 48 Hours 
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Appendix O - Recovery Tasks List 
Recovery Activation Date: ________ 

Task 
No. Task Description Estimated 

Time  
Actual 
Time Assigned To Assigned 

Time 
Completed 

Time Comments 

10 Receive Communication on emergency 
Situation 

      

20 Identify recovery site       

30 Retrieve Business Continuity Plans       

40 Notify department members identified in 
Appendix A 

      

50 Retrieval of  department Vital Records       

60 Oversee delivery and placement of 
office equipment. 

      

70 Oversee delivery and placement of 
office supplies. 

      

80        
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Appendix P – Recommended All American Plastic and Packaging Organization Office Recovery 

 

 

 

   
    

 
 

 

Required 
Recovery 
Timeframe 
 
 
 
 
 
 
3-7 days 
 
 
 
1-2 weeks 
 
 
> 2 weeks 
 

Functions to be 
Recovered 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Unable to work from  
home 
 

See Appendix B for Details  

Acquire New 
Office Space  
   

If 
Outage  Duration is 
> 2 weeks 

Hot or Cold Site  
Recovery Location 

Towers 

 
Employees’ Homes 

Other < Offices 
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Critical Disaster Recovery Checklist
Primary Responsibility:

Leadership Team

Why:

An estimated 25% of businesses do not reopen following a major disaster. Whether it be natural or man-made,
large or small, it is important to be prepared for such events. By being prepared we can more quickly return to
normal operations, limit financial losses, and be in compliance with regulatory safety requirements. Every business
should have a plan.

Plan:

Below is our Company Disaster Recovery Checklist broken down by what should be worked on first from a critical
standpoint, these things may be worked on by multiple people from different departments. After that, what needs to
be done on a departmental basis. The leader of each department is responsible for making sure all steps are
completed.

Critical:

Plan: Leadership team to gather and determine severity of incident, identify appropriate plan of action
Was anyone injured?
Can we access the building?
Do we have any inventory?

Communications: Let customers, suppliers, and employees know of incident, and temporary plan
Marketing to send out email blast to notify customers through Constant Contact.
Account Managers should have their customers contacts in their phone, they can contact their A & B
customers.
Purchasing to call key vendors, supplier information can be found in sharepoint
Each Hiring Manager will contact their employee(s) to inform of situation. Employee information can
be found in salesforce, and each Hiring Manager should have their employee’s information in their
cell phone.

Location: Find new warehouse to operate out of
Mike to immediately contact Chris Monsour or other Broker/Realtor to find “ready to move” building
to accommodate our needs. Ideally furnished with docks, and racking, clean and ready, and quick
turnaround.
Mike to search Loopnet
Once building is found, determine if we can set up workstations. If yes, who do we need to come in
and who can work remotely. If no, find location for employees to work out of.

Data: Restore Step 1
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Nat to contact Gerry from Step 1 to restore backups on external server
Unfreeze virtual server in AWS.

Data: Restore email
Nat to contact Frank’s emergency number from Computer Specialist to restore email server

Finance:

Get access to important phone numbers: insurance, employees, customers, vendors. Determine who calls
who.
Payroll & AP checks, do we keep backup boxes somewhere else or just order them to be rushed after
incident?
Have mail rerouted, new warehouse location, Toledo, or Grand Rapids
Determine if employees had any super important files that need to be accessed
Contact Bank and Insurance and secure startup funds
Determine employee pay even if business is not operational

Operations:

Items needed to be replaced
Racking – contact Dennis Riley from Fraza
3 order pickers – Jordan Klein from ALTA
4 forklifts – Jordan Klein
Battery cart - online
Bendi – Jordan Klein
4 battery chargers for order pickers and bendi if not included with purchase of new machine
Shrink Wrapper Machine
Cell Phones and tablets for truck drivers
Hand carts and manual pallet jacks if they weren’t already loaded on the trucks – handcarts from
Caster Depot – pallet jacks from Crown
Safety Harnesses
Straps for trucks
Bailer machine for recyclables
New fleet – Idealease of Detroit - Tim Rehberg
New fleet - Penske

Allen Park (East MI) - Steven Edge
Grand Rapids (West MI) - Dave Van Laecke

Service parts and equipment
Tools for shop repairs
Determine if any customer machines were damaged

Purchasing

Once Step 1 is up, zero out all inventory and start reordering
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Determine if PO’s can be rushed, and pick up what we can
Contact other local distributors to see if we can purchase, and pick up inventory off them
Contact key vendors to see how they can help, Spartan, KC/Tork, Impact/Tolco, Rj Schinner, etc
Reroute all pending PO’s to new facility
Get list of lost inventory

Sales & Marketing

Determine operational plan and notify employees
Determine operational status and notify customers

Order processing
Delivery status
We must be careful what we communicate as our competitors will be ready to exploit our situation

Communication to vendors, operational status, new warehouse location
Determine frequency of communications
Sales team to work remotely once systems are up

IT

Restore from stuff
All servers
Domain controller
Email server
Phone server
Step 1
WinTeam
Server 12 & Server 16

Purchase new stuff
Desktops/monitors/mouse/keyboards
Desk phones
Servers
Avaya controller for phones
ASA/Router
RocketFiber/Comcast modem
Switches
Cabling for hookups
Cameras/DVR
Credit Cards Terminals
Printers
Uninterruptible power supplies

Set Up
Hook up servers/network/end devices
Get Step 1 installed for customer service/warehouse/logistics/accounting/purchasing/service
Get Roadnet installed for logistics, set up active delivery alerts
Restore key website services, CSS online, and SUM
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Contact Computer Specialists to see what they can help with

Tips:

Depending on the disaster different parts of the plan can be used. This plan is designed to be all encompassing.
Remember to remain calm and communicate clearly and effectively with all parties.
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1.0 PURPOSE 
 

1.1 The purpose of an Emergency Action Plan (EAP) is to facilitate and organize the 
employer and associate’s actions during workplace emergencies.  The EAP was 
developed to identify the basic steps needed for proper planning and response to 
potential emergencies. The Boelter Companies, Inc. are committed to the 
protection, health, and safety of its associates and the surrounding community. 

 
1.2 The program will not cover every conceivable situation; it does, however, supply 

the basic administrative guidelines necessary to cope with the most foreseeable 
emergencies. 

 
2.0 SCOPE 
 

2.1 Our plan applies to all Boelter associates and visitors, including, but not limited to 
customers, vendors, and contractors who may be required to respond or react to 
potential emergencies.  Emergencies may include fire, chemical, environmental, 
inclement weather, structural damage, and major utility outages.  
 

2.2 During or following an emergency and if necessary, only qualified leaders within 
The Boelter Companies are allowed to speak with the media. 
 

3.0 AUTHORITY & REFERENCE 
 

3.1 Occupational Health and Safety Administration OSHA 29 CFR 1910.38   
 

4.0 RESPONSIBILITY:   
 

4.1 Safety Leadership (Safety Manager, Operational Site Leaders, and Human 
Resources) 

 
4.1.1 The safety leadership team will have overall responsibility to deploy and 

ensure compliance of the Emergency Action Plan. 
 

4.1.2 The above team will retain a written copy of the most recent Emergency 
Action Plan as a reference. The EAP will be available for review by 
associates or a regulatory authority as needed. The document will have 
revision control and will be posted on the company intranet for review. 
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4.1.3 The Emergency Action Plan will be reviewed on an annual basis and 
modified based on business needs or regulatory changes. 

 
4.1.4 Based on severity, the Executive Team will be responsible for 

determining whether an emergency constitutes the need to temporarily 
cease business operations at any Boelter location. 

 
4.1.5 Operational site leaders or designees will act as the liaison with local 

emergency responders (i.e. Fire and Police).  When emergency officials 
respond to an emergency, they will assume responsibility for the safety of 
the building’s occupants.  They will have authority to make decisions 
regarding the evacuation and whatever other actions are necessary to 
protect life and our property. 

 
4.1.6 Operational site leaders or designees defined as the Boelter Emergency 

Action Team will retrieve a copy of the master Safety Data Sheet (SDS) 
in the event of a full building evacuation. The SDS binder will be given to 
emergency officials, if needed. 

 
4.1.7 In the event of an emergency, operational site leaders or designees will 

obtain a minimum of one “Safety to go backpacks” that will contain basic 
essentials that could be needed during an emergency. A minimum of two 
backpacks will be placed near exits or emergency exits at each facility in 
the greater Milwaukee area. 

 
4.2 Department Managers 

 
4.2.1 Department managers or designees will work in conjunction with the 

Emergency Action Team in an emergency situation for their respective 
areas. 

 
4.2.2 Department managers or designees will initiate the Emergency Action 

Plan when becoming aware of an emergency situation.  
 

4.2.3 Department managers will be responsible for reporting the status of their 
associates to the site leader or a member of the Emergency Action 
Team. 

 
4.2.4 Department managers will assist in the coordination and training of this 

procedure with their associates. 
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4.2.5 Department managers will perform other related duties as directed by 
virtue of the emergency. 

 
 

4.3 Emergency Action Team 
 
4.3.1 Emergency Action Team will assist with the building evacuation, including 

final sweep of the building as time and the safety of the environment 
permits. 

 
4.3.2 Emergency Action Team will consist of the operational site leaders, 

department managers, and First Aid team members. 
 

4.3.3 Emergency Action Team will perform other related duties as directed by 
virtue of the emergency.  

 
4.4 Associates 

 
4.4.1 Associates will cooperate fully with all the elements of this plan and will 

respond appropriately to the given situation. 
 
4.4.2 In the event of an emergency, associates will immediately report the 

emergency to their department manager or a member of the Emergency 
Action Team (Based on proximity), so appropriate action can be taken. 

 
5.0 EMERGENCY PROCEDURES 

 
5.1 FIRE   

 
5.1.1 In the event of a small fire:  

 
5.1.1.1 Only if properly trained in using a fire extinguisher, an 

associate may attempt to extinguish the fire with the nearest 
fire extinguisher. The associate who extinguished the fire 
should notify the safety manager and their department 
manager. 
 

5.1.1.2 Associates are responsible for notifying their department 
manager, supervisor, team lead or safety manager in the event 
of a fire (Extinguished or not). 
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5.1.1.3 Department manager or designees will assess the risk and 
quickly decide whether associates should evacuate or may 
remain within the building. 

 
 

5.1.1.4 If a site leader, department manager, or designee decides that 
associates should evacuate, they will initiate the evacuation 
procedures by making the following page or in-person 
announcement a minimum of two times:  “Attention all 
associates.  There is a fire emergency in the (state area).  
Please exit the building and proceed to the rally point area”. 
Any areas not covered by the paging announcement shall be 
notified via person, phone, or an air horn that will sound with a 
short audible repeating three times in succession followed by a 
pause and repeat. 

 
5.1.1.5 All associates will evacuate the building through the closest 

and safest emergency exit and meet with their department at 
the designated rally point area. 

 
5.1.1.6 Department managers or designees are responsible for 

assisting in the safe evacuation of their department’s 
associates. 

 
5.1.1.7 If time and safety of the environment permits, the Emergency 

Action Team will perform a final sweep of the building, 
including proper shut down of the main gas and electrical lines, 
prior to evacuating the building. 

 
5.1.1.8 Department Managers or designee will take attendance/roll call 

as discussed in Section 7.0.    
 

5.1.2 In the event of a large fire: 
 
5.1.2.1 First associate on the scene will call “9-1-1” immediately, and 

then contact the site leader, department manager, supervisor, 
team lead or Safety Manager by person, phone or page. 

 
5.1.2.2 If a site leader, department manager, or designee decides that 

associates should evacuate, they will initiate the evacuation 
procedures by making the following page or in-person 
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announcement a minimum of two times:  “Attention all 
associates.  There is a fire emergency in the (state area).  
Please exit the building and proceed to the rally point area”. 
Any areas not covered by the paging announcement shall be 
notified via person, phone, or an air horn that will sound with a 
short audible repeating three times in succession followed by a 
pause and repeat. 

 
 

5.1.2.3 All associates will evacuate the building through the closest 
and safest emergency exit and meet with their department at 
the designated rally point area. 
 

5.1.2.4 All equipment that is capable of being shut down quickly and 
safely will be de-energized by the appropriate associates prior 
to evacuation. 

 
5.1.2.5 Department managers or designees are responsible for 

assisting in the safe evacuation of their department’s 
associates. 

 
5.1.2.6 If time and safety of the environment permits, the Emergency 

Action Team will perform a final sweep of the building, 
including proper shut down of the main gas and electrical lines, 
prior to evacuating the building. 

 
5.1.2.7 Department Managers or designee will take attendance/roll call 

as discussed in Section 7.0.  
 
5.2 CHEMICAL  

 
5.2.1 Emergency spills, (those that require specialized clothing, personal 

protective equipment, and training for clean-up), will be handled by third 
party Emergency Responders and WILL NOT be handled by company 
associates. 

 
5.2.1.1 When there is an emergency spill or release of chemical, 

associates will immediately evacuate the area and notify the 
site leader, department manager, safety manager or designee.  
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5.2.1.2 If a site leader, department manager, or designee decides that 
associates should evacuate, they will initiate the evacuation 
procedures by making the following page or in-person 
announcement a minimum of two times:  “Attention all 
associates.  There is a chemical emergency in the (state area). 
 Please exit the building and proceed to the rally point area”. 
Any areas not covered by the paging announcement shall be 
notified via person, phone, or email stating the emergency and 
instructions. 

 
5.2.1.3 Safety Manager or designee will contact the trained third party 

Emergency Responders and will comply with chemical spill 
procedures.   
 

5.2.1.4 Incidental spills or releases that can be absorbed or cleaned-
up without the need for specialized clothing, personal 
protective equipment, or training and that do not present any 
physical or health hazards to associates are not classified as 
emergency spills. 

 
5.2.1.5 In the event there is an incidental spill or release of chemical, 

associates in the spill area will take the following step: 

5.2.1.6 Notify the department manager, safety manager, or designee. 

5.2.1.7 Refer to the safety data Sheet (SDS) of the chemical and 
follow clean-up instructions for spills or releases of the 
appropriate chemical. 

5.2.1.8 Clean up and dispose of the material in the prescribed manner 
per the Safety Data Sheet. 

 
5.2.1.9 Any questions regarding the clean-up of spilled or released 

material should be directed to the department manager or 
safety manager. 

 
5.3 ENVIRONMENTAL 

 
5.3.1 Upon notification of any hazardous environmental emergency outside of 

The Boelter Companies, Inc., the safety manager or designee will assess 
the immediate risk and direct associates accordingly.  
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5.4 INCLEMENT WEATHER 

 
5.4.1 If potential inclement weather arises, the weather conditions will be 

monitored and decisions to suspend or close operations will be made by 
the Executive Team or designee. 

 
5.4.2 Outside of normal business hours, associates are required to call 262-

523-6200 ext. 5999 to find out if we are going to close certain locations. 
 
5.4.3 Whenever weather conditions are such that inclement weather may 

develop during operating hours, the safety manager or designee will 
monitor radio broadcasts or contracted 3rd party weather alerts (Local or 
National Weather Service) to determine the potential for dangerous 
weather and the need to evacuate or move to an approved severe 
weather shelter located in our facilities. 
 

5.4.4 Upon receiving information that a weather emergency is imminent, and 
shutdown of operations and evacuation is necessary, department 
managers, safety manager, or designees will make the following page or 
in-person announcement a minimum of two times:  “Attention all 
associates.  There is a weather emergency in the area.  Please proceed 
to the nearest storm shelter.” Any areas not covered by the paging 
announcement shall be notified via person, email, or phone. 

 
5.4.5 Associates will quickly shut down their equipment and proceed to the 

designated storm shelter. 
 

5.4.5.1 Pewaukee – Multi-Purpose Room 1st Floor 
 

5.4.5.2 Glendale Super Store – 1st Floor Restrooms and stairwells 
 

5.4.5.3 Olive St. – Main office and restrooms 
 

5.4.5.4 3rd St. – US Corrugate’s Storm Shelter 
 

5.4.5.5 All other Boelter companies and sites will train associates on 
the evacuation map and routing to a severe weather storm 
shelter. 
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5.4.6 Any visitors, including customers, vendors, or contractors working inside 
the facility will be directed to a storm shelter area by associates in that 
area. 

 
5.4.7 Department managers or designees will take attendance to ensure all 

associates are accounted for.   
 

 
5.4.8 If the facility is damaged by inclement weather, an assessment of injuries 

and damage must be completed by the Emergency Action Team and any 
3rd party, such as HNI. Assessment should include: 

 
5.4.8.1 Number of people injured. 

 
5.4.8.2 Nature and extent of injuries.  

 
5.4.8.3 Any dangerous situations, i.e. fires, building collapse, escaping 

chemicals, downed power lines, etc. 
 

5.4.9 If there are fires or other dangerous situations present, associates will be 
evacuated to the designated rally point outside the facility per the 
procedures outlined in the Emergency Action Plan. 
 

5.4.10 Control of fires, downed power lines, spilled or released chemicals will be 
the responsibility of third party emergency responders.  The safety 
manager or designees will contact the trained third party Emergency 
Responders or by calling 911. 

 
5.4.11 After the threat of inclement weather has passed, the site leader, safety 

manager, or designee will announce the all clear before associates are 
allowed to return to work. 
 

5.5 STRUCTURAL DAMAGE OR MAJOR UTILITIY OUTAGE 
 

5.5.1 All structural or major utility emergencies must be reported to the site 
leader, department manager, safety manager or designee immediately. 
The Executive team or designees will assess the situation and determine 
the impact on work operations. 
 

5.5.2 If evacuation is deemed necessary, the company will make the following 
page  or in-person announcement a minimum of two times:  “Attention all 



 

 

 
 

 

Title:  Emergency Action Plan Procedure Number: W P - S F T Y - 1 6  
Effective Date: 11/5/2018 
Revision_2    

 

 
  

Page 9 
 

associates.  There is a (Structural or major utility emergency) in the (state 
area).  Please report to (select area to report).”  Any areas not covered by 
the paging announcement shall be notified via person, email, or phone. 

 
5.5.3 All equipment that is capable of being shut down quickly will be de-

energized before evacuating area. 
 

5.5.4 Once the situation is resolved, associates will be notified by the site 
leader, department manager, safety manager or designee when they are 
allowed to return to work. 

 
 

6.0 EVACUATION LOCATIONS 
 

6.1 Indoor Locations 
 

6.1.1 Pewaukee  
 

6.1.1.1 1st Floor Multi-Purpose Room 
 

6.1.2 Glendale Super Store 
 

6.1.2.1 Rest Rooms and Stairwells 
 

  
6.2 Outdoor Locations 

 
6.2.1 Pewaukee 

 
6.2.1.1 Rally Point: A.L. Schutzman Company 

N21 W23560 Ridgeview Pkwy W 
Waukesha, WI 53188 
 

Rally Point Leaders: Amy Athmann, Tim Brown, Chris Mieska, John Provost, 
Amy Schroeder, Brittani Ulik, and Jennifer White. 
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6.2.2 Super Store 
 
6.2.2.1 Rally Point: Marshall W. Nelson & Associates   

   4300 N. Port Washington Road 
Glendale, WI 53212 
 

Rally Point Leaders: Anette Righi DeFendi, Jack Griffith, Rick Provost, Steve 
Stern, and Joe Tobalsky 

 
 

 

6.2.3 Olive Street 
6.2.3.1 Rally Point: The Boelter Companies, Inc.   

   4200 N. Port Washington Road 
Glendale, WI 53212 
 

Rally Point Leaders: Sam Lucca, Brent Marcott, and Rob Weinstein 

 

6.2.4 3rd Street 
6.2.4.1 Rally Point:  The Boelter Companies, Inc.   

   4200 N. Port Washington Road 
Glendale, WI 53212 

 
  Rally Point Leaders: Steve Kirkegaard and Mike Reich 

6.3 Evacuation Maps are generally found in the following areas of any Boelter 
location: Drinking fountains, restrooms, kitchen/break areas, bulletin boards, and 
some fire extinguishers. The above can vary and each department manager, 
supervisor, or lead will educate their team on the exact location of the evacuation 
map nearest to their respective area. 

 
 

7.0 ACCOUNTING FOR ASSOCIATES AND VISITORS, INCLUDING CUSTOMERS, 
VENDORS AND CONTRACTORS 

 
7.1 Associates being evacuated must report to their respective department manager 

or designee upon arrival to the rally point area. 
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7.2 Visitors, including but not limited to customers, vendors and contractors must 

report to their main contact upon arrival to the rally point area. 
 
7.3 As time and the safety of the environment permits, the Emergency Action Team 

members will search all work areas, break rooms, and bathrooms prior to 
evacuating the building. 
 

7.4 Department managers or designees will take a roll call of associates and visitors, 
including but not limited to customers, vendors and/or contractors working in 
their respective work areas.  

 
7.5 Department managers or designees will identify and report any missing persons 

and their last known location to the site leader, safety manager, or designee. 
 
7.6 Site leader, safety manager, or designees will inform third party Emergency 

Responders of any missing persons and their last known location. 
 
7.7 Associates should remain at the rally point to ensure they have been accounted 

for by the rally point leader. Associates may not leave the rally point until an “All 
clear” has been given by Emergency Responders. 
  

8.0 RESCUE AND MEDICAL DUTIES 
 

8.1 It will be the responsibility of the First Aid Team to provide any rescue and 
medical duties until third party Emergency Responders arrive. 
 

 
9.0 TRAINING 

 
9.1 Training will be conducted (1) for all newly hired associates during safety 

orientation; (2) when the plan is changed; (3) when the employee’s responsibility 
under the plan change; and (4) as deemed appropriate. 
 

9.2 Emergency drills will be conducted on an annual basis. 
 

10.0 EMERGENCY CONTACTS (If dialing from an internal line, dial 9 to call out) 
 
10.1 Fire and Police   911 
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11.0 PLAN CONTACTS (The following persons may be contacted for additional information 

or clarification of any aspect of the Emergency Action Plan.) 
 
NAME JOB TITLE DIRECT PHONE # CELL PHONE # 
Tim Brown Director, Operations 262-523-6653 779-888-0082 

John Provost 
Jack Griffith 
Amy Athmann 

Manager, Warehouse 
GM, Brands 
Director, Human 
Resources 

262-523-6030 
414-967-4250 
262-523-6082 

xxx-xxx-xxx 
920-450-5868 
262-227-0487 

Joe Tobalsky Safety and Fleet 
Manager 

414-967-4192 262-501-1169 
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Sensitive Security Information Statement 

 
 
WARNING:  This record contains Sensitive Security Information that is 
controlled under 49 CFR parts 15 and 1520.  No part of this record may be 
disclosed to persons without a “need to know”, as defined in 49 CFR parts 15 
and 1520, except with the written permission of the Administrator of the 
Transportation Security Administration or Secretary of Transportation.  
Unauthorized release may result in civil penalty or other action.  For U.S. 
government agencies, public disclosure is governed by 5 U.S.C. 552 and 49 CFR 
parts 15 and 1520. 
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SITE SECURITY PLAN 

 

Security Plan 
 
This portion of the Business Continuity Plan is written in accordance with 49 
CFR Subpart I regarding site security plans.  Given the heightened potential for 
acts of terrorism, the security of hazardous materials (HAZMAT) shipments at 
Brady Industries is approached with utmost importance.  Brady Industries’ 
management is committed to reduce the potential for terrorist related HAZMAT 
emergencies. 
 
Management commitment is demonstrated by: 
 

• Fostering a risk reduction culture 
• Establishing internal responsibilities/accountability regarding security 
• Working together with other parties in the HAZMAT transport chain 
• Identifying potential risk areas 
• Developing a plan to control risks 
• Allowing for ongoing security improvement through support and 

allocation of necessary resources 
 
To meet the intent of this plan, Brady Industries will utilize the Risk 
Management Self-Evaluation Framework (RMSEF) as established by the 
Research and Special Programs Administration (RSPA) of the US Department 
of Transportation.  The RMSEF involves seven key steps including: 
 

1. Scoping 
2. Knowledge of Operations 
3. Assessment 
4. Strategy 
5. Action 
6. Verification 
7. Evaluation 
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Scope 
The basic scope of the security plan at Brady Industries will center around the 
following general activities involving hazardous materials: 
 
a. Receiving and storage of highly hazardous materials (non-bulk).  Corrosive  
    (Hypochlorite Solution) 
b. Shipping of highly hazardous materials (non-bulk).  Corrosives (Hypochlorite       
    Solution, UN1791, and P6111) 

Knowledge of Operations 
In order to allow for a detailed risk assessment to be conducted of the hazardous 
materials within the scope of this plan, a thorough review of each activity was 
completed.   Technical knowledge of the operations is outlined in chart-form 
below.  The context was generated by the analysis of technical information, 
employee interviews, SDSs, purchasing records and other informational sources.  
This process was a collaborative effort of Brady Industries management, ERT 
members, shipping/receiving employees, as well as outside vendors. 

 

TECHNICAL INFORMATION FOR:  Corrosives 
   
Quantity of Material  
 • On-site 3,274 gallons 
 • Received  
 • Shipped  
   
Who Handles Hazardous Material Drivers and warehouse 

employees 
   
When & Where HAZMAT Is Handled 
 

Daily and in the warehouse 

   
Method of Transfer or Handling Forklift and rider pallet jacks 
   
Storage Location Warehouse 
  
Carrier Information  
 • Name of carrier Brady Industries 
 • Are there intermediate 

carriers 
No 

 • Final destination location Various clients of Brady 
Industries 
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In addition to technical knowledge organization of the process, an assessment or 
review of “pre-existing” baseline programs was conducted at the time of the 
original risk assessment.  The baseline programs are also reviewed on an annual 
basis to ensure they remain current.  Some of the programs/policies reviewed 
include the following: 
 

• Management Commitment Policy to Risk Management 
• Employee Participation in Programs 
• Sufficient Documented Training 
• Hazard Communication 
• HAZMAT (labeling, packaging and placarding) 
• Incident Investigation 
• Emergency Preparedness and Response 

 
 
 
 
General security concerns identified at Brady Industries following the 
records review and interviews of staff include the following: 

 
•   Unsecured vehicles (going to required padlocking vehicles) 
•   Placarding 
•   Accidents on the road 

 
 

Assessment and Strategy 
A detailed assessment of the company’s hazardous material operations has 
allowed Brady Industries to better understand the risks that exist for potential 
terrorist activity from a “cradle to grave” standpoint.  Analysis of the risks as 
materials arrive at the facility to the time they leave the facility for another 
destination has allowed for the development of strategies to prevent incidents.  
In addition, the process has allowed for the risks to be weighed against one 
another so that the appropriate plan of action can be properly prioritized and put 
into motion.  The following chart outlines the Brady Industries risk assessment, 
as well as proposed strategies to reduce the security risk. 
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ASSESSMENT OF SECURITY RISK CONTROL POINTS & 

PREVENTION STRATEGIES 
RISK CONTROL POINT RISK REDUCTION STRATEGY 
  

Personnel Security 
• Potential problems with previous employment  
• Potential historical problems with the law  
• History of identification fraud 
• Poor driving record and/or history of illegal license or 

driving on a suspended license 
• Citizenship questionable 

• All employees are screened prior to employment to 
determine: 

- Employment history 
- Citizenship 
- Immigration status 
- Outstanding warrants 

• All employees in sensitive jobs are issued a security 
card 

   
Unauthorized Access & Facility Security 

a. Control of access to areas of HAZMAT storage & packaging a. 
• HAZMATs stored in location visible to accountable 

personnel 
• HAZMATs locked with access limited to designated 

personnel 
• Key cards required to gain access 
• Record system for removal of hazardous materials 

b.  Personnel allocation for tasks involving HAZMATS b.  
• Individuals assigned to HAZMAT handling 

responsibilities  
c.  Facility security  c. Facility security includes: 

-Alarms 
-Lighting 
-Video cameras 

   -Windows secure 

-Security system 
-Offices & record storages      

      locked when not in use 
-Doors lock automatically 

d.  Potential access concerns with third parties involved in 
transportation/shipment (i.e. shipper to carrier, carrier to 
carrier, & carrier to consignee) 

d.  Third party interaction: 
• Restrict access to single entry/gate (only warehouse 

door) 
• Debriefings held with all third parties involved 
• Documents signed when responsibilities for 

HAZMATs changes for shipper to carrier, etc. 
e.  Inherent hazard of materials & incompatibility concerns could 

lead to heightened risk & severity of consequences 
e. 

• Dependent on nature of hazard (i.e. flammable, 
corrosive, poison, etc.) 

- Placed in appropriate containers 
- Labeled & placarded as required 
- Secured properly in mode of transportation 

• Incompatible hazardous materials are identified & 
stored at appropriate distances or in separate 
compartments of the transporting vehicle 
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RISK CONTROL POINT RISK REDUCTION STRATEGY 
  

En Route Security 
a. Mode selection – Different modes have different risks.  

Judicious selection can reduce the risk. 
 

a.  Tanker truck, box truck, rail car was chosen as the best 
route 

 
b. Carrier selection b.   

• Certificate of insurance was obtained 
• Certificate of liability 

 
c.  Route selection c. Appropriate, safe routes were reviewed prior to shipment.  

For example, avoidance of tunnels & high population 
centers. 

 
d.  Communications d.   

• Drivers have means to communicate any concerns or 
problems (i.e. cell phones, radios, etc.) 

• Shipper has means to contact drivers 
 

e.  Training e.  Driver training is verified prior to departure 
 

f.  Emergency response f.  
• Reporting procedures regarding suspicious activities 

or theft has been reviewed with drivers 
• Drivers are aware of reporting requirements 
• Drivers have sufficient training to secure vehicles 

until additional assistance can be obtained in the 
event of an accident or suspected vandalism/terrorist 
related event 

• Outside emergency assistance procedures have been 
established via the carrier 

 
   

 

 

Action 
Brady Industries has reviewed the risk reduction strategies and established the 
following as “priority” action items: 
 

• Secure trucks with padlocks   
• Placarding materials 
• Report spills immediately to authorities   

 
In order to have an effective system for security and transporting hazardous 
materials, it is essential to ensure the strategies are put into action and followed 
through with in an appropriate and timely manner. 
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SUPPLY CHAIN PLAN 

 
 

Supply Chain Plan 
 
This portion of the Business Continuity Plan is written with the intent to identify 
and reduce any potential interruption in Brady Industries’ supply chain.  
 
Management commitment is demonstrated by: 

• Fostering a risk reduction culture 
• Establishing internal responsibilities/accountability regarding supply 

chain 
• Working together with other parties in our supply chain 
• Developing a plan to control risk 
• Allowing for ongoing improvement through support and allocation of 

necessary resources 
 

To meet the intent of this plan, Brady Industries will utilize the Risk 
Management Self-Evaluation Framework (RMSEF) as established by the 
Research and Special Programs Administration (RSPA) of the US Department 
of Transportation.  The RMSEF involves seven key steps including: 
 

1. Scoping 
2. Knowledge of Operations 
3. Assessment 
4. Strategy 
5. Action 
6. Verification 
7. Evaluation 
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Scope 
The basic scope of the Supply Chain plan at Brady Industries will center around 
the following general activities involving supplies: 
 
a. Ordering and receiving product from manufacturers 
b. Storage of products 
c. Transportation of products to customers 
d. Loss of key personnel 
e. Increased product demand 

Knowledge of Operations 
In order to allow for a detailed risk assessment to be conducted of the supply 
chain, a thorough review of each activity was completed. Technical knowledge of 
the operations is outlined in chart-form below.  The context was generated by the 
analysis of technical information, employee interviews, purchasing records and 
other informational sources.  This process was a collaborative effort of Brady 
Industries management, ERT members, shipping/receiving employees, as well 
as outside vendors. 

 
TECHNICAL INFORMATION FOR:   
   
Who Orders Product Regional Brady Buyers 
   
Who Ships Products to Brady Selected Manufacturers 
   
How are Products Transported to Brady 3rd Party Carrier 

   
Product Storage Location Brady Warehouse 
   
How are Products Transported to Customer Brady Trucks 
  
Who Services Customer • Brady Sales Rep 
  • Brady Driver 
  • Brady Customer Service 
  • Brady Service Technician  
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In addition to technical knowledge, organization of the process, an assessment or 
review of “pre-existing” baseline programs were conducted at the time of the 
original risk assessment.  The baseline programs are also reviewed on an annual 
basis to ensure they remain current.  Some of the programs/policies reviewed 
include the following: 
 

• Management Commitment Policy to Risk Management 
• Employee Participation in Programs 
• Sufficient Documented Training 
• Incident Investigation 
• Emergency Preparedness and Response 

 
 
 

Assessment and Strategy 
A detailed assessment of the company’s supply chain operations has allowed 
Brady Industries to better understand the risks that exist.  Analysis of the risks as 
products are ordered from manufacturers to the time they leave the facility for 
another destination has allowed for the development of strategies to prevent 
incidents.  In addition, the process has allowed for the risks to be weighed 
against one another so that the appropriate plan of action can be properly 
prioritized and put into motion.  The following chart outlines the Brady 
Industries risk assessment, as well as proposed strategies to reduce the security 
risk. 
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ASSESSMENT OF SUPPLY CHAIN RISK CONTROL POINTS & 

PREVENTION STRATEGIES 
RISK CONTROL POINT RISK REDUCTION STRATEGY 
  

Disruption of Critical Functions 
a. Supply Chain 
 
 
 
 
 
 
 
 
 
 
 

 
b. Inoperative Building Post-Disaster 

 
 
c. Transportation 
 
 
 
d.     Loss of Key Personnel 

 
 
e.     Increased Product Demand 

a. 
• Brady has 14 distribution centers in 7 different 

western states that offer our services and product 
offering and can uphold and deliver expectations. 

• Brady also utilizes redistribution companies that 
have and can deliver the same product offering 
and/or similar products within 24 hours.  

• Brady is an owner-member of Strategic Market 
Alliance (SMA), a cooperative of regional distributors 
throughout the US & Canada that have access to and 
can deliver the same product offering and/or similar 
products. 
 

b.  Local Alternatives: Brady has established localized third 
party planned space for the storage and handling of inventory. 
 
c. Joint Transport: Teaming with transport providers 
(centralizing coordination and sharing assets) allows Brady to 
continue the movement of goods post-disaster.   
 
d. Redundancy: Brady has a cross-trained staff to ensure 

consistent engagement.  
 

e.  
• Brady carries up to 30 days of safety stock to 

accommodate increased demand. 
• Brady also utilizes redistribution companies that 

have and can deliver the same product offering 
and/or similar products within 24 hours. 
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INFORMATION SYSTEMS 
 
 

Information Systems Plan 
 
This portion of the Business Continuity Plan is written with the intent to identify 
and reduce any potential interruption in Brady Industries’ ability to 
electronically accept, process and communicate orders and order status.  
 
Management commitment is demonstrated by: 

• Fostering a risk reduction culture 
• Establishing internal responsibilities/accountability regarding supply 

chain 
• Leveraging multiple means of systems deployment such as on premise, 

colocation facilities and Software as a Service 
• Developing a plan to control risk 
• Allowing for ongoing improvement through support and allocation of 

necessary resources 
 

To meet the intent of this plan, Brady Industries will utilize the Risk 
Management Self-Evaluation Framework (RMSEF) as established by the 
Research and Special Programs Administration (RSPA) of the US Department 
of Transportation.  The RMSEF involves seven key steps including: 
 

8. Scoping 
9. Knowledge of Operations 
10. Assessment 
11. Strategy 
12. Action 
13. Verification 
14. Evaluation 
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Scope 
The basic scope of the Information Systems plan at Brady Industries will center 
around the following general activities involving order processing: 
 

a. Internal Systems Availability 
b. Data Storage redundancy 
c. Network Resiliency 
d. Loss of key personnel 

Knowledge of Operations 
In order to allow for a detailed risk assessment to be conducted of the 
Information Systems, a thorough review of each activity was completed. 
Technical knowledge of the operations is outlined in chart-form below.  The 
context was generated by the analysis of technical information, employee 
interviews, purchasing records and other informational sources.  This process 
was a collaborative effort of Brady Industries management, ERT members, 
shipping/receiving employees, as well as outside vendors. 

 
TECHNICAL INFORMATION FOR:   
   
Where is Customer data stored Multiple Secure Systems and 

redundant datacenters 
   
Who has access to customer data Authorized personnel only 
   
How is customer data accessed Through a single Proprietary 

interface. Epicor Prophet 21 
   
Who maintains Brady Systems? A Brady Information Technology 

team in conjunction with 
numerous hosting companies and 
trusted consultants 
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In addition to technical knowledge, organization of the process, an assessment or 
review of “pre-existing” baseline programs were conducted at the time of the 
original risk assessment.  The baseline programs are also reviewed on an annual 
basis to ensure they remain current.  Some of the programs/policies reviewed 
include the following: 
 

• Management Commitment Policy to Risk Management 
• Employee Participation in Programs 
• Sufficient Documented Training 
• Incident Investigation 
• Emergency Preparedness and Response 

 
 
 

Assessment and Strategy 
A detailed assessment of the company’s supply chain operations has allowed 
Brady Industries to better understand the risks that exist.  Analysis of the risks as 
products are ordered from manufacturers to the time they leave the facility for 
another destination has allowed for the development of strategies to prevent 
incidents.  In addition, the process has allowed for the risks to be weighed 
against one another so that the appropriate plan of action can be properly 
prioritized and put into motion.  The following chart outlines the Brady 
Industries risk assessment, as well as proposed strategies to reduce the security 
risk. 
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ASSESSMENT OF SUPPLY CHAIN RISK CONTROL POINTS & 

PREVENTION STRATEGIES 
RISK CONTROL POINT RISK REDUCTION STRATEGY 
  

Disruption of Critical Functions 
a. Brady Internal Systems Availability 
 
 
 
 
 
 
 
 
 
 
 
 

 
b. Customer data loss 

 
 

 
 
c. Connectivity and communications interruption 
 
 
 
 
 
d.     Loss of Key Personnel 

a. 
• Brady hosts primary system in a colocation 

datacenter built with every fail safe in mind from 
HVAC to power to network systems 

• Redundancy exists in the form of Software as a 
Service or “Cloud” based services. Microsoft Azure is 
leveraged in large part for the replication of systems 
and data 

• Thin clients are deployed throughout the 
organization in lieu of traditional desktop computers. 
This facilitates the central storage and administration 
of all data and also allows for consistent upgrades 
and other measures of security and resiliency   
 

b.  While traditional backups are performed at regular 
intervals, every data system is replicated to a redundant copy 
in an alternate location. The use of Virtualization technology 
allows for hierarchical restores of files to complete systems 
  
c.   The datacenter location where most Brady systems are 
hosted in triple redundant. Multiple connections exist to each 
office and no one location is dependent on another for 
network or phone connectivity. Furthermore, hosted phone 
systems are currently being adopted in each office. 
 
d. Redundancy: Brady has a cross-trained staff to ensure 

consistent engagement.  No task, process, or procedure is 
dependent upon one IT staff member regardless of 
expertise or daily responsibility. Exceptional 
documentation and automation further guarantees 
continued operational success.  
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Overview 

Verification 
All individuals on the Brady Industries Emergency Response Team (ERT) are 
charged with day-to-day verification that the risk reduction measures are being 
followed.  The ERT Coordinator is ultimately responsible for the verification 
steps.  The “Assessment of Security Risk Control Points & Prevention Strategies 
Chart” is used to assist with the review and measurement of the success of 
strategy implementation.   

Evaluation 
The Brady Industries ‘security plan and risk management process is formally 
reviewed on an annual basis.  The goal of the review is to ensure that the baseline 
risk reduction objectives have been met and to identify means for continuous 
improvement. 

Training 
All employees at Brady Industries receive security awareness training within 
ninety days of the start of their employment.  Individuals involved in the 
implementation of the Security Plan receive in-depth training at the time of their 
initial involvement with the program.  Refresher training is conducted on a 
periodic basis, and typically will follow a formal review of the program. 

Breach of Security 
Any indications of foul play or suspicious activity are to be reported immediately 
to any ERT member.  The ERT member notified will communicate the concern to 
the ERT Coordinator and begin the chain of communication to the entire team.  If 
necessary, the police, US Department of Transportation, and/or Center for 
Disease Control will be notified. 
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Daycon Emergency Preparedness Plan 

1.0 Plan Overview 

1.1 Policy Statement 

It is the Policy of Daycon Products Company, Inc. (“Daycon”) to maintain a comprehensive 
Business Continuity Plan for all critical organization functions.  Each department head is 
responsible for ensuring compliance with this policy and that their respective plan component is 
tested no less than annually.  Daycon’s Disaster Recovery efforts exercise reasonable measures 
to protect employees, safeguard assets, and client accounts. 

1.2 Introduction 

This document is the Business Continuity Plan for Daycon located at 16001 Trade Zone Avenue, 
Upper Marlboro, MD  20794. It has been developed in compliance with the National Fire 
Protection Association (NFPA) Standard 1600. 

This plan was specifically designed to guide Daycon through a recovery effort of specifically 
identified organization functions. At the onset of an emergency condition, Daycon employees 
and resources will respond quickly to any condition, which could impact Daycon’s ability to 
perform its critical organization functions.  The procedures contained within have been designed 
to provide clear, concise and essential directions to recover from varying degrees of organization 
interruptions and disasters. 

1.3 Confidentiality Statement 

This manual is classified as the confidential property of Daycon. Due to the sensitive nature of 
the information contained herein, this manual is available only to those persons who have been 
designated as plan participants, assigned membership to one of the Daycon recovery teams, or 
who otherwise play a direct role in the recovery process. This manual remains the property of 
Daycon and may be repossessed at any time. Unauthorized use or duplication of this manual is 
strictly prohibited and may result in disciplinary action and/or civil prosecution. 

1.4 Manual Distribution 

Each plan recipient will receive and maintain two (2) copies of the disaster recovery manual; one 
copy will be kept in the plan recipient’s work area; the second copy will be kept at the plan 
recipient’s residence. Each manual has a control number to track its distribution. Replacement 
manuals and additional copies may be obtained from Daycon’s Disaster Recovery Manager. 
Backup copies of all recovery documentation are maintained in the Cloud. 

 

 



1.5 Manual Reclamation 

Plan recipients who cease to be an active member of a disaster recovery team or an employee of 
Daycon must surrender both copies of their disaster recovery manual to the Disaster Recovery 
Manager. Daycon reserves any and all rights to pursue the return of these manuals. 

1.6 Plan Revision Date 

The latest manual revision date appears in the lower right hand corner of the footer.  This date 
indicates the most published date of the plan section. 

1.7 Defined Scenario 

A disaster is defined as a disruption of normal organization functions where the expected time 
for returning to normalcy would seriously impact Daycon’s ability to maintain customer 
commitments and regulatory compliance. Daycon’s recovery and restoration program is 
designed to support a recovery effort where Daycon wouldn’t have access to its facilities and 
data at the onset of the emergency condition. 

1.8 Recovery Objectives 

The Daycon Disaster Recovery Plan was written with the following objectives: 

• To ensure the life/safety of all Daycon employees throughout the emergency condition, 
disaster declaration, and recovery process. 

• To reestablish the essential organization related services provided by Daycon within their 
required recovery window as identified in the recovery portfolio in Section 2 at the 
declaration of disaster. 

• To suspend all non-essential activities until normal and full organization functions have 
been restored. 

• To mitigate the impact to Daycon’s customers through the rapid implementation of 
effective recovery strategies as defined herein. 

• To reduce confusion and misinformation by providing a clearly defined command and 
control structure. 

• To consider relocation of personnel and facilities as a recovery strategy of last resort. 

1.9 Plan Exclusions 

The Daycon Disaster Recovery Plan was developed with the following exclusions: 

• Succession of Management 
• Restoration of the Primary Facilities 

 

 



1.10 Plan Assumptions 

Daycon’s Disaster Recovery Plan was developed under certain assumptions in order for the plan 
to address a broad spectrum of disaster scenarios.  These assumptions are: 

• Recovery efforts are based on the premise that any resources required for the restoration 
of critical organization functions will reside outside of the primary facility. 

• Any vital records required for recovery can be either retrieved or recreated from an off-
site location and moved to the recovery facility within 24 hours. 

1.11 Declaration Initiatives 

Daycon’s decision process for implementing any of the three levels of recovery strategies to 
support the restoration of critical organization functions are based on the following declaration 
initiatives: 

• Every reasonable effort has been made to provide critical services to Daycon’s customers 
by first attempting to restore the primary facility and / or operate using intra-day 
procedures. 

• After all reasonable efforts have failed to restore the primary facility, and using manual 
procedures severely degrades client support, Daycon would invoke a recovery strategy 
that requires the relocation of personnel and resources to an alternate recovery facility. 

• If the outage will clearly extended past the acceptable period of time identified in the 
Recovery Portfolio, (Section 2) a declaration of disaster will immediately be made. 

1.12 Recovery Strategies 

In order to facilitate a recovery regardless of the type or duration of disaster, Daycon has 
implemented multiple recovery strategies.  These strategies are categorized into three (3) 
levels.  Each level is designed to provide an effective recovery solution equally matched to the 
duration of the emergency condition. 

• LEVEL 1: SHORT-TERM OUTAGE (RIDE-OUT) – INTRA-DAY 

A short-term outage is defined as the period of time Daycon does not require computerized 
operations, or where an outage window of the same day or less would not allow adequate time to 
restore / utilize automated recovery operations. 

• LEVEL 2: MEDIUM-TERM OUTAGE (TEMPORARY) – UPTO SIX WEEKS 

A medium-term outage is defined as the period of time that Daycon will execute its formal 
disaster recovery strategy, which includes actually declaring a disaster.  A disaster may either be 
declared company-wide or only for the effected department or building.  The decision to declare 
a disaster will be based on the amount of time / expense that is required to implement the formal 
recovery and the anticipated impact to Daycon’s organization over this period of time. 



• LEVEL 3: LONG-TERM OUTAGE (RELOCATION) –  6 WEEKS OR MORE 

A long-term outage is defined, as the period of time that Daycon will exceed the allowed 
occupancy time of its primary recovery strategy.  During this phase of recovery Daycon will 
initiate a physical move of personnel and resources. 

1.13 Team Overview 

During an emergency each team member contributes the skills that they use in their everyday 
work to the overall response. 

1.14 Team Charters 

Crisis Management Team – The CMT is comprised of senior Daycon management and is 
responsible for authorizing declarations of disaster, emergency investment strategy, approving 
public release of information, and ensuring donors and constituents are informed. 

Emergency Response Team – The ERT is first on scene to assess the damage caused by the 
disaster or ensure precautionary measures are taken in light of any impending disaster (e.g. 
inclement weather, etc.)  Once the ERT determines the extent of the disaster, they will either 
order an evacuation of the facility or work with facilities to mitigate the effects to Daycon. 

Recovery Site Team– The RST Team provides enterprise-level support for both the physical 
site and technology issues.  The members of this team will ensure that the alternate site is ready, 
and adequate for arriving recovery personnel. The RST will be the first at a meeting point or 
alternate site in order to register arriving personnel. 

Business Restoration Team – The BRT’S consist of personnel from each Daycon area deemed 
critical to the continuation of Daycon. The captains of the BRT get updated status from the ERT 
and the RST to pass on to their team members to ensure prompt recovery of each department. 

2.0 Disaster Recovery Plan Recovery Strategies 

The following are the identified recovery strategies for the organization: 

Recovery 
Area: 

Primary Strategy: Backup Strategy: 

Office Space Mobilization Time: 2:00 hours  Mobilization Time: 7 hours 
Phone System Mobilization Time: 4:00 hours  Mobilization Time: 24 hours 
Network 
Recovery 

Mobilization Time: 1:00 hour  Mobilization Time: 4 hours 

Server 
Recovery 

Mobilization Time: 1:00 hour  Mobilization Time: 24 hours 

Desktop 
Recovery 

 Mobilization Time: 1:00 hour  Mobilization Time: 48 hours 



OfficeFurniture  Mobilization Time: 8 hours  Mobilization Time: 40 hours 

  

Recovery 
Area: 

Primary Strategy: Backup Strategy: 

 Office 
Equipment 

Mobilization Time: 48.00 hours  Mobilization Time: 72:00 hours 

 Applications Mobilization Time: 2:00 hours  Mobilization Time: 24:00 hours 
 Databases    

  

  

Mobilization Time: 4:00 hours  Mobilization Time: 24:00 hours 

 Service 
Providers 

Mobilization Time: 24:00 hours  Mobilization Time: 48:00 hours 

 Employees   Mobilization Time: 2:00 hours  Mobilization Time: 24 hours 

2.1 Emergency Phone Numbers 

Complete the following to ensure that you have identified all the 

Emergency services 

1. 1.    Police:                               301-390-2100  

1. 2.    Fire:                                   301-583-2200  

1. 3.    Alarm Company:              301-858-0820  

1. 4.    Ambulance:                       301-883-5210 

  

Communications 

1. 1.    Local Telco Verizon:             800-837-4966 Fire Lines only         

  

1. 2.    Long distance carrier:       703-644-5400 Broadcom via LCD 

  

1. 3.    Direct dial numbers:          703-644-5400 



  

Weather information 

1. 1.    NOAA:                              828-271-4800 

  

1. 2.    Radio station:                   FM 103.50 

  

1. 3.    Weather channel:              https://www.weather.com 

   

Maintenance & repair 

1. 1.    Janitorial:                           In House 

  

1. 2.    HVAC:                               571-208-01690 KW Smith 

  

1. 3.    Electrical:                          877-635-5444 Brigade Holdings 

  

1. 4.    Glazer:                              703-550-5622 Gordon Glass 

  

1. 5.    Carpentry:                         410-622-7513 Jim Heier 

  

1. 6.    Plumbing:                          301-990-2891 MD Plumbing and Heating 

 

  

 



 

Logistics 

  

1. 1.    Travel agent:                     Expedia.com 

  

1. 2.    Express shipping:              800-463-3339 FEDEX 

  

1. 3.    Taxi/limo service:              Uber.com 

  

1. 4.    Charter air service:           n/a 

  

IT services 

  

1. 1.    Hardware VAR:                IBM – 800-426-2255 

DELL – 800-624-9897 

  

1. 2.    Software VAR:                  Aplus – 401-499-3223 Pat Brennan 

Office – 631-648-2059 

  

1. 3.    Network equipment:         BEI 703-528-8300 

  

1. 4.    Server quick-ship:             same as IBM and Dell above 

  



1. 5.    Desktop quick-ship:          800-624-9897 

  

Utilities 

  

1. 1.    Electrical:                          800-685-0123 BGE 

  

1. 2.    Gas:                                  800-685-0123 BGE 

  

1. 3.    Water:                               301-206-8000 WSSC 

  

1. 4.    Sewer:                               301-206-8000 WSSC 

   

1. 5.    Sanitation:                         301-336-1000 Republic 

 
 

  

Employee assistance                 

  

1. 1.    Child care:                         n/a 

  

1. 2.    Elderly care:                      n/a 

  

1. 3.    Concierge services:          n/a 

  



1. 4.    Pet care:                           n/a 

  

2.3 Threat Profile 

Hazard: Profile of Hazard: First Response: 
Freezing Rain Freezing rain is rain occurring when 

surface temperatures are below 
freezing.  The moisture falls in liquid 
form, but freezes upon impact, 
resulting in a coating of ice glaze on 
exposed objects.  This occurrence may 
be called an ice storm when a 
substantial glaze layer 
accumulates.  Ice forming on exposed 
objects generally ranges from a thin 
glaze to coatings about an inch 
thick.  A heavy accumulation of ice, 
especially when accompanied by high 
winds devastates trees and 
transmission lines.  Sidewalks, streets 
and highways become extremely 
hazardous to pedestrians and 
motorists.  During the winter citizens 
should be prepared to shelter 
themselves at home for several days 
possibly without power. Local shelters 
can be opened in areas where power is 
not affected but transportation to a 
shelter may be difficult. 

Step 1: Monitor weather 
advisories  
 
Step 2: Notify on-site 
employees  
 
Step 3: Call local radio and TV 
stations   to broadcast weather 
closing information for 
employees at home  
 
Step 4: Place closing sign on 
all Daycon doors 

Step 5: Arrange for snow and 
ice removal 

  

  

Tornadoes Tornadoes are violent rotating columns 
of air, which descend from severe 
thunderstorm cloud systems.  They are 
normally short-lived local storms 
containing high-speed winds usually 
rotating in a counter-clockwise 
direction.  These are often observable 
as a funnel-shaped appendage to a 
thunderstorm cloud.  The funnel is 
initially composed to nothing more 
than condensed water vapor.  It usually 
picks up dust and debris, which 
eventually darkens the entire funnel.  A 
tornado can cause damage even though 

Step 1: Monitor weather 
conditions  
 
Step 2: Notify employees of 
potential of severe weather  
 
Step 3: Power off equipment  
 
Step 4: Shut off utilities (power 
and gas) 

Step 5: Instruct employees to 
assume protective posture 



the funnel does not appear to touch the 
ground. 

Step 6: Assess damage once 
storm passes 

Step 7: Assist affected 
employees 

  

  
Floods In several areas of Daycon’s County, 

unusually heavy rains may cause 
“flash” floods.  Small creeks, gullies, 
dry streambeds, ravines, culverts or 
even low lying round frequently flood 
quickly.  In such situations, people are 
endangered before any warning can be 
given. 

Step 1: Monitor flood 
advisories  
 
Step 2: Determine flood 
potential to Daycon  
 
Step 3: Determine employees 
at risk  
 
Step 4: Pre-stage emergency 
power generating equipment 

Step 5: Assess damage 

  

Hazard: Profile of Hazard: First Response: 
Hurricanes Even though Daycon’s County is not 

considered a coastal area, hurricanes 
do affect our area.  Hurricane Hugo 
(1989) devastated most of the 
Carolinas, as it marched inland some 
200 miles. 

Step 1: Power-off all 
equipment  
 
Step 2: Listen to Hurricane 
advisories  
 
Step 3: Evacuate area, if 
flooding is possible  
 
Step 4: Check gas, water and 
electrical lines for  damage 

Step 5: Do not use telephones, 
in the event of severe lightning 

Step 6: Assess damage 
 
Earthquakes 

An earthquake is the shaking, or 
trembling, of the earth’s crust, caused 
by underground volcanic forces of 
breaking and shifting rock beneath the 

Step 1: Shut off utilities  
 
Step 2: Evacuate building if 
necessary  



earth’s surface.  The New Madrid 
Fault, which runs through the 
mountains of Tennessee, can/will 
cause considerable damage in the 
Daycon area, should it become active. 

Step 3: Account for all 
personnel  
 
Step 4: Determine impact of 
organization disruption 

Power 

Failures 

Power failures occur in many parts of 
the county throughout the year.  They 
can be caused by winter storms, 
lightning or construction equipment 
digging in the wrong location.   For 
whatever the reason, power outages in 
a major metropolitan area can severely 
impact the entire community. 

Step 1: Wait 5-10 minutes  
 
Step 2: Power-off all Servers 
after soft shut down procedure  
 
Step 3: Shut down main circuit 
located on the bottom floor 
 
Step 4: Use emergency phone 
line to make outgoing phone 
calls 

Step 5: Call power company 
for assessment 

Step 6: Locate sources of 
mobile power 

Step 7: Contact electrical 
company 

Step 8: Re-energize building 

Step 9: Power-on equipment 
Urban Fires In metropolitan areas, urban fires can, 

and do, cause hundreds of deaths each 
year and Daycon’s County is no 
exception. Even with strict building 
codes and exceptions, citizens still 
parish needlessly in fires. 

Step 1: Attempt to suppress 
fire in early stages  
 
Step 2: Evacuate personnel on 
alarm, as necessary  
 
Step 3: Notify fire department 
 
Step 4: Shut off utilities 

Step 5: Account for all 
personnel 

Step 6: Search for missing 
personnel 

Step 7: Asses damage 



  

2.4 Recovery Strategy Overview 

Daycon’s Business Continuity Recovery is based on the organization surviving the loss of 
facilities and/or key personnel and systems during a disaster. 

  

Once Daycon’s ERT has determined that a declaration of disaster is required, the following 
sequence of events will occur: 

  

Steps: Instruction: 
1: Evacuate affected facility.  If the emergency requires an evacuation of 

employees, execute evacuation plans contained 
in the Emergency Procedures section. 

2: Go to staging area. Follow building evacuation instructions. 
3: Determine length of outage. Review written and verbal damage assessment 

reports from facilities and civil authorities and 
then estimate the amount of time the facility 
will be uninhabitable. 

4: Select disaster level. Based on the estimated duration of the outage, 
declare the disaster event as either a L1 (Less 
than 48hrs.), L2 (48hrs. to 6 weeks), or L3 (6 
weeks or longer). 

5: Activate alternate facilities.  Contact alternate facilities identified in the 
Facilities section.  Confirm their availability 
and alert them of estimated arrival time. 

6: Release personnel from the staging 
area. 

Once the disaster level has been selected, 
release all personnel from the staging area to 
their assigned recovery location. 

• Non-essential personnel – Home 
• Recovery Site Team – Alternate 

Facility 
• End Users –  Alternate Facility 
• Command Center Staff – Alternate 

Facility 
• Crisis Management Team – Alternate 

Facility 

7:  RST establish Command Center. RST personnel are the first to arrive at the 
alternate facility to setup and organize the 



command center prior to the arrival of the 
CMT and support personnel.  The following 
representatives are required at the Command 
Center within 1-3 hours: 

• Crisis Management Team 
• Emergency Response Team Lead 
• Business Restoration Team Lead 
• Recovery Site Team Lead 

8: Establish situation desk. At the command center, establish a dedicated 
line with operator to field all incoming 
calls.  Announce command center phone 
number to all recovery participants. 

9: Review recovery matrix. Review the Recovery Matrix Section on a 
department by department basis to determine 
who is most effected by the disaster.  Group 
departments by recovery resource 
requirements, time frames, and co-location 
requirements. 

10: Create technology shopping list. Once the technology requirements of the 
effected department(s) are known, create a 
requirements list for the IT support staff. 

  

Steps: Instruction: 
11: Contact quick ship vendors. Using the vendor quick-ship contacts or local 

sources located in the LAN Restoration section 
order replacement technology indicated on 
requirements list. 

12: Retrieve electronic/hardcopy vital 
records, 

Retrieve vital records from cloud or other 
locations as indicated in the Vital Records 
section.  Have vital records shipped and staged 
at the alternate facility. 

13: Setup replacement LAN. The priority of Daycon Server restoration to 
support all other Daycon Business functions is: 

• Core technology 
• End-user servers 

14: Activate short-term recovery 
strategies. 

Instruct each department to initiate their short-
term recovery strategies. These strategies will 
be used while the replacement LAN/WAN 
circuits are implemented. 



15: Populate alternate facility. Once the replacement LAN/WAN is 
functional, notify the BRT that departments 
can now begin executing their L2 recovery 
strategies. 

  

2.5 Plan Participants 

The following presents the Daycon plan participants and their associated recovery function.  At 
the time of a disaster, these individuals will be among the first to be contacted. 

 Recover - Facilities 

R
e
c
o 

Primary: Alternate: 

Name:  John Poole     Name: Scott Mattingly 

Office: 301.218.7003     Office: 301.218.7066 

Cell: 301.385.4324     Cell: 202.578.7237 

Home: 240.280.7340     Home: n/a 

Email: john.poole@daycon.com   Email: scott.mattingly@daycon.com 

Recover – 
Network  

 
 
 
Primary: 

 
 
 
Alternate:  

 
 
Name Seiji Yamashita, IT Manager  

Office: 301.218.7144 

Cell: 410.999.4980 

 Home: n/a 

 E-mail: Seiji.yamashita@daycon.com 

  

 
 
Name: Kerry Gao, Programmer  

Office: 301.218.7036 

 Cell:240.893.2018 

 Home: 443.302.1108 

 E-mail: kerry.gao@daycon.com 
 



Administrative 
Support 

 
 
 

Name: Jill Cunningham, Administrative 
Assistant 

 Office: 301.218.7052 

 Cell: 443.822.8383 

 Home: n/a 

 E-mail: jill.cunningham@daycon.com 

 

  

2.6 Alternate Site Setup 

 Once the alternate site has been secured, the RST’s will work with the event staff to configure 
appropriate command enter and recovery space. 

The following provides Daycon configurations for general work areas and the command center. 

  

Recovery Area: Configuration: 
Command Center • Occupancy – 15 

• Room – private, 750-sq. ft. 
• Conference table 
• Phones – 15 
• Facsimile – 2 
• Office Equipment – copier, typewriter, PC, printer, 

folding tables 
• Office supplies – flip charts, stationary, writing supplies 
• Communications – Walkie-talkies, tape recorder, cellular 

phones 

Work Area Recovery • Occupancy – 50 
• Room – 5000- sq. ft. 
• Folding Tables- each workstation needs to be 3ft apart 
• Phones – 50 
• Facsimile – 3 
• Office Equipment – copier, typewriter, tape recorder, 15 

pre-configured laptops 
• Office supplies – flip charts, stationary, writing supplies 



• Communications – 3 fax lines, 10 modem lines, 50 voice 
lines 

Mail Room • Occupancy – 2 
• Room – 250-sq.ft. 
• Phone – 1 
• Office Equipment – scale, postage meter 
• Supplies – Mailing/shipping supplies 

Vital Records Staging • Occupancy – 2 
• Room – private, 300 sq. ft. 
• Office Equipment – folding tables, metal racks 

  

3.0 Disaster Recovery Plan Recovery Ranking 

The following organization processes will be recovered within the sequence specified below: 

Priority 

Rank: 

Organization 
Process: 

Potential Impact: Allowable 
Downtime: 

  

1 

  

  

Payroll High 24 Hours 

  

2 

  

  

ERP System High None 

  

3 

  

  

Email High None 



  

4 

  

  

Window Server and 
Network Data 
Storage 

High 2 hours 

  

5 

  

  

VoCollect 
Roadnet 
Bartender 
RF 
Voice 

High 4 hours 

  

7 

  

  

Internet Access High None 

  

8 

  

  

Distribution 
Function 

High 24 hours 

  

9 

  

  

Accounting High 24 hours 

10 Manufacturing Medium 72 hours 

  

 

 

  



4.0 Disaster Recovery Plan Recovery Team Checklists 

Develop checklist for each recovery function: 

  

Recovery 
Function: Administration Primary: Daycon Associate 

Alternate: Daycon Associate 
Alternate 
Locations: 

Primary Staging Area:   Alternate Staging Area:   
Primary Work Area:   Alternate Work Area:   

Charter: 

Responsible for all of the administrative aspects of the recovery effort. This 
includes maintaining the plan currency, activating the command center and 
providing logistics and employee assistance support during the recovery 
effort. 

 Retrieval List: The following items should be removed from your work area if you are 
evacuated from the building:  

1. 1.    _____________________________________________________ 

  

1. 2.    _____________________________________________________ 

  

1. 3.    _____________________________________________________ 

  

1. 4.    _____________________________________________________ 

  

1. 5.    _____________________________________________________ 

  

1. 6.    _____________________________________________________ 

  
 Recovery 
Resources: 

In order to perform your recovery efforts, you will need access to the 
following resources:  
          



ÈPhone: 

  

  

PC: 

  

Network 

  

“Internet 

  

Fax 

  

  

 
 Recovery Steps: 

The following are the recovery tasks to be followed:  

1. 1.    Retrieve important items form work area 

  

1. 2.    Evacuate building 

  

1. 3.    Go to primary staging area 

  

1. 4.    Wait for all clear or activation notice 

  

1. 5.    Go to designated recovery location 

  

1. 6.    Execute calling tree 

  

1. 7.    ___________________________________________________ 

  

1. 8.    ___________________________________________________ 

  

1. 9.    ___________________________________________________ 

  



1. 10.  ___________________________________________________ 

  

1. 11.  ___________________________________________________ 

  
 

  

 Calling List: You are responsible for calling the following employees and/or 
companies:  

1. 1.    _____________________________________________________ 

  

1. 2.    _____________________________________________________ 

  

1. 3.    _____________________________________________________ 

  

1. 4.    _____________________________________________________ 

  

1. 5.    _____________________________________________________ 

  

1. 6.    _____________________________________________________ 

  
 Vital Records: The following documents and/or electronic media will be required for 

your recovery effort:  

1. 1.    _____________________________________________________ 

  

1. 2.    _____________________________________________________ 



  

1. 3.    _____________________________________________________ 

  

1. 4.    _____________________________________________________ 

  

1. 5.    _____________________________________________________ 

  

  

5.0 Disaster Recovery Plan Emergency Contacts 

  

5.1 Vendor Dependencies 

All plans require a comprehensive listing of external contacts: Examples 

 Provider: Contact: Purpose: 
Cummings 888.289.APCC Power protection systems 
Agility Recovery Solutions 800.567.5001 Mobile recovery resources 
Belfor, Inc. 800.856.3333 Electronics restorations 
BMS Catastrophic 800.433.2940 Damage restoration (fire & water) 
Crisis Care Network 888.736.0911 Crisis management 
Data Protection 800.267.1664 Online data backup 
Electronic Restoration 
Services 

888.248.3148 Data restoration services 

Emergency Lifeline Corp. 800.826.2201 Disaster response kits 
FedEx Custom Critical 800.762.3787 Expedited shipping 
Generac Power Systems 262.544.4811 Emergency power supply 
IMAC 800.554.IMAC Crisis management 
Iron Mountain 800.899-IRON Off-site data storage 
Mail-Gard Continuity & 
Recovery Services 

215.957.1007 Mail processing recovery 

Media Recovery, Inc. 800.527.9497 Damaged media recovery 
Network Services, Inc. 800.392.3299 Satellite linked command center 
Renew Data Corp. 888.811.3789 Data recovery and forensics 
Rentsys Recovery Services 800.955.5171 Emergency technology recovery 



Service Master 800-RESPOND Fire, smoke & water restoration 
Servpro Industries 800.SER.VPRO Cleanup and restoration services 
SunGard recovery Services 800.468.7483 Hot sites, warm sites, and cold sites 
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Sensitive Security Information Statement 

WARNING: This record contains Sensitive Security Information that is 
controlled under 49 CFR parts 15 and 1520. No part of this record may be 
disclosed to persons without a “need to know”, as defined in 49 CFR parts 15 
and 1520, except with the written permission of the Administrator of the 
Transportation Security Administration or Secretary of Transportation. 
Unauthorized release may result in civil penalty or other action. For U.S. 
government agencies, public disclosure is governed by 5 U.S.C. 552 and 49 CFR 
parts 15 and 1520. 
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SITE SECURITY PLAN 

Security Plan 
 

This portion of the Business Continuity Plan is written in accordance with 49 
CFR Subpart I regarding site security plans. Given the heightened potential for 
acts of terrorism, the security of hazardous materials (HAZMAT) shipments at 
Elkins Wholesale, Inc. is approached with utmost importance. Elkins Wholesale, 
Inc.’s management is committed to reduce the potential for terrorist related 
HAZMAT emergencies. 

 
Management commitment is demonstrated by: 

 
• Fostering a risk reduction culture 
• Establishing internal responsibilities/accountability regarding security 
• Working together with other parties in the HAZMAT transport chain 
• Identifying potential risk areas 
• Developing a plan to control risks 
• Allowing for ongoing security improvement through support and 

allocation of necessary resources 
 

To meet the intent of this plan, Elkins Wholesale, Inc. will utilize the Risk 
Management Self-Evaluation Framework (RMSEF) as established by the 
Research and Special Programs Administration (RSPA) of the US Department 
of Transportation. The RMSEF involves seven key steps including: 

 
1. Scoping 
2. Knowledge of Operations 
3. Assessment 
4. Strategy 
5. Action 
6. Verification 
7. Evaluation 
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Scope 
The basic scope of the security plan at Elkins Wholesale, Inc. will center 
around the following general activities involving hazardous materials: 

 
a. Receiving and storage of highly hazardous materials (non-bulk). Corrosive 

(Hypochlorite Solution) 
b. Shipping of highly hazardous materials (non-bulk). Corrosives (Hypochlorite 

Solution, UN1791, and P6111) 

Knowledge of Operations 
In order to allow for a detailed risk assessment to be conducted of the hazardous 
materials within the scope of this plan, a thorough review of each activity was 
completed. Technical knowledge of the operations is outlined in chart-form 
below. The context was generated by the analysis of technical information, 
employee interviews, SDSs, purchasing records and other informational sources. 
This process was a collaborative effort of Elkins Wholesale, Inc. management, 
ERT members, shipping/receiving employees, as well as outside vendors. 

 

TECHNICAL INFORMATION FOR: Corrosives 
  

Quantity of Material 
• On-site 
• Received 
• Shipped 

 
 

  

Who Handles Hazardous Material Drivers and warehouse 
employees 

  

When & Where HAZMAT Is Handled Daily and in the warehouse 

  
Method of Transfer or Handling Forklift and pallet jacks 

  
Storage Location Warehouse 

  

Carrier Information 
• Name of carrier 
• Are there 

intermediate carriers 
• Final destination location 

 
Elkins 
Wholesale, Inc. 

  No 
  Various clients of Elkins                                                   
Wholesale Inc. 
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In addition to technical knowledge organization of the process, an assessment or 
review of “pre-existing” baseline programs was conducted at the time of the 
original risk assessment. The baseline programs are also reviewed on an annual 
basis to ensure they remain current. Some of the programs/policies reviewed 
include the following: 

 
• Management Commitment Policy to Risk Management 
• Employee Participation in Programs 
• Sufficient Documented Training 
• Hazard Communication 
• HAZMAT (labeling, packaging and placarding) 
• Incident Investigation 
• Emergency Preparedness and Response 

 
 
 

General security concerns identified at Elkins Wholesale, Inc. 
following the records review and interviews of staff include the 
following: 

 
• Unsecured vehicles (will require padlocking vehicles) 
• Placarding 
• Accidents on the road 

 
 

Assessment and Strategy 
A detailed assessment of the company’s hazardous material operations has 
allowed Elkins Wholesale, Inc. to better understand the risks that exist for 
potential terrorist activity from a “cradle to grave” standpoint. Analysis of the 
risks as materials arrive at the facility to the time they leave the facility for 
another destination has allowed for the development of strategies to prevent 
incidents. 
In addition, the process has allowed for the risks to be weighed against one 
another so that the appropriate plan of action can be properly prioritized and put 
into motion. The following chart outlines the Elkins Wholesale, Inc. risk 
assessment, as well as proposed strategies to reduce the security risk. 
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ASSESSMENT OF SECURITY RISK CONTROL POINTS & 

PREVENTION STRATEGIES 
RISK CONTROL POINT RISK REDUCTION STRATEGY 

  

Personnel Security 
• Potential problems with previous employment 
• Potential historical problems with the law 
• History of identification fraud 
• Poor driving record and/or history of illegal license or 

driving on a suspended license 
• Citizenship questionable 

• All employees are screened prior to employment to 
determine: 

- Employment history 
- Citizenship 
- Immigration status 
- Outstanding warrants 

• All employees in sensitive jobs are issued a security 
card 

  

Unauthorized Access & Facility Security 
a. Control of access to areas of HAZMAT storage & packaging a. 

 
 
 
 
 
 

b. Personnel allocation for tasks involving HAZMATS b. 

• HAZMATs stored in location visible to accountable 
personnel 

• HAZMATs locked with access limited to designated 
personnel 

• Record system for removal of hazardous materials 

 
Individuals assigned to HAZMAT handling 
responsibilities 

c. Facility security c. Facility security includes: 
-Alarms 
-Lighting 
-Video cameras 
-Windows secure 

 
-Security system 
-Offices & record storages 

locked when not in use 
-Doors lock automatically 

d. Potential access concerns with third parties involved in 
transportation/shipment (i.e. shipper to carrier, carrier to 
carrier, & carrier to consignee) 

d. Third party interaction: 
• Restrict access to single entry/gate (only warehouse 

door) 
• Debriefings held with all third parties involved 
• Documents signed when responsibilities for 

HAZMATs changes for shipper to carrier, etc. 
e. Inherent hazard of materials & incompatibility concerns could 

lead to heightened risk & severity of consequences 
e. 

• Dependent on nature of hazard (i.e. flammable, 
corrosive, poison, etc.) 

- Placed in appropriate containers 
- Labeled & placarded as required 
- Secured properly in mode of transportation 

• Incompatible hazardous materials are identified & 
stored at appropriate distances or in separate 
compartments of the transporting vehicle 
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RISK CONTROL POINT RISK REDUCTION STRATEGY 
  

En Route Security 
a. Mode selection – Different modes have different risks. 

Judicious selection can reduce the risk. 
a. Tanker truck, box truck, rail car was chosen as the best 

route 

b. Carrier selection b. 
• Certificate of insurance was obtained 
• Certificate of liability 

c. Route selection c. Appropriate, safe routes were reviewed prior to shipment. 
For example, avoidance of tunnels & high population 
centers. 

d. Communications d. 
• Drivers have means to communicate any concerns or 

problems (i.e. cell phones, radios, etc.) 
• Shipper has means to contact drivers 

e. Training e. Driver training is verified prior to departure 

f. Emergency response f. 
• Reporting procedures regarding suspicious activities 

or theft has been reviewed with drivers 
• Drivers are aware of reporting requirements 
• Drivers have sufficient training to secure vehicles 

until additional assistance can be obtained in the 
event of an accident or suspected vandalism/terrorist 
related event 

• Outside emergency assistance procedures have been 
established via the carrier 

  

 
 
 

Action 
Elkins Wholesale, Inc. has reviewed the risk reduction strategies and 
established the following as “priority” action items: 

 
• Secure trucks with padlocks 
• Placarding materials 
• Report spills immediately to authorities 

 
In order to have an effective system for security and transporting hazardous 
materials, it is essential to ensure the strategies are put into action and followed 
through with in an appropriate and timely manner. 
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SUPPLY CHAIN PLAN 

 
 
 

Supply Chain Plan 
 

This portion of the Business Continuity Plan is written with the intent to identify 
and reduce any potential interruption in Elkins Wholesale, Inc.’s supply chain. 

 
Management commitment is demonstrated by: 

• Fostering a risk reduction culture 
• Establishing internal responsibilities/accountability regarding supply 

chain 
• Working together with other parties in our supply chain 
• Developing a plan to control risk 
• Allowing for ongoing improvement through support and allocation of 

necessary resources 
 

To meet the intent of this plan, Elkins Wholesale, Inc. will utilize the Risk 
Management Self-Evaluation Framework (RMSEF) as established by the 
Research and Special Programs Administration (RSPA) of the US Department 
of Transportation. The RMSEF involves seven key steps including: 

 
1. Scoping 
2. Knowledge of Operations 
3. Assessment 
4. Strategy 
5. Action 
6. Verification 
7. Evaluation 
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Scope 
The basic scope of the Supply Chain plan at Elkins Wholesale, Inc. will center 
around the following general activities involving supplies: 

 
a. Ordering and receiving product from manufacturers 
b. Storage of products 
c. Transportation of products to customers 
d. Loss of key personnel 
e. Increased product demand 

Knowledge of Operations 
In order to allow for a detailed risk assessment to be conducted of the supply 
chain, a thorough review of each activity was completed. Technical knowledge of 
the operations is outlined in chart-form below. The context was generated by the 
analysis of technical information, employee interviews, purchasing records and 
other informational sources. This process was a collaborative effort of Elkins 
Wholesale, Inc. management, ERT members, shipping/receiving employees, as 
well as outside vendors. 

 
TECHNICAL INFORMATION FOR: 

  
Who Orders Product Regional Elkins Buyers 

  
Who Ships Products to Elkins Selected Manufacturers 

  

How are Products Transported to Elkins 3rd Party Carrier 

  
Product Storage Location Elkins Warehouse 

  
How are Products Transported to Customer   Elkins Trucks 

  

Who Services Customer • Elkins Sales Rep 
• Elkins Driver 
• Elkins Customer Service 
• Elkins Service Technician 
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In addition to technical knowledge, organization of the process, an assessment or 
review of “pre-existing” baseline programs were conducted at the time of the 
original risk assessment. The baseline programs are also reviewed on an annual 
basis to ensure they remain current. Some of the programs/policies reviewed 
include the following: 

 
• Management Commitment Policy to Risk Management 
• Employee Participation in Programs 
• Sufficient Documented Training 
• Incident Investigation 
• Emergency Preparedness and Response 

 
 
 

Assessment and Strategy 
A detailed assessment of the company’s supply chain operations has allowed 
Elkins Wholesale, Inc.  to better understand the risks that exist. Analysis of the 
risks as products are ordered from manufacturers to the time they leave the 
facility for another destination has allowed for the development of strategies to 
prevent incidents. In addition, the process has allowed for the risks to be 
weighed against one another so that the appropriate plan of action can be 
properly prioritized and put into motion. The following chart outlines the Elkins 
Wholesale, Inc. risk assessment, as well as proposed strategies to reduce the 
security risk. 
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ASSESSMENT OF SUPPLY CHAIN RISK CONTROL POINTS & 

PREVENTION STRATEGIES 
RISK CONTROL POINT RISK REDUCTION STRATEGY 

  

Disruption of Critical Functions 
a. Supply Chain 

 
 
 
 
 
 
 
 
 
 
 

b. Inoperative Building Post-Disaster 
 
 

c. Transportation 
 
 

d. Loss of Key Personnel 
 
 

e. Increased Product Demand 

a. 
• Elkins Wholesale, Inc. has two distribution 

centers in the state of Mississippi that offer our 
services and product offering and can uphold and 
deliver expectations. 

• Elkins Wholesale, Inc. also utilizes redistribution 
companies that have and can deliver the same 
product offering and/or similar products within 
24 hours. 

• Elkins is an owner-member of Strategic Market 
Alliance (SMA), a cooperative of regional distributors 
throughout the US & Canada that have access to and 
can deliver the same product offering and/or similar 
products. 

 
b. Local Alternatives: Elkins has established localized third 
party planned space for the storage and handling of inventory. 

 
c. Joint Transport: Teaming with transport providers 
(centralizing coordination and sharing assets) allows Elkins to 
continue the movement of goods post-disaster. 

 
d. Redundancy: Elkins has a cross-trained staff to ensure 

consistent engagement. 
 

e. 
• Elkins carries up to 30 days of safety stock to 

accommodate increased demand. 
• Elkins also utilizes redistribution companies that 

have and can deliver the same product offering 
and/or similar products within 24 hours. 
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INFORMATION SYSTEMS 
 
 
 

Information Systems Plan 
 

This portion of the Business Continuity Plan is written with the intent to identify 
and reduce any potential interruption in Elkins Wholesale, Inc.’s ability to 
electronically accept, process and communicate orders and order status. 

 
Management commitment is demonstrated by: 

• Fostering a risk reduction culture 
• Establishing internal responsibilities/accountability regarding supply 

chain 
• Leveraging multiple means of systems deployment such as on premise, 

colocation facilities and Software as a Service 
• Developing a plan to control risk 
• Allowing for ongoing improvement through support and allocation of 

necessary resources 
 

To meet the intent of this plan, Elkins Wholesale, Inc.  will utilize the Risk 
Management Self-Evaluation Framework (RMSEF) as established by the 
Research and Special Programs Administration (RSPA) of the US Department 
of Transportation. The RMSEF involves seven key steps including: 

 
8. Scoping 
9. Knowledge of Operations 
10. Assessment 
11. Strategy 
12. Action 
13. Verification 
14. Evaluation 
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Scope 
The basic scope of the Information Systems plan at Elkins Wholesale, Inc. will 
center around the following general activities involving order processing: 

 
a. Internal Systems Availability 
b. Data Storage redundancy 
c. Network Resiliency 
d. Loss of key personnel 

Knowledge of Operations 
In order to allow for a detailed risk assessment to be conducted of the 
Information Systems, a thorough review of each activity was completed. 
Technical knowledge of the operations is outlined in chart-form below. The 
context was generated by the analysis of technical information, employee 
interviews, purchasing records and other informational sources. This process 
was a collaborative effort of Elkins Wholesale, Inc. management, ERT 
members, shipping/receiving employees, as well as outside vendors. 

 
TECHNICAL INFORMATION FOR: 

  

Where is Customer data stored Secure system and 
redundant datacenter 

  
Who has access to customer data Authorized personnel only 

  

How is customer data accessed Through a single proprietary 
interface. DDI Inform 

  
Who maintains Elkins Systems? An Elkins Information 

Technology team in conjunction 
with Creative Computer. 
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In addition to technical knowledge, organization of the process, an assessment or 
review of “pre-existing” baseline programs were conducted at the time of the 
original risk assessment. The baseline programs are also reviewed on an annual 
basis to ensure they remain current. Some of the programs/policies reviewed 
include the following: 

 
• Management Commitment Policy to Risk Management 
• Employee Participation in Programs 
• Sufficient Documented Training 
• Incident Investigation 
• Emergency Preparedness and Response 

 
 
 

Assessment and Strategy 
A detailed assessment of the company’s supply chain operations has allowed 
Elkins Wholesale, Inc. to better understand the risks that exist. Analysis of the 
risks as products are ordered from manufacturers to the time they leave the 
facility for another destination has allowed for the development of strategies to 
prevent incidents. In addition, the process has allowed for the risks to be 
weighed against one another so that the appropriate plan of action can be 
properly prioritized and put into motion. The following chart outlines the Elkins 
Wholesale, Inc. risk assessment, as well as proposed strategies to reduce the 
security risk. 
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ASSESSMENT OF SUPPLY CHAIN RISK CONTROL POINTS & 

PREVENTION STRATEGIES 
RISK CONTROL POINT RISK REDUCTION STRATEGY 

  

Disruption of Critical Functions 
a. Elkins Internal Systems Availability 

 
 
 
 
 
 
 
 
 
 
 

b. Customer data loss 
 
 
 

c. Connectivity and communications interruption 
 
 
 
 

d. Loss of Key Personnel 

a. 
• Redundancy exists in the form of Software as a 

Service or “Cloud” based services.  
• Thin clients are deployed throughout the 

organization in lieu of traditional desktop computers. 
This facilitates the central storage and administration 
of all data and also allows for consistent upgrades 
and other measures of security and resiliency 

 
b. While traditional backups are performed at regular 
intervals, every data system is replicated to a redundant copy 
in an alternate location.  

 
c. Elkins Wholesale, Inc. has a centralized data center that is 
upgraded with the latest VOIP Technology. 

 
d. Redundancy: Elkins has a cross-trained staff to ensure 

consistent engagement. No task, process, or procedure is 
dependent upon one IT staff member regardless of 
expertise or daily responsibility. Exceptional 
documentation and automation further guarantees 
continued operational success. 
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Overview 

Verification 
All individuals on the Elkins Wholesale, Inc.’s Emergency Response Team 
(ERT) are charged with day-to-day verification that the risk reduction measures 
are being followed. The ERT Coordinator is ultimately responsible for the 
verification steps. The “Assessment of Security Risk Control Points & 
Prevention Strategies Chart” is used to assist with the review and measurement 
of the success of strategy implementation. 

Evaluation 
The Elkins Wholesale, Inc.’s security plan and risk management process is 
formally reviewed on an annual basis. The goal of the review is to ensure that 
the baseline risk reduction objectives have been met and to identify means for 
continuous improvement. 

Training 
All employees at Elkins Wholesale, Inc. receive security awareness training 
within ninety days of the start of their employment. Individuals involved in the 
implementation of the Security Plan receive in-depth training at the time of their 
initial involvement with the program. Refresher training is conducted on a 
periodic basis, and typically will follow a formal review of the program. 

Breach of Security 
Any indications of foul play or suspicious activity are to be reported immediately 
to any ERT member. The ERT member notified will communicate the concern to 
the ERT Coordinator and begin the chain of communication to the entire team. If 
necessary, the police, US Department of Transportation, and/or Center for 
Disease Control will be notified. 





GENERAL SALES CO. OF ASHLAND, INC. 
 

EMERGENCY PLAN OF ACTION 
 

 
1. EMERGENCY PLAN OF ACTION  
     A. GENERAL PROCEDURES 
     B. RESPONSIBILITIES 
2. EMERGENCY ALARMS 
     A. BURGLAR ALARM 
     B. FIRE ALARM  
     C. FORCED ALARM                                                                                                                                  
3. EVACUATION SITES PROCEDURES 
4. FIRE PREVENTION  AND WORKPLACE HAZARDS 
5. TORNADO 
6. EMERGENCY PHONE NUMBERS 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Revised March 2019 



GENERAL SALES CO. OF ASHLAND, INC. 
 
EMERGENCY PLAN OF ACTION 
 
PURPOSE: 

The purpose of an Emergency Action Plan is to protect employees 
from serious injury, property loss, or loss of life in the event of a major 
disaster. A major disaster consists of Fire, Tornado, Earthquake, and 
Terrorist Threat. 

     
     GENERAL PROCEDURE: 

 In the event of a disaster, the warning may come from several sources  
such as: 
 Commercial Radio 
 Commercial TV 
 Civil Defense Radio 
 Internal Sprinkler System 
 Internal Alarm System 
 Police 
 Messenger 
 
 Any employee who receives notification of a possible disaster or 
emergency should immediately notify their immediate supervisor or a 
member of management. 
 Aisles and exits should always be kept clear. 
 The type of disaster or emergency situation should be conveyed 
through the emergency alarm system. 
 
RESPONSIBILITIES: 
 In an emergency situation or disaster, the ranking member of 
management has the final authority to coordinate procedures to ensure 
employee safety. 

1. Assess nature and extent of emergency. 
2. Assume control of emergency action. 
3. Assign tasks to employees to carry out specific actions. 
4. Order evacuation if necessary. 
5. Take necessary action to protect life. 

 
 
 



EMERGENCY ALARMS   
 
Fire Alarm 
  
  
 FIRE ALARM: 
 
 In the event of a fire, the Sprinkler Alarm System will 
automatically be activated. Upon activation, the flow of water will 
begin in the area of fire, and a voice activated alarm will sound 
throughout the building saying “FIRE, FIRE please leave the 
premises”. When an employee hears the alarm, they should shut off 
equipment they are using and proceed to the nearest Exit and report to 
the pre-arranged Evacuation Site. 
 A member of management or the supervisor should contact the 
proper authorities, turn off equipment, make sure employees are out of 
the building and report to the Evacuation Site. 
  
   
 
EVACUATION SITE 
 
  A map of the Exits and Evacuation Sites will be posted by the 
Time Clock, as well as in the Office, and next to the Fire 
Extinguishers and other location throughout the building. The map 
will show the Exit routes. The Evacuation meeting site is located in 
the rear lot. All employees are trained where the exits are located and 
where to assemble after evacuation. 
 All Exits are clearly marked with lighted Exit signs above. 
 
 No employee is to leave the evacuation site until accounted for 
and released by their supervisor or member of management. 
 
 
FIRE PREVENTION AND WORKPLACE HAZARDS 
 
 It is the responsibility of all employees to prevent fires. 
Smoking cigarettes are permitted only in designated areas and must be 
disposed of properly.  



 All flammable and combustible materials are stored in the same 
area. Proper care in handling is the responsibility of all employees. 
Proper cleanup of spilled, broken or discarded material is required. 
MSD Sheets are posted in the warehouse near the First Aid Kit and 
the Eye Wash Station. 
 
TORNADO 
 
 In the event of a tornado employees will be notified by 
management over the intercom system and will meet in the 
WAREHOUSE OFFICE.  Employees are to remain in the warehouse 
office until all danger has passed and employees are released by their 
supervisor. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



                 GENERAL SALES CO. OF ASHLAND, INC. 
 

EMERGENCY PHONE NUMBERS 
 
 
Boyd County Ambulance…………………………………………. 606-324-0745   
Boyd County Sheriff……………………………………………… 606-739-5135   
Fire Dept.- Cannonsburg…………………………………………. 606-928-6495  
                      
Kentucky State Police……………………………………………… 606-928-6421 
         800-222-5555 
Poison Control……………………………………………………... 800-222-1222 
Toxic Chemical & Oil Spills………………………………………. 800-424-8802 
Terrorist Hotline…………………………………………………… 800-424-8802 
Office of Emergency Management ……………………………….. 606-329-9639 
Disaster & Emergency Services…………………………………… 606-329-9639 
         606-329-8653 
Red Cross …………………………………………………………. 606-325-1626 
         606-329-8420 
Alcohol & Drug Referral Network………………………………… 888-304-9797 
AEP (electric)……………………………………………………… 800-572-1113 
American Natural Gas Corp (gas)…………………………………. 606-324-3920 
Windstream. (phones)……………………………………………… 800-347-1991 
Ashland Water Dept. (water)……………………………………… 606-327-2018 
 
FBI ………………………………………………………………... 859-254-4038 
Kings Daughters Hospital………………………………………… 606-408-4000 
Our Lady of Bellefonte Hospital ………………………………….  606-833-3333 
Our Lady of Bellefonte Outreach-Cannonsburg(open til 9:00pm)… 606-928-1881 
OSHA- Ky. Office…………………………………………………. 502-227-7024  
Bureau of Alcohol, Tobacco & Firearms………………………….. 502-582-5211 
         606-329-8092 
 
Universal Business Systems……………………………………….. 908-725-8899 
NCompass…………………………………………………………. 304-529-6069 
 

 
 

  
 
  

  
 
 



EMERGENCY PLAN OF ACTION QUIZ 
GENERAL SALES CO. OF ASHLAND, INC. 

 
1. Where is the Evacuation Site in case of emergency? _______________ 
 
2. What should you do in a real emergency? 
 _______ a.) go to the bathroom 
 _______ b.) leave and go home 
 _______ c.) wait for instructions from supervisor 
 _______ d.) continue working 
 
3. What is the purpose of an Emergency Plan of Action? 
 _______ a.) to make another rule 
 _______ b.) to protect employees from injury 
 _______ c.) to get out of work 
 
4. Where do employees meet in case of a tornado? Why? 
 
 __________________________     ____________________________ 
 
5. When can employees return to the building? 
 ________ a.) when employees feel it is ok 
 ________ b.) when the fire dept. does not come 
 ________ c.) when you are accounted for and released by supervisor  
     to return to work station 
  
6. Do you know where the nearest fire extinguisher is to your work      
 station?  ___________ 
 
7. Do you know where the nearest First Aid kit is to your work station?  
    _______________ 
 
8. Do you know where the eye wash station is located? ___________ 
 
 
____________________________________  _____ __________
 EMPLOYEE  SIGNATURE      DATE   
       





  
 

This policy is merely a guideline. It is not meant to be exhaustive nor be construed as legal advice. It does not address all potential compliance issues 
with federal, state, local OSHA or any other regulatory agency standards. Consult your licensed Commercial Property and Casualty representative at 
The Accel Group or legal counsel to address possible compliance requirements. Design © 2008-2010 Zywave, Inc. 
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Emergency Action Plan 
Program  

 

 

Reference Standard 
Occupational Safety and Health Administration Subpart E, Emergency Action Plans: 
29 CFR 1910.38 
 

Purpose    
This procedure establishes minimum procedures for responding to various emergencies in our 
facility.  
 

Scope   
This procedure applies to all of our company employees, all contractors and vendors performing 
work on company property, and all other individuals who are visiting or have business with our 
company. 
 

Responsibilities   
• Management is responsible for plan development and periodic review of this plan. 

Management is also responsible for appropriate employee training.   

 
• Management and supervisors are responsible for enforcement of this program.   

 
• Employees shall comply with all procedures outlined in this policy. 

 
• Contractors and vendors shall comply with all procedures outlined in this policy. 

 

Definitions 
 911 Notification System: Method that is used by our facility to call outside emergency 
 services (police, fire, EMS) 
 Contractor:  A non-company employee being paid to perform work in our facility. 

Defensive Action: Response to a chemical spill or release that does not require personal 
protective equipment or hazardous material response training. Examples are: closing an open 
valve, placing absorbent material in front of a running spill or closing a door. 
Emergency: An unplanned event that could jeopardize the safety of people or property in our 
facility. An emergency can originate on our site or off-site: either can impact the people and 
property within our facility. 

 Emergency Coordinator: A staff member who is responsible for decision making during the 
 initial phase of an emergency (generally this stage is defined by: discovery, activating the 
 alarm, evacuation, employee accounting, initial response by off-site emergency services, etc.) 
 An Emergency Coordinator will be assigned whenever the facility is operating. 

IDMS 
 
 
 
 
Effective Date: 5/1/19 
Revision #: 
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Evacuation Location: The location that employees, visitors and contractors report to following 
an evacuation. 

 Vendor:  A non-company employee being paid to perform a service in our facility. 
 Visitor/Contractor Log: A written log maintained at the entrance for visitors, contractors and 
 vendors. Each non-employee is required to sign-in upon entering our facility and sign-out when 
 leaving. 
 

Procedure 
 Overview 
 All actions taken during an emergency will serve to protect the life and safety of employees, 
 contractors, visitors and our facility neighbors. To the extent possible, we will minimize damage 
 to property and the environment. Our emergency response activity will never knowingly 
 jeopardize the safety of  any individual.  
 
 Evacuation Routes and Maps 
 All evacuation exit routes are permanent and are maintained as accessible and passable at all 
 times. Evacuation maps are posted at various locations throughout our facility. These maps 
 reflect the location of the evacuation routes, exits and evacuation destination locations. 
 Appendix A contains copies of these maps. 
 
 Accounting for Personnel 
 Employee roster sheets will be used for personnel accounting following an evacuation. 
 Supervisors or designees will be responsible for using the roster sheets to accomplish a head 
 count immediately following evacuation. Visitor, Contractor and Vender Logs will be used to 
 account for individuals in these groups.  
 
 Individuals who have disabilities that may impair their ability to evacuate will be encouraged to 
 discuss the issue with Human Resources or another member of management. Necessary 
 arrangements will be made confidentially to assist with evacuation. 
 
 Contractors, Vendors and Visitors 
 Contractors, vendors and visitors should evacuate to the outdoor area adjacent to the door 
 through which they entered and signed the Visitor/Contractor Log. The receptionist or an 
 alternate will perform the head count. During severe weather evacuations contractors, vendors 
 and visitors should evacuate to the Shelter area assigned to their host. 
 
 Emergency Alarm System and Emergency Services Notification 
 In the event of an emergency the following methods can be used to communicate: 

• Our plant alarm system is ____________ and annunciates an emergency condition as 
follows: ______________________________________________________________. 

• Word of mouth 

• The paging system (if facility is so equipped) 

• Air horn 

 
 911 Notification System: Outside emergency services (police, fire, EMS) will be contacted as 
 follows: ___________________________________________________________________ 
 _________________________________________________________________________. 
 
 Fire Emergency 
 Employees discovering a fire will take the following action: 

1. Alert others in the area who are at risk and notify a member of management who will 
initiate the 911 Notification System 
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2. Initiate the fire alarm procedure 

3. Turn off involved equipment  

4. Consider using a fire extinguisher, if trained and authorized to do so 

5. Evacuate 

 
 Upon being alerted of a fire evacuation, all employees, visitors, contractors and vendors will: 

1. Turn off equipment (if safe to do so) 

2. Walk in an orderly and quiet manner to the exit closest to you not blocked by fire, 
smoke or other hazards and exit the building 

3. Do not delay evacuation or re-enter hazardous areas to retrieve personal possessions 
such as keys, coats purses, or lunches 

4. Report to designated fire Evacuation Location for head count. See Appendix B for 
Evacuation Locations  

5. Stay together with their assigned group until further instructions are given 

6. The facility will not be reoccupied until approved by the fire department 

 
Note: The supervisor or other designated employee will be the last to exit the department. 
S/he will check lavatories and other cut-off rooms to assure evacuation and will close doors 
upon leaving.  
  

Medical Emergency 
In the event of a medical emergency the following actions will be taken: 

1. Notify a member of management who will initiate the 911 Notification System 
Evaluate scene safety-if there is any concern all personnel should stay at a safe 
distance 

2. Do not move the ill/injured person (unless s/he is in danger from their 
surroundings) 

3. Avoid all contact with blood and other bodily fluids (never attempt to provide first 
aid unless you are trained and equipped to do so) 

4. A calm employee may stay with the ill/injured person to provide comfort 

5. The supervisor will assign at least two employees to wait for the EMS responders at 
the parking lot entrance and guide the responders to the scene of the emergency 

6. All uninvolved personnel should clear the area 

7. If there has been any blood or bodily fluid release, trained personnel will clean and 
sanitize the area after the emergency phase has concluded 

 
 Severe Weather  

A weather alert radio is monitored in our facility at all times. In the event that a warning is 
issued for our facility the following actions will be taken: 

1. Turn off equipment (if safe to do so) 

2. Walk in an orderly and quiet manner to the designated severe weather Evacuation 
Location. See Appendix B for Evacuation Locations  

3. A head count will be conducted to account for all personnel   

4. When the severe weather warning expires personnel will be released from the shelter 
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Note: The supervisor or other designated employee will be the last to exit the department. 
S/he will check lavatories and other cut-off rooms to assure evacuation and will close doors 
upon leaving. 
 

Hazardous Chemical Spill or Release  
Hazardous chemical spills or releases can be recognized visually by seeing evidence of a 
chemical escaping from its’ normal containment or by detecting an unusual odor. If a chemical 
spill is suspected all personnel will do the following: 

1. Alert others in the area who are at risk and notify a member of management who will 
initiate the 911 Notification System   

2. Turn off equipment (if safe to do so) 

3. Walk in an orderly and quiet manner to the exit closest to you not blocked by the 
chemical release 

4. Report to designated fire Evacuation Location for head count. See Appendix B for 
Evacuation Locations 

5. The Emergency Coordinator or another member of management will observe the wind 
direction if applicable and determine the best shelter area for evacuated personnel  

6. Stay together with their assigned group until further instructions are given 

7. The facility will not be reoccupied until approved by the fire department 

 
No employee will take any action other than defensive actions to attempt to control a 
hazardous chemical spill or release unless s/he has been trained and equipped to respond. 
 
Electrical Utility Failure 
In the event of an electrical failure the following procedure will be followed: 

1. If the failure is in a partial area of the facility notify a supervisor or member of 
management     

2. Turn off equipment using normal controls 

3. Expect sudden equipment restart-stay away from the point of operation and other 
moving surfaces 

4. Do not attempt to move around dark areas-supervisors will use flashlights to guide 
employees to a safe area to wait for power restoration 

5. After power is restored follow supervisor’s directions for equipment restart 

 
 Workplace Violence 
 Workplace violence will be handled as follows: 

1. Any employee who witnesses a violent act, threat of violence or is otherwise concerned 
should report it to a member of management 

2. If immediate action is necessary, s/he will: 

- advise personnel most at risk to take shelter behind closed doors or to evacuate 
to other areas of the facility 

- contact emergency services or delegate another person to do so 
- notify the Emergency Coordinator who will evaluate the situation, meet the 

police, expand the evacuation and coordinate a head count 
3. If immediate action is not deemed necessary, the member of management will notify 

the Emergency Coordinator of the incident. The Emergency Coordinator will begin an 
immediate investigation and evaluate the threat to personnel. 

 



5 
 

Emergency Duties 
Emergency Coordinator 

1. Verify that necessary Emergency Services have been notified 

2. Coordinate the employee accounting procedure in the case of evacuation emergency 

3. Meet responding Emergency Service units and: 

- issue a situation report  

- keep in contact to provide needed information 

- advise them of evacuation status (during evacuation emergencies) 

4. Issue updated instructions to personnel as necessary taking into account comfort of 
evacuees, duration of the evacuation, time of day, etc. 

5. Coordinate incidents of workplace violence 

 
 Supervisors 

1. Assist with responding to all emergencies and communicate emergency instructions to 
employees 

2. Communicate facts surrounding an emergency occurring in their area to the Emergency 
Coordinator 

3. Develop plans to assist employees with disabilities to evacuate safely 

4. Verify all employees are evacuated before leaving  

5. Perform the head count procedure to account for all employees and communicate 
missing personnel to the Emergency Coordinator 

6. Be the initial contact and coordinator for incidents involving workplace violence 

 
 Critical Operations Duties 
 Employees who are required to remain behind during evacuation, or who are assigned special 
 response duties, will be fully trained and equipped to ensure their safety and readiness. 
 

Training 
 At a minimum, training will be conducted: 

• Upon hire  

• When this plan changes 

• When employee duties change 

 
 Training will consist of: 

1. Methods of alerting employees of an emergency 

2. Employee duties upon discovering an emergency 

3. Evacuation routes and Evacuation Locations 

4. Procedures to be followed upon notification of emergency 

5. Special Critical Operations duties assigned to employees 
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Sensitive Security Information Statement 

WARNING: This record contains Sensitive Security Information that is 
controlled under 49 CFR parts 15 and 1520. No part of this record may be 
disclosed to persons without a “need to know”, as defined in 49 CFR parts 15 
and 1520, except with the written permission of the Administrator of the 
Transportation Security Administration or Secretary of Transportation. 
Unauthorized release may result in civil penalty or other action. For U.S. 
government agencies, public disclosure is governed by 5 U.S.C. 552 and 49 CFR 
parts 15 and 1520. 
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SITE SECURITY PLAN 

Security Plan 
 

This portion of the Business Continuity Plan is written in accordance with 49 
CFR Subpart I regarding site security plans. Given the heightened potential for 
acts of terrorism, the security of hazardous materials (HAZMAT) shipments at 
Joshen Paper & Packaging is approached with utmost importance. Joshen Paper 
& Packaging management is committed to reduce the potential for terrorist 
related HAZMAT emergencies. 

 
Management commitment is demonstrated by: 

 
• Fostering a risk reduction culture 
• Establishing internal responsibilities/accountability regarding security 
• Working together with other parties in the HAZMAT transport chain 
• Identifying potential risk areas 
• Developing a plan to control risks 
• Allowing for ongoing security improvement through support and 

allocation of necessary resources 
 

To meet the intent of this plan, Joshen Paper & Packaging will utilize the Risk 
Management Self-Evaluation Framework (RMSEF) as established by the 
Research and Special Programs Administration (RSPA) of the US Department 
of Transportation. The RMSEF involves seven key steps including: 

 
1. Scoping 
2. Knowledge of Operations 
3. Assessment 
4. Strategy 
5. Action 
6. Verification 
7. Evaluation 
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Scope 
The basic scope of the security plan at Joshen Paper & Packaging center 
around the following general activities involving hazardous materials:  
a. Receiving and storage of highly hazardous materials (non-bulk). Corrosive 

(Hypochlorite Solution) 
b. Shipping of highly hazardous materials (non-bulk). Corrosives (Hypochlorite 

Solution, UN1791, and P6111) 

Knowledge of Operations 
In order to allow for a detailed risk assessment to be conducted of the hazardous 
materials within the scope of this plan, a thorough review of each activity was 
completed. Technical knowledge of the operations is outlined in chart-form 
below. The context was generated by the analysis of technical information, 
employee interviews, SDSs, purchasing records and other informational sources. 
This process was a collaborative effort of Joshen Paper & Packaging 
management, ERT members, shipping/receiving employees, as well as outside 
vendors. 

 

TECHNICAL INFORMATION FOR: Corrosives 
  

Quantity of Material 
• On-site 
• Received 
• Shipped 

 
3,274 gallons 

  

Who Handles Hazardous Material Drivers and warehouse 
employees 

  

When & Where HAZMAT Is Handled Daily and in the warehouse 

  
Method of Transfer or Handling Forklift and rider pallet jacks 

  
Storage Location Warehouse 

  

Carrier Information 
• Name of carrier 
• Are there intermediate 

carriers 
• Final destination location 

 
Joshen Paper 
 No 
Various clients of 
Joshen Paper  
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In addition to technical knowledge organization of the process, an assessment or 
review of “pre-existing” baseline programs was conducted at the time of the 
original risk assessment. The baseline programs are also reviewed on an annual 
basis to ensure they remain current. Some of the programs/policies reviewed 
include the following: 

 
• Management Commitment Policy to Risk Management 
• Employee Participation in Programs 
• Sufficient Documented Training 
• Hazard Communication 
• HAZMAT (labeling, packaging and placarding) 
• Incident Investigation 
• Emergency Preparedness and Response 

 
 
 

General security concerns identified at Joshen Paper & Packaging 
following the records review and interviews of staff include the 
following: 

 
• Unsecured vehicles (going to required padlocking vehicles) 
• Placarding 
• Accidents on the road 

 
 

Assessment and Strategy 
A detailed assessment of the company’s hazardous material operations has 
allowed Joshen Paper & Packaging to better understand the risks that exist for 
potential terrorist activity from a “cradle to grave” standpoint. Analysis of the 
risks as materials arrive at the facility to the time they leave the facility for 
another destination has allowed for the development of strategies to prevent 
incidents. 
In addition, the process has allowed for the risks to be weighed against one 
another so that the appropriate plan of action can be properly prioritized and put 
into motion. The following chart outlines the Joshen Paper & Packaging risk 
assessment, as well as proposed strategies to reduce the security risk. 
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ASSESSMENT OF SECURITY RISK CONTROL POINTS & 

PREVENTION STRATEGIES 
RISK CONTROL POINT RISK REDUCTION STRATEGY 

  

Personnel Security 
• Potential problems with previous employment 
• Potential historical problems with the law 
• History of identification fraud 
• Poor driving record and/or history of illegal license or 

driving on a suspended license 
• Citizenship questionable 

• All employees are screened prior to employment to 
determine: 

- Employment history 
- Citizenship 
- Immigration status 
- Outstanding warrants 

• All employees in sensitive jobs are issued a security 
card 

  

Unauthorized Access & Facility Security 
a. Control of access to areas of HAZMAT storage & packaging a. 

 
 
 
 
 
 

b. Personnel allocation for tasks involving HAZMATS b. 

• HAZMATs stored in location visible to accountable 
personnel 

• HAZMATs locked with access limited to designated 
personnel 

• Key cards required to gain access 
• Record system for removal of hazardous materials 

 
• Individuals assigned to HAZMAT handling 

responsibilities 
c. Facility security c. Facility security includes: 

-Alarms 
-Lighting 
-Video cameras 
-Windows secure 

 
-Security system 
-Offices & record storages 

locked when not in use 
-Doors lock automatically 

d. Potential access concerns with third parties involved in 
transportation/shipment (i.e. shipper to carrier, carrier to 
carrier, & carrier to consignee) 

d. Third party interaction: 
• Restrict access to single entry/gate (only warehouse 

door) 
• Debriefings held with all third parties involved 
• Documents signed when responsibilities for 

HAZMATs changes for shipper to carrier, etc. 
e. Inherent hazard of materials & incompatibility concerns could 

lead to heightened risk & severity of consequences 
e. 

• Dependent on nature of hazard (i.e. flammable, 
corrosive, poison, etc.) 

- Placed in appropriate containers 
- Labeled & placarded as required 
- Secured properly in mode of transportation 

• Incompatible hazardous materials are identified & 
stored at appropriate distances or in separate 
compartments of the transporting vehicle 
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RISK CONTROL POINT RISK REDUCTION STRATEGY 
  

En Route Security 
a. Mode selection – Different modes have different risks. 

Judicious selection can reduce the risk. 
a. Tanker truck, box truck, rail car was chosen as the best 

route 

b. Carrier selection b. 
• Certificate of insurance was obtained 
• Certificate of liability 

c. Route selection c. Appropriate, safe routes were reviewed prior to shipment. 
For example, avoidance of tunnels & high population 
centers. 

d. Communications d. 
• Drivers have means to communicate any concerns or 

problems (i.e. cell phones, radios, etc.) 
• Shipper has means to contact drivers 

e. Training e. Driver training is verified prior to departure 

f. Emergency response f. 
• Reporting procedures regarding suspicious activities 

or theft has been reviewed with drivers 
• Drivers are aware of reporting requirements 
• Drivers have sufficient training to secure vehicles 

until additional assistance can be obtained in the 
event of an accident or suspected vandalism/terrorist 
related event 

• Outside emergency assistance procedures have been 
established via the carrier 

  

 
 
 

Action 
 Joshen Paper & Packaging has reviewed the risk reduction strategies and 
established the following as “priority” action items: 

 
• Secure trucks with padlocks 
• Placarding materials 
• Report spills immediately to authorities 

 
In order to have an effective system for security and transporting hazardous 
materials, it is essential to ensure the strategies are put into action and followed 
through with in an appropriate and timely manner. 
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SUPPLY CHAIN PLAN 

 
 
 

Supply Chain Plan 
 

This portion of the Business Continuity Plan is written with the intent to identify 
and reduce any potential interruption in Joshen Paper & Packaging supply 
chain. 

 
Management commitment is demonstrated by: 

• Fostering a risk reduction culture 
• Establishing internal responsibilities/accountability regarding supply 

chain 
• Working together with other parties in our supply chain 
• Developing a plan to control risk 
• Allowing for ongoing improvement through support and allocation of 

necessary resources 
 

To meet the intent of this plan, Joshen Paper & Packaging will utilize the Risk 
Management Self-Evaluation Framework (RMSEF) as established by the 
Research and Special Programs Administration (RSPA) of the US Department 
of Transportation. The RMSEF involves seven key steps including: 

 
1. Scoping 
2. Knowledge of Operations 
3. Assessment 
4. Strategy 
5. Action 
6. Verification 
7. Evaluation 
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Scope 
The basic scope of the Supply Chain plan at Joshen Paper & Packaging will 
center around the following general activities involving supplies: 

 
a. Ordering and receiving product from manufacturers 
b. Storage of products 
c. Transportation of products to customers 
d. Loss of key personnel 
e. Increased product demand 

Knowledge of Operations 
In order to allow for a detailed risk assessment to be conducted of the supply 
chain, a thorough review of each activity was completed. Technical knowledge of 
the operations is outlined in chart-form below. The context was generated by the 
analysis of technical information, employee interviews, purchasing records and 
other informational sources. This process was a collaborative effort of Joshen 
Paper & Packaging management, ERT members, shipping/receiving employees, 
as well as outside vendors. 

 
TECHNICAL INFORMATION FOR: 

  
Who Orders Product Regional Joshen Buyers 

  
Who Ships Products to Joshen Selected Manufacturers 

  
How are Products Transported to Joshen 3rd Party Carrier 

  
Product Storage Location Joshen Warehouse 

  
How are Products Transported to Customer Joshen Trucks 

  

Who Services Customer • Joshen Sales Rep 
• Joshen Driver 
• Joshen Customer Service 
• Joshen Service Technician 
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In addition to technical knowledge, organization of the process, and an 
assessment or review of “pre-existing” baseline programs were conducted at the 
time of the original risk assessment. The baseline programs are also reviewed on 
an annual basis to ensure they remain current. Some of the programs/policies 
reviewed include the following: 

 
• Management Commitment Policy to Risk Management 
• Employee Participation in Programs 
• Sufficient Documented Training 
• Incident Investigation 
• Emergency Preparedness and Response 

 
 
 

Assessment and Strategy 
A detailed assessment of the company’s supply chain operations has allowed 
Joshen Paper & Packaging to better understand the risks that exist. Analysis of 
the risks as products are ordered from manufacturers to the time they leave the 
facility for another destination has allowed for the development of strategies to 
prevent incidents. In addition, the process has allowed for the risks to be 
weighed against one another so that the appropriate plan of action can be 
properly prioritized and put into motion. The following chart outlines the 
Joshen Paper & Packaging risk assessment, as well as proposed strategies to 
reduce the security risk. 
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ASSESSMENT OF SUPPLY CHAIN RISK CONTROL POINTS & 

PREVENTION STRATEGIES 
RISK CONTROL POINT RISK REDUCTION STRATEGY 

  

Disruption of Critical Functions 
a. Supply Chain 

 
 
 
 
 
 
 
 
 
 
 

b. Inoperative Building Post-Disaster 
 
 

c. Transportation 
 
 
 

d. Loss of Key Personnel 
 
 

e. Increased Product Demand 

a. 
• Joshen has 14 distribution centers in 7 different 

western states that offer our services and product 
offering and can uphold and deliver expectations. 

• Joshen also utilizes redistribution companies 
that have and can deliver the same product 
offering and/or similar products within 24 
hours. 

• Joshen is an owner-member of Strategic Market 
Alliance (SMA), a cooperative of regional distributors 
throughout the US & Canada that have access to and 
can deliver the same product offering and/or similar 
products. 

 
b. Local Alternatives: Joshen has established localized third 
party planned space for the storage and handling of inventory. 

 
c. Joint Transport: Teaming with transport providers 
(centralizing coordination and sharing assets) allows Joshen 
to continue the movement of goods post-disaster. 

 
d. Redundancy: Joshen has a cross-trained staff to 

ensure consistent engagement. 
 

e. 
• Joshen carries up to 30 days of safety stock 

to accommodate increased demand. 
• Joshen also utilizes redistribution companies 

that have and can deliver the same product 
offering and/or similar products within 24 
hours. 
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Information Technology Services 
 

 WEB PORTAL SOLUTION 
EMERGENCY RECOVERY 

PLAN 

Document No: ITS-1702-Web Page: 2 of 6 

Issued: April 19, 2019 Revised: April 19, 
2019 

1. Purpose 
As part of the Joshen’s emergency preparedness planning, the Information Technology Services 
(“ITS”) department develops, documents, tests and maintains technical recovery plans. This 
emergency recovery (“ER”) plan (the “Plan”) ensures the recovery of the critical Web Portal Solution 
functions, systems and services when a disruption to the Web Portal Solution occurs. 

 
2. Definitions 

a) Disaster: An event that disrupts mission-critical business processes or degrades their service 
levels to a point where the resulting operational impact becomes unacceptable. 

b) Emergency Recovery Plan: A technical document describing how the organization restores 
critical technology and business systems following an outage or emergency. 

c) Management Team: The personnel responsible for determining a disaster declaration and 
providing oversight and management of the overall emergency recovery process. 

d) ITS Team: The IT personnel responsible for first-line response to any incident, implementing 
the emergency recovery process, and providing communications and status updates to the 
Management Team. 

 
3. Level of IT Emergencies and Disasters 
Joshen classifies emergencies and disasters into three levels – minor, moderate, and major. 

 
3.1. Minor State 

Minor incidents are the most common; their effects may be isolated to a small subset of 
critical business processes, departments, or functions. Their cause is usually the failure of 
a single component, system, or service, and business units that rely on them can often 
function for a limited duration of time or at a reduced capacity during such events. 
Examples include the temporary loss of voice communications; network connectivity; 
servers or server access; portal access; access to cloud-based service(s); and the ITS Help 
Desk incident management system, switchboard or telephone service. 

 
3.2. Moderate State 

Moderate incidents occur less frequently but with greater impact than minor incidents. 
These incidents impact business units, disrupt normal operations of some but not all critical 
functions, and generally result from major failures of multiple systems and equipment. ITS 
would activate a subset of the ITS emergency recovery plan to address such events. 
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Examples include malfunction of administrative systems, water intrusion or leakage that 
displaces or disrupts data center systems and servers, loss of single unit communications 
closets, or electrical disruptions that require generated power for longer than 30 minutes. 

 
3.3. Major State 

Major incidents have a low probability of occurrence but the greatest potential impact. 
These incidents disrupt normal operation of critical business processes and involve the 
inaccessibility or failure of most systems and equipment. ITS would immediately enact an 
emergency state and activate the ITS disaster recovery plan in response to such an event. 

 
Examples include enterprise-wide ransomware attacks, fires, floods, earthquakes and 
sabotage. 

 
4. General Information 

4.1. Responsibilities 
This Plan will be executed by the Information Technology Services department and appropriate, 
specific third-party vendors/consultants as authorized by Joshen. 

 
4.2. Location of the Plan 
This Plan will be securely stored in the following locations to ensure that it is always accessible in 
the event of an incident. 

a) Document Repository: stored electronically in the central document repository at 
Joshen’s 
headquarters. 

b) ITS Department: stored in printed format in the ITS department’s document file cabinet. 
c) ER Site: stored electronically and in printed format offsite at Joshen’s emergency recovery 

site. 
 

4.3. Access to this Plan 
This Plan contains sensitive, confidential and protected information that should not be shared 
publicly. Access to this Plan is restricted to authorized Joshen personnel and client or third-parties 
authorized by Joshen. 

 
4.4. Review of this Plan 
This Plan will be reviewed annually and revised if changes need to be made. Modifications and 
updates to this emergency response plan and related recovery procedures may be made 
throughout the year, if warranted. Responsibility for conducting the annual review resides jointly 
with the Information Security Officer and Information Technology Director. 

 

4.5. Management Team 
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In the event that this Plan is enacted, the following people will comprise the Management Team 
responsible for overseeing the event. During an event, Joshen may add additional personnel to 
the Management Team, as needed. 

a) Chief Operating Officer 
b) VP & General Manager 
c) Legal Counsel 

 
4.6. ITS Team 
In the event that this Plan is enacted, the following people will comprise the initial ITS team 
responsible for responding. During an event, the Management Team may add additional resources 
to the ITS team, as needed. 

a) Chief Information Officer 
b) Network Information Manager 
c) Senior Java/Portal Architect 

 
4.7. Call Tree Assignments 
Joshen’s confidential emergency call list is maintained by the ITS department. Copies are available 
as 
follows: 

a) Chief Information Officer (electronic and printed copy) 
b) Electronic copy on cell phones of Chief Information Officer and VP & General Manager 
c) Central document repository (electronic) 
d) Printed copies are available from the Chief Information Officer, as needed 

To ensure rapid communication of an emergency situation or recovery status, notifications are 
distributed in a call tree format – senior management will communicate to managers, managers 
to their supervisors/technical staff, and supervisors to their staff. 

 
5. Recovery Planning 

5.1. Risk Assessment 
Loss of Joshen infrastructure and ITS-managed systems is a critical disruption to Joshen’s 
operations as well as its clients’ operations, and the loss of data is an unacceptable risk. ITS has 
taken a multiple prong approach to minimize, if not eliminate, the risk and ensure that the 
infrastructure, systems and data can be restored in the most expeditious manner. Specifically, ITS 
has implemented the following: 

a) highly redundant systems, such as multiple physical hosts, redundant power supplies, 
redundant hard drive configurations, etc. to reduce/eliminate downtime due to hardware 
failures 

b) multiple external communication paths with automatic failover to eliminate outages due 
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to an internet service provider outage 
c) tertiary backup methodology, including two geographically-diverse offsite storage 

locations, to ensure data can be retrieved and restored 
d) offsite backup/recovery service contract with third-party vendor to ensure systems can be 

restored offsite anytime 
e) enterprise-wide insurance policy on all technology equipment, plus a cyber insurance 

policy. In the event a disaster destroys equipment hosted in a Joshen facility, insurance 
ensures the rapid replacement of equipment. 

 
5.2. Alternate IT Operation Sites 
In the event systems at Joshen’s data center become inoperable, Joshen has contracted with a third- 
party service provider, UCG Technologies, an authorized IBM Business Partner, to use their fully- 
managed data recovery facilities in the event of a major disaster to ensure stand-by systems are 
promoted to become replacement production systems. 

 
5.3. System Backups 
ITS has implemented a tertiary backup methodology to ensure data can be reliably recovered any 
time. The following is a high-level description of the system backup methodology. 

a) Software agents are installed on all Joshen servers. The agent, on a nightly basis, builds the 
backups, compressing and encrypting the data, and sends the backup to Joshen’s SAN. 

b) Replication software then creates a copy of the backups, which is transmitted to 
Joshen’s 
alternate operation site. 

c) The alternate operation site replicates the backups to a third datacenter. 
 

5.4. Restoration Priority and Process 
Recovery of all systems that are part of the web portal solution is critical; however, some systems 
must be restored in a specific sequential order, and all systems cannot be restored simultaneously. 
Therefore, ITS has evaluated and prioritized the system recovery sequence. Appendix A outlines 
the detailed restoration procedures. Joshen is committed to a restoration time of 12 hours or less. 

 
5.5. Alternate Distribution Centers 
Joshen maintains five (5) physical distribution centers that are equipped to fulfill purchasing 
requests. Processes have been implemented to ensure that, in the event of a disaster at a distribution 
center, the remaining distribution centers can fulfill all orders for any facility. Joshen maintains an 
alternate warehouse distribution tree to allocate orders and fulfillment requirements in the event 
of a disaster. 

 
 

6. Reference and Recovery Documents 
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All procedures, diagrams, schemas, contracts and other confidential documents necessary for 
technical emergency recovery are stored in multiple secure locations accessible by the ITS 
department. 

 
7. Document Review and Revision Log 

 

Reviewed/Appro
ved Date Description of Action Reviewed/Approved By 

 June 6, 2019 Approval and Release of Initial 
Document 

Information Security Officer 

   
   
   
   

 
8. Framework Mapping 

 

Framework Reference 
# 

Note
s 

ISO 27001 ISMS-A-12.3  
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ASSESSMENT OF SUPPLY CHAIN RISK CONTROL POINTS & 

PREVENTION STRATEGIES 
RISK CONTROL POINT RISK REDUCTION STRATEGY 

  

Disruption of Critical Functions 
a. Joshen Internal Systems Availability 

 
 
 
 
 
 
 
 
 
 
 
 

b. Customer data loss 
 
 
 

c. Connectivity and communications interruption 
 
 
 
 

d. Loss of Key Personnel 

a. 
• Joshen hosts primary system in a colocation 

datacenter built with every fail safe in mind from 
HVAC to power to network systems 

• Redundancy exists in the form of Software as a 
Service or “Cloud” based services. Microsoft Azure is 
leveraged in large part for the replication of systems 
and data 

• Thin clients are deployed throughout the 
organization in lieu of traditional desktop computers. 
This facilitates the central storage and administration 
of all data and also allows for consistent upgrades 
and other measures of security and resiliency 

 
b. While traditional backups are performed at regular 
intervals, every data system is replicated to a redundant copy 
in an alternate location. The use of Virtualization technology 
allows for hierarchical restores of files to complete systems 

 
c. The datacenter location where most Joshen systems are 
hosted in triple redundant. Multiple connections exist to each 
office and no one location is dependent on another for 
network or phone connectivity. Furthermore, hosted phone 
systems are currently being adopted in each office. 

 
d. Redundancy: Joshen has a cross-trained staff to ensure 

consistent engagement. No task, process, or procedure is 
dependent upon one IT staff member regardless of 
expertise or daily responsibility. Exceptional 
documentation and automation further guarantees 
continued operational success. 
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Overview 

Verification 
All individuals on the Joshen Paper & Packaging Emergency Response Team 
(ERT) are charged with day-to-day verification that the risk reduction measures 
are being followed. The ERT Coordinator is ultimately responsible for the 
verification steps. The “Assessment of Security Risk Control Points & 
Prevention Strategies Chart” is used to assist with the review and measurement 
of the success of strategy implementation. 

Evaluation 
The Joshen Paper & Packaging security plan and risk management process is 
formally reviewed on an annual basis. The goal of the review is to ensure that 
the baseline risk reduction objectives have been met and to identify means for 
continuous improvement. 

Training 
All employees at Joshen Paper & Packaging receive security awareness training 
within ninety days of the start of their employment. Individuals involved in the 
implementation of the Security Plan receive in-depth training at the time of their 
initial involvement with the program. Refresher training is conducted on a 
periodic basis, and typically will follow a formal review of the program. 

Breach of Security 
Any indications of foul play or suspicious activity are to be reported immediately 
to any ERT member. The ERT member notified will communicate the concern to 
the ERT Coordinator and begin the chain of communication to the entire team. If 
necessary, the police, US Department of Transportation, and/or Center for 
Disease Control will be notified. 
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 OBJECTIVES  
 
To guide employee actions during the following possible emergencies: 
 
1. Building Evacuation 
2. Fires  
3. Injuries/Medical Emergencies 
4. Tornadoes 
5. Hazardous Material Releases 
6. Severe Weather 
7. Floods 
8. Utility Interruptions 
9. On-Site Active Shooter/Violent or Potentially Violent People 
10. Serious Property Damage Incidents  
11. Bomb Threats 
12. Active Shooter  
  
SCOPE 
 
This policy applies to all Leonard Paper Company employees, visitors, and contractors. 
 
EMERGENCY TEAMS 
 
The Emergency Team is comprised of Supervisors and volunteers from each shift.  The 
teams’ roles: 
 

Role Membership 
First Aid Supervisors, Volunteers 
Chemical Spills Supervisors, trained employees 
 
 
BUILDING EVACUATION (This applies to any evacuation situation.) 
 
What constitutes an emergency requiring evacuation? 
 Any threat to health or safety that cannot be contained within a limited area  
 Any threat to health or safety which releases potentially hazardous fumes or gasses 

beyond existing ventilation controls 
 An official decree by an authorized agency (governor, police etc.) 

 
Who authorizes an emergency evacuation? 
 Owner, Operations manager or senior member of management on-site 
 Any operations Supervisor given responsibility for daily operations 
 Any employee exposed to imminent danger may evacuate the immediate area and 

then must notify appropriate personnel to initiate further action 
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Evacuation Procedure 
 
1. Emergency Page: Someone from the Central Safety Committee will page all (on 
intercom phone system) Alerting all eternal employees of the evacuation. 

 
2. Announce:  “This is an emergency evacuation.” 

“This is ___________ (your name).” 
“Immediately leave the building by the nearest safe exit.” 
“This is an emergency evacuation.” 
 

3. Repeat the message 2 times. 
 
Telephone communication on an area by area basis may be made by authorized 
personnel. 
 
Personal announcements by authorized personnel may be made in the event that 
normal communication systems are unavailable.  
 
Operation Shutdown 
 
When an evacuation message sounds, immediately shut down equipment at your work 
area and exit the building via the nearest exit.  Exit locations for each building are 
shown on their respective diagrams.  After leaving the building, employees will 
assemble at the posted meeting area in the parking lot across from the main building. 
 
If the parking lot is not available do to emergencies equipment blocking the area, 
proceed to the Baltimore City Maintenance Yard and await instructions.   
 
If a serious emergency occurs and personnel are unable to go to either evacuation 
meeting place, proceed to _______ and check in with the senior Leonard Paper 
Company  manager in that area.  Leonard Paper Company trucks, upon notification of 
an emergency will drive to Ryder and muster with the senior Leonard Paper Company 
representative. 
   
All employees are to remain with their work group unless directed to do 
otherwise by their Supervisor.   
 
Accountability 
 
Supervisors are responsible for accounting for all individuals in their work group after an 
evacuation.  The Supervisor will utilize a group of employees called Sweepers and 
Counters.    

 The Sweeper’s role is to walk through the area to make sure everyone leaves.  
The building will be divided into zones for each person to check. 

 The Counter will be the one to take role at the meeting area. 
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The Supervisor or Counter will advise the Evacuation Coordinator of any missing 
individuals.   
 
The Senior Manager or Supervisor at the meeting area will act as the Evacuation 
Coordinator.  Should an individual be discovered missing, the Evacuation Coordinator 
will immediately notify the emergency response personnel upon their arrival.  Any 
employee who is escorting a visitor is responsible for accounting for the visitor's safe 
evacuation.  The supervisor of a contracted group must account for his or her own 
people and report their status to the Evacuation Coordinator. 
 
If the evacuation must take place during bad weather, i.e., rain, snow, cold, after all 
employees are accounted for, the Evacuation Coordinator may direct employees to 
Baltimore City Maintenance Yard  rather than have them remain outside.  
 
All Clear Signal 
 
The Senior Manager (on site) will notify employees when it is safe to go back into the 
building.  Employees may then return to their work areas.   
 
AUTOMATIC FIRE ALARMS 
 
This procedure only applies to situations where there is no visible fire or smoke. 
 
If the automatic fire detection system activates, specific groups will have specific 
responsibilities.  They are as follows: 
 
Office building First and Second Floor Personnel  
 

 Proceed toward the nearest exit.   
 
Warehouse Personnel  

 
 Wait for additional information about the alarm event  
 Begin normal shutdown of MHE equipment  

 
If ANY PERSON perceives that they are in jeopardy, they should then evacuate. 

 
If it is determined to be a false alarm, one of the employees checking the affected area 
will announce that it is an apparent false alarm.  All employees may return to their work 
area at this time. 
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FIRES  
 
Reporting a Fire 
 
If an employee discovers a fire he or she should: 
1. Page for help, if the fire presents an imminent danger, leave the area. 
2. Attempt to extinguish the fire with a fire extinguisher if trained and if the fire is small 

enough for you to contain it.  Otherwise, contact the Fire Department at 9-9-1-1. 
3. Notify the Supervisor. 
4. The Supervisor will notify the appropriate managers once the situation is under 

control. 
5. Go to the closest exit and direct the fire department to the specific location of the 

problem. 
 
Fire Extinguisher Use 
 
If an employee discovers a fire and is trained to do so, an employee may attempt to 
extinguish the fire.  If the employee empties an entire extinguisher and does not 
suppress the fire, the employee should immediately leave the area.  Only trained 
individuals should operate the fire extinguishers. 
 
INJURY OR MEDICAL EMERGENCY FOR EMPLOYEES 
 
If you or a co-worker get hurt bad enough or become ill to the point where you need 
emergency medical care, find the nearest telephone and page for the Emergency 
Team.  If you feel that the problem is life threatening, call 9-9-1-1 immediately after 
paging the Emergency Team.  
 
Emergency Team  
 
The purpose of the Emergency Team is to provide basic emergency care to employees 
or visitors until the arrival of EMS.  These individuals will also provide first aid for less 
serious emergencies.  Employees, other than those on the Emergency Team, are not 
required to render emergency care to individuals.  Emergency Team Members will 
follow all exposure prevention measures listed in the Bloodborne Pathogens procedure. 
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Urgent Medical Care 
 
Urgent medical care is a situation where an employee needs care, but the problem is 
not life threatening (i.e. stitches, sprained ankle, etc.).  If an employee needs some 
professional medical attention, the Supervisor will arrange for transportation to either a 
Panel Provider, or Hospital.   
 
Documentation 
 
All injured employees will complete an accident report, as soon as possible.  The 
employee should complete this form regardless of how minor the injury may seem.  If 
the employee is in a condition where they cannot complete the form, the Supervisor will 
attempt to complete as much of the documentation as possible.   
 
TORNADOES 
 
Employees will use the weather broadcast radios as a means of notification of weather 
emergencies.   
 
When the National Weather Service issues a “Tornado Watch”, or “Tornado Warning”, 
someone from the Safety Committee, will broadcast a page stating that a “Tornado 
Watch” or “Tornado Warning” is in effect.  For “Tornado Warnings”. The Supervisor or 
designee should observe outside conditions while the warning is in effect.  When 
severe weather is in the area, all employees should immediately proceed to the nearest 
shelter area.  The shelter areas include: 
 

Building/Department Shelter Area 

Office and Warehouse 1/2 Main Office down stairs area away from all windows. 

Warehouse 3, Repair Division Center of building small room away from all windows. 

Warehouse 4  Used for Additonal Storage Only 

 
If it is not possible to get to a shelter, employees should take cover under furniture, in 
doorways, or against an interior wall. 
 
Supervisors must account for their people to determine if anyone is missing. 
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All Clear Signal 
 
When the National Weather Service issues the all clear signal or cancels a warning or a 
watch, a representative from the Safety Committee will make the appropriate page over 
the intercom system.  The Shift supervisor will make the announcement during 2nd and 
third shifts. 
 
HAZARDOUS MATERIAL RELEASES 
 
Spill Control Equipment 
 
The spill control sorbent materials are located throughout the facility. 
 
Spills Involving a Fire 
 
If the spill involves a fire, employees should evacuate the area and call the fire 
department.  
 
Spill Response 
 
Each person who handles chemicals is trained to handle spills of a material that they 
routinely work with.  Should the material involved in the spill require any level of 
respiratory protection, the employee must evacuate the area and have the Fire 
Department handle the situation.   
 
SEVERE WEATHER 
 
It will be the employee’s judgment whether or not they can safely travel to work. 
 
Exceptions would be government mandate or rolling blackouts by the Power Company.  
Under these circumstances, employee notification will be made by the local radio and 
TV stations.  Only those approved to work by their Supervisor, Operations Manager, or 
an Owner will be permitted to work in these circumstances. 
 
 
FLOODS 
 
These incidents may also require employees to leave the area.  Since flooding 
conditions may last for several hours or more, the Senior Manager will decide whether 
or not to have the employees return to work for the remainder of the shift.  The Senior 
Manager might also elect to have employees return to assist with clean up efforts. 
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UTILITY INTERUPTIONS 
 
Gas leaks, downed power lines, and other threats to employee safety 
 
If an employee discovers one of these problems he or she should: 
 
1. Immediately leave the area. 
2. If the gas leak is inside a building, sound an emergency page and call the Fire 

Department by dialing 9-9-1-1.  DO NOT turn off electrical equipment. 
3. Notify the Supervisor. 
4. If the problem is outside of a building, the employee should assess the situation 

and call the fire department if he or she feels necessary. 
5. Go to the nearest exit to direct the fire department to the specific location. 
 
The Supervisor will notify the Logistics Manager and Operations Manager immediately 
when the above happens. 
 
Broken water pipes  
 
If an employee discovers this problem he or she should inform his or her Supervisor 
and Logistics Manager.   
 
The Supervisor should: 
 
1. Confirm that Maintenance was contacted. 
2. Attempt to shut the water off at its source. 
3. Contain the water that has leaked and try to clean it up.  If you are unable to shut 

the water off (i.e. a flowing sprinkler head), consider calling the fire department 
for help. 

 
Power outages 
 
If the electricity goes out, all employees shall remain still until the emergency lights turn 
on (this delay may be as long as 15 seconds).  The Senior Manager will contact the 
power company to determine the estimated duration and will decide whether or not to 
send employees home early or cancel the next shift. 
 
Water Loss 
 
In the event of a municipal water loss, the Senior Manager will: 

 Close all restrooms initially 
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ON-SITE ACTIVE SHOOTER/VIOLENT OR POTENTIALLY VIOLENT PEOPLE 
 
If a situation arises where there is a violent or potentially violent person on the premises 
(with or w/o a weapon), DO NOT DO ANYTHING TO AGGRAVATE THE PERSON!   
Any employee who comes in direct contact with this type of person should make an 
attempt to get away from that person and call the Police at 9-9-1-1. Someone other 
than the person will page all on intercom system that Nancy Miller is in the 
building. (this name that is code to alert the other employees that someone violent is in 
the building).  
 
If an employee is threatened or assaulted by another employee on company property, 
the victim should immediately notify his or her Supervisor.  The Supervisor should 
contact the Human Resources Manager and the police department if necessary. 
 
If an employee is involved in a situation outside of work where they are afraid for their 
safety, the employee should contact their manager and Human Resources.  The 
Human Resources manager will provide some telephone numbers for shelters and 
other help agencies.  The Human Resources manager will also notify the police 
department unless someone else has already contacted them.   
 
 
SERIOUS PROPERTY DAMAGE INCIDENTS 
 
If a property damage incident that could pose a significant safety or health hazard to 
employees occurs, employees will evacuate the area.  The Supervisor will account for 
all employees working in that area.  The Supervisor should notify the Supervisor, 
Logistics Manager and Operations Manager. 
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BOMB THREATS 
 
If a bomb threat is received at the facility: 
 
By Telephone...employee receiving the call should obtain as much information as 
possible.  (Please see the following, "Bomb Threat Questionnaire.") 
 
In Written Form...the recipient should (See the following for additional information) 

1.   Retain the envelope and the message. 
2.   Minimize handling of the original documents. 
3.   Protect the original document with plastic if possible. 
4.   Make a handwritten copy if necessary. 

 
In Any Form...notify (in order) the following individuals: 

1.   Supervisor, Logistics Manager and Operations Manager. 
2.   Police. 
3. Owners. 

 

Should it be determined by the Senior Manager (on site) to be a serious threat, 
evacuation of the facility may be ordered.  Personnel will be moved to an area away 
from the building and will remain there until the Senior Manager determines that it is 
safe to return.  In addition, at the Senior Manager’s discretion, a search party may be 
organized to support emergency personnel.  Search party personnel should be 
organized in pairs and should be volunteers who are thoroughly familiar with all areas in 
which they will search.  Should a suspicious object be found, it should not be touched 
or handled in any manner except by specialists who would be summoned by 
emergency personnel.  Deactivation and risk of detonation are clearly beyond the duty 
of any Leonard Paper Company employee.



 

 

 
 

BOMB THREAT QUESTIONNAIRE 
 
BE CALM & COURTEOUS--LISTEN AND DO NOT INTERRUPT THE CALLER 
 
 
Date: ________________  Time: ____________________ 
 
 
1. What building is bomb in? 
 
 
2. When is bomb going to explode? 
 
 
3. Where is it right now? 
 
 
4. What does it look like? 
 
 
5. What kind of bomb is it? 
 
 
6. What will cause it to explode? 
 
 
7. Did you place the bomb? 
 
 
8. Why? 
 
 
9. What is your address? 
 
 
10. What is your name? 



 

EXACT WORDING OF THE THREAT: 
 
_____________________________________________________________________

_____________________________________________________________________

_____________________________________________________________________

_____________________________________________________________________

_____________________________________________________________________

_____________________________________________________________________

_____________________________________________________________________

_____________________________________________________________________

_____________________________________________________________________ 

 
SEX OF CALLER:             
 
AGE:                        LENGTH OF CALL:                  
 
TELEPHONE NUMBER FROM WHICH CALL WAS RECEIVED: 
 
                                                                                                    
 
TIME:                                    DATE:                                   
 
TELEPHONE NUMBER:                                                                                          
 
YOUR NAME:                                                                                                            
 
TODAY’S DATE:                                                                                                       
 
YOUR POSITION:                                                                                                    
 
YOUR TELEPHONE NUMBER:                                            
 
REPORT CALL IMMEDIATELY TO:                                                  
 
 Police  Supervisor  Logistics manger 
 Operations manger  Owner  



 

CALLER’S VOICE: 
 
CALM  NASAL  
ANGRY  STUTTER  
EXCITED  LISP  
SLOW  RASPY  
RAPID  DEEP  
SOFT  RAGGED  
LOUD  CLEAR  THROAT  
LAUGHTER  DEEP  BREATHING  
CRYING  CRACKING  VOICE  
NORMAL  DISGUISED  
DISTINCT  ACCENT  
SLURRED  FAMILIAR  
 
IF VOICE IS FAMILIAR, WHO DID IT SOUND LIKE? 
 
____________________________________________________________ 
 
BACKGROUND SOUNDS: 
 
STREET NOISES  FACTORY MACH.  
VOICES  ANIMAL NOISES  
PA SYSTEM  CLEAR  
MUSIC  STATIC  
HOUSE NOISES  LOCAL  
MOTOR  LONG  DISTANCE  
OFFICE MACHINERY  BOOTH  
OTHER    
 
 
THREAT LANGUAGE: 
 
WELL SPOKEN  INCOHERENT  
FOUL  TAPED  
IRRATIONAL  MESSAGE  
READ BY THREAT MAKER    
  
ADDITIONAL REMARKS:  
_____________________________________________________________________

_____________________________________________________________________ 

_____________________________________________________________________ 



 
 

 

Common Characteristics of Mail Bombs 
 
 Type  mail:  foreign, priority, special delivery 
 
 Restrictive  endorsements: confidential, personal, to be opened by addressee only 
 
 Visual distractions:  fragile, rush, handle with care 
 
 Excessive postage  (usually  postage  stamps) 
 
 Fictitious or no return address 
 
 Poorly typed or handwritten addresses 
 
 Incorrect titles 
 
 Titles but no names 
 
 Misspellings  of  common  words 
 
 Oily stains or discoloration’s 
 
 Excessive or uneven weight distribution 
 
 Excessive binding material: masking, electric or strapping tape, string, twine 
 
 Rigid, lopsided or uneven envelope 
 
 Protruding wires, screws or other metal parts 
 
 Postmarked from area different than return address 
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CALIFORNIA ENVIRONMENTAL REPORTING SYSTEM (CERS) 
CONSOLIDATED EMERGENCY RESPONSE / CONTINGENCY PLAN 

Prior to completing this Plan, please refer to the INSTRUCTIONS FOR COMPLETING A CONSOLIDATED CONTINGENCY PLAN

A.  FACILITY IDENTIFICATION AND OPERATIONS OVERVIEW 
FACILITY ID # A3.

BUSINESS NAME (Same as Facility Name or DBA - Doing Business As) A4. 

BUSINESS SITE ADDRESS A5. 

BUSINESS SITE CITY A6. ZIP CODE A7. 

CA 
TYPE OF BUSINESS (e.g., Painting Contractor) A8. INCIDENTAL OPERATIONS (e.g., Fleet Maintenance) A9. 

THIS PLAN COVERS CHEMICAL SPILLS, FIRES, AND EARTHQUAKES INVOLVING (Check all that apply): A10. 

1. HAZARDOUS MATERIALS; 2. HAZARDOUS WASTES

B.  INTERNAL RESPONSE   
INTERNAL FACILITY EMERGENCY RESPONSE WILL OCCUR BY (Check all that apply): 

 1. CALLING PUBLIC EMERGENCY RESPONDERS (e.g., 9-1-1)
 2. CALLING HAZARDOUS WASTE CONTRACTOR
3. ACTIVATING IN-HOUSE EMERGENCY RESPONSE TEAM

B1. 

C.  EMERGENCY COMMUNICATIONS, PHONE NUMBERS AND NOTIFICATIONS 
In the event of an emergency involving hazardous materials and/or hazardous waste, all facilities must IMMEDIATELY: 
1. Notify facility personnel and evacuate if necessary in accordance with the Emergency Action Plan (Title 8 California Code of Regulations §3220); 
2. Notify local emergency responders by calling 9-1-1;
3. Notify the local Unified Program Agency (UPA) at the phone number below; and
4. Notify the State Warning Center at (800) 852-7550. 

Facilities that generate, treat, store or dispose of hazardous waste have additional responsibilities to notify and coordinate with other response agencies. Whenever there 
is an imminent or actual emergency situation such as an explosion, fire, or release, the Emergency Coordinator must follow the appropriate requirements for the category 
of facility and type of release involved: 
1. Title 22 California Code of Regulations §66265.56. Emergency Procedures for generators of 1,000 kilograms or more of hazardous waste in any calendar month. 
2. Title 22 California Code of Regulations §66265.196. Response to Leaks or Spills and Disposition of Leaking or Unfit-for-Use Tank Systems.
3. Title 40 Code of Federal Regulations §302.6. Notification requirements for a release of a hazardous substance equal to or greater than the reportable quantity.
4. Title 22 California Code of Regulations §66262.34(d)(2) and Title 40 Code of Federal Regulations §262.34(d)(5)(ii) for generators of less than 1000 kilograms of

hazardous waste in any calendar month.

Following  notification and before facility operations are resumed in areas of the facility affected by the incident, the Emergency Coordinator shall notify the local UPA 
and the local fire department’s hazardous materials program, if necessary, that the facility is in compliance with requirements to: 
1. Provide for proper storage and disposal of recovered waste, contaminated soil or surface water, or any other material that results from an explosion, fire, or release at

the facility; and 
2. Ensure that no material that is incompatible with the released material is transferred, stored, or disposed of in areas of the facility affected by the incident until cleanup

procedures are completed. 
 

EMERGENCY RESPONSE 
PHONE NUMBERS: 

AMBULANCE, FIRE, POLICE AND CHP . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .   9-1-1
CALIFORNIA STATE WARNING CENTER (CSWC)/CAL OES. . . . . . . . . . . . . . . . . . . . . . . . . . . .  (800) 852-7550 

NATIONAL RESPONSE CENTER (NRC) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . (800) 424-8802 

POISON CONTROL CENTER . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . (800) 222-1222 

LOCAL UNIFIED PROGRAM AGENCY (UPA) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
C1. 

OTHER (Specify):  
C2. C3. 

NEAREST MEDICAL FACILITY / HOSPITAL NAME: 
C4. C5. 

AGENCY NOTIFICATION PHONE NUMBERS: CALIFORNIA DEPT. OF TOXIC SUBSTANCES CONTROL (DTSC)  . . . . (916) 255-3545 
REGIONAL WATER QUALITY CONTROL BOARD (RWQCB). . . . . . . . C6. 

U.S. ENVIRONMENTAL PROTECTION AGENCY (US EPA) . . . . . . . . . . . (800) 300-2193 
CALIFORNIA DEPT. OF FISH AND WILDLIFE (CDFW) . . . . . .  . . . . . . . . (916) 358-2900 

U.S. COAST GUARD (USCG) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  (202) 267-2180 

CAL OSHA . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . (916) 263-2800 
CAL FIRE OFFICE OF THE STATE FIRE MARSHAL (OSFM) . . . . . . .  . . (916) 323-7390 
OTHER (Specify): 

C7. C8. 

OTHER (Specify): 
C9. C10. 

A1. CERS ID #  A2. DATE OF PLAN PREPARATION/REVISION 
— — (MM/DD/YYYY)

County of Los Angeles Fire Dept.

F A 0 0 1 8 6 4 1 10267324 02/20/2019

Maintex, Inc.

13300 E Nelson Ave

City of Industry 91746-2302

Manufacturer/Distributor of Janitorial Cleaning Products

■ ■

■

■

(323) 890-4317
Varia Waste - Clean Up/Disposal Contractor (626) 278-3201

Kaiser Permanente (562) 463-4357

(213) 576-6600
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INTERNAL FACILITY EMERGENCY COMMUNICATIONS OR ALARM NOTIFICATION WILL OCCUR BY (Check all that apply): C11. 

 1. VERBAL WARNINGS;  2. PUBLIC ADDRESS OR INTERCOM SYSTEM;  3. TELEPHONE;
 4. PAGERS;  5. ALARM SYSTEM;  6. PORTABLE RADIO

NOTIFICATIONS TO NEIGHBORING FACILITIES THAT MAY BE AFFECTED BY AN OFF-SITE RELEASE WILL OCCUR BY (Check all that apply): C12. 

 1. VERBAL WARNINGS;  2. PUBLIC ADDRESS OR INTERCOM SYSTEM;  3. TELEPHONE;
 4. PAGERS;  5. ALARM SYSTEM;  6. PORTABLE RADIO

C13.EMERGENCY COORDINATOR CONTACT INFORMATION:         

PRIMARY EMERGENCY COORDINATOR NAME: PHONE NO.: 

ALTERNATE EMERGENCY COORDINATOR NAME: PHONE NO.: 

PHONE NO.:

PHONE NO.: 

 Check if additional Emergency Coordinator contact and address information is available onsite or by calling

Note: If more than one alternate emergency coordinator is designated, attach a list in order of responsibility.   

D.  EMERGENCY CONTAINMENT AND CLEANUP PROCEDURES 
Check the applicable boxes to indicate your facility’s procedures for containing spills and  preventing and mitigating releases, fires and/or explosions. 

 1. MONITOR FOR LEAKS, RUPTURES, PRESSURE BUILD-UP, ETC.;
D1. 

 2. PROVIDE STRUCTURAL PHYSICAL BARRIERS (e.g., Portable spill containment walls, built-in berms);
 3. PROVIDE ABSORBENT PHYSICAL BARRIERS (e.g., Pads, spill pigs, spill pillows);
 4. COVER OR BLOCK FLOOR AND/OR STORM DRAINS;
 5. LINED TRENCH DRAINS AND/OR SUMPS;
 6. AUTOMATIC FIRE SUPPRESSION SYSTEM;
 7. ELIMINATE SOURCES OF IGNITION FOR FLAMMABLE HAZARDS; 
 8. STOP PROCESSES AND/OR OPERATIONS;
 9. AUTOMATIC / ELECTRONIC EQUIPMENT SHUT-OFF SYSTEM;
 10. SHUT OFF WATER, GAS, ELECTRICAL UTILITIES; 
 11. CALL 9-1-1 FOR PUBLIC EMERGENCY RESPONDER ASSISTANCE AND/OR MEDICAL AID;
 12. NOTIFY AND EVACUATE PERSONS IN ALL THREATENED AND/OR IMPACTED AREAS;
 13. ACCOUNT FOR EVACUATED PERSONS IMMEDIATELY AFTER EVACUATION;
 14. PROVIDE PROTECTIVE EQUIPMENT FOR ON-SITE EMERGENCY RESPONSE TEAM;
 15. REMOVE CONTAINERS AND/OR ISOLATE AREAS; 
 16. HIRE LICENSED HAZARDOUS WASTE CONTRACTOR;
 17. USE ABSORBENT MATERIAL FOR SPILL CONTAINMENT;
 18. VACUUM SUCTION USING APPROPRIATE VACUUM (e.g., Intrinsically safe) FOR SPILL CONTROL AND/OR CLEANUP; 
 19. DECONTAMINATE PERSONNEL AND EQUIPMENT WITHIN DESIGNATED AREA AND DISPOSE OF WASTEWATER AS HAZARDOUS WASTE;
 20. PROVIDE SAFE TEMPORARY STORAGE OF HAZARDOUS WASTE GENERATED DURING EMERGENCY ACTIONS;
 21. OTHER (Specify): D2. 

E.  FACILITY EVACUATION
THE FOLLOWING ALARM SIGNAL(S) WILL BE USED TO BEGIN EVACUATION OF THE FACILITY (Check all that apply): E1. 

 1. BELLS;
 2. HORNS/SIRENS;
 3. VERBAL (i.e., Shouting); 
 4. OTHER (Specify):

E2. 

THE FOLLOWING LOCATION(S) WILL BE USED FOR AN EMERGENCY ASSEMBLY AREA(S) (e.g., Parking lot, street corner): E3. 

Note: The Emergency Coordinator must account for all onsite employees and visitors after evacuation. 
EVACUATION ROUTE S AND ALTERNATE EVACUATION ROUTES ARE DESCRIBED AS FOLLOWS: E4. 

 1. WRITTEN PROCEDURES DESCRIBING ROUTES, EXITS, AND ASSEMBLY AREAS;
 2. EVACUATION MAP(S) DEPICTING ROUTES, EXITS, AND ASSEMBLY AREAS;
 3. OTHER (Specify):  E5.

Note: Evacuation procedures and/or maps should be posted in visible facility locations and must be included in the Contingency Plan.  

F.  ARRANGEMENTS FOR EMERGENCY SERVICES 
ADVANCE ARRANGEMENTS FOR LOCAL EMERGENCY SERVICES (Check one of the following): 

 1. HAVE BEEN DETERMINED NOT NECESSARY;

F1. 

 2. THE FOLLOWING ARRANGEMENTS HAVE BEEN MADE (Specify): F2.

Note: Advance arrangements with local fire and police departments, hospitals, state and local emergency response teams, and/or emergency services 
contractors should be made for your facility, if necessary.  Large Quantity Generators must describe arrangements in the Contingency Plan.   

PHONE NO.:

■ ■ ■

■

■ ■

Betty Lui-Hong (626) 961-1988
Jose Guerrero (626) 961-1988

■ (626) 961-1988

■

■

■

■

■

■

■

■

■

■

■

■

■

■

■

■

■

■

■

■

■

Back and Side Parking Lot (See Evacuation Exit Plan)

■

■

■
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G.  EMERGENCY EQUIPMENT 
Check the applicable boxes to list emergency response equipment available at the facility, identify the location(s) where the equipment is kept, and indicate the 
equipment’s capability, if applicable.  

TYPE EQUIPMENT AVAILABLE G1.  LOCATION   G2.   CAPABILITY  G3.

EXAMPLE  CHEMICAL PROTECTIVE GLOVES SPILL RESPONSE KIT SINGLE USE, OIL RESISTANT ONLY
Safety 
and 
First Aid 

1. CHEMICAL PROTECTIVE SUITS, APRONS,
AND/OR VESTS

2. CHEMICAL PROTECTIVE GLOVES

3. CHEMICAL PROTECTIVE BOOTS

4. SAFETY GLASSES, GOGGLES, AND FACE 
SHIELDS

5. HARD HATS

6. AIR-PURIFYING RESPIRATORS

7. SELF-CONTAINED BREATHING APPARATUS 
(SCBA)

8. FIRST AID KITS 

9. PLUMBED EYEWASH FOUNTAIN AND/OR 
SHOWER

10. PORTABLE EYEWASH KITS AND/OR 
STATION

11. OTHER

Fire 
Fighting 

12. PORTABLE FIRE EXTINGUISHERS

13. FIXED FIRE SUPPRESSION SYSTEMS AND/
OR SPRINKLERS

14. FIRE ALARM BOXES 

15. OTHER

Spill 
Control  
and 
Clean-Up 

16. ALL-IN-ONE SPILL KIT

17. ABSORBENT MATERIAL

18. CONTAINER FOR USED ABSORBENT

19. BERM AND/OR DIKING EQUIPMENT

20. BROOM

21. SHOVEL

22. VACUUM

23. EXHAUST HOOD 

24. SUMP AND/OR HOLDING TANK

25. CHEMICAL NEUTRALIZERS

26. GAS CYLINDER LEAK REPAIR KIT

27. SPILL OVERPACK DRUMS

28. OTHER

Communi- 
cations 
and 
Alarm 
Systems 

29. TELEPHONES (e.g., Cellular)

30. INTERCOM AND/OR PA SYSTEM

31. PORTABLE RADIOS

32. AUTOMATIC ALARM CHEMICAL
MONITORING EQUIPMENT

Other 33. OTHER

34. OTHER

■

Production Single Use, Chemical Resistant
■

Production Single Use, Chemical Resistant
■

Production Single Use, Chemical Resistant
■

Production Single Use, Chemical Resistant
■

Production Multiple Use
■

Production Multiple Use, Chemical Resistant to vapors

■

Multiple locations in warehouse Variety of Safety Supplies
■

Multiple locations in warehouse Multiple Use
■

Multiple locations in warehouse Portable Eyewash

■

Multiple locations in warehouse For a Range of Fires
■

Throughout Warehouse Full Area Coverage
■

Multiple locations in warehouse Wide range

■

Near Aisles w/Finished Products Absorb., Mop & Bucket, Gloves, Apron
■

Near Aisles w/Finished Products Absorb., Mop & Bucket, Gloves, Apron
■

Near Aisles w/Finished Products Absorb., Mop & Bucket, Gloves, Apron
■

Back Lot Large Capacity

Multiple locations in warehouse General Cleaning

In production General Cleaning

In production Scrub Machine
■

Laboratory Removes vapors

■

Clarifier For accidental release

■

Individual Cellular
■

Throughout Warehouse Wide range
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H.  EARTHQUAKE VULNERABILITY 
Identify areas of the facility that are vulnerable to hazardous materials releases due to seismic motion. These areas require immediate isolation and inspection. 
VULNERABLE AREAS (Check all that apply): H1. LOCATIONS (e.g., Shop, outdoor shed, lab): H2. 

1. HAZARDOUS MATERIALS AND/OR WASTE STORAGE AREAS
2. PROCESS LINES AND PIPING
3. LABORATORY 
4. WASTE TREATMENT AREA

Identify mechanical systems vulnerable to releases / spills due to earthquake-related motion. These systems require immediate isolation and inspection.  
VULNERABLE SYSTEMS AND/OR EQUIPMENT (Check all that apply): H3. LOCATIONS: H4. 

1. SHELVES, CABINETS AND/OR RACKS
2. TANKS AND SHUT-OFF VALVES
3. PORTABLE GAS CYLINDERS
4. EMERGENCY SHUT-OFF AND/OR UTILITY VALVES
5. SPRINKLER SYSTEMS
6. STATIONARY PRESSURIZED CONTAINERS (e.g., Propane tank) 

I.  EMPLOYEE TRAINING 
Employee training is required for all employees and/or contractors handling hazardous materials and/or hazardous wastes during normal and/or emergency operations. 
Most facilities will need to submit a separate Training Plan. However, your CUPA may accept this section as the Training Plan for some small facilities.
Employee training plans may include the following content: 

 Applicable laws and regulations; 
 Emergency response plans and procedures;
 Safety Data Sheets;
 Hazard communication related to health and safety;
 Methods for safe handling of hazardous substances; 
 Hazards of materials and processes (e.g., fire, explosion, asphyxiation);
 Hazard mitigation, prevention and abatement procedures;
 Coordination of emergency response actions;
 Notification procedures for local emergency responders, CUPA, 

Cal OES, and onsite personnel;

 Communication and alarm systems;
 Personal protective equipment;
 Use and maintenance of emergency response equipment and supplies

(e.g. Fire extinguishers, respirators, spill control materials);
 Decontamination procedures;
 Evacuation procedures and evacuation staging locations;
 Identification of facility areas, equipment, and systems vulnerable to

earthquakes and other natural disasters. 

 OTHER (Specify):

Check the applicable boxes below to indicate how the employee training program is administered. 

 1. FORMAL CLASSROOM  2. VIDEOS  3. SAFETY MEETINGS  4. STUDY GUIDES / MANUALS I1. 

 5. OTHER (Specify): I2. 

 6. NOT APPLICABLE SINCE FACILITY HAS NO EMPLOYEES
 7. CHECK IF A SEPARATE EMPLOYEE TRAINING PLAN IS USED AND UPLOADED TO CERS AS A PDF DOCUMENT 
 8. CHECK IF EMPLOYEE TRAINING IS COVERED BY THE ABOVE REFERENCED CONTENT AND OTHER DOCUMENTS ONSITE

I3. 
I4.

EMPLOYEE TRAINING FREQUENCY AND RECORDKEEPING TRAINING MUST BE: 
 Provided initially for new employees as soon as possible following the date of hire.  New employees should not work in an unsupervised position that involves 

hazardous materials handling and/or hazardous waste management without proper training; 
 Provided within six months from the date of hire for new employees at a large quantity generator;
 Ongoing and provided at least annually;
 Amended prior to a change in process or work assignment;
 Given upon modification to the Emergency Response/Contingency Plan. 

Large Quantity Generator Training: Large quantity generators (1,000 kg or more) must retain written plan and documentation of employee training which includes: 
 A written description of the type and amount of both initial and ongoing training that will be given to persons filling each job position having responsibility for hazardous

waste management and/or emergency response. 
 The name, job title and job description for each position at the facility related to hazardous waste management.
 Current employee training records must be retained until closure of the facility and former employee training records must be retained for at least three years after

termination of employment.

Small Quantity Generator Training: Small quantity generators (less than 1,000 kg) must include basic hazardous waste management and emergency response 
procedures but a written employee training plan and training records are not required.  In order to show that the facility has met the small quantity generator employee 
training requirement, an employee training plan and training records may be made available. 

Hazardous Materials Business Plan Training: Businesses must provide initial and annual employee training that includes the content referenced above.  The training 
may be based on the job position and training records must be made available for a period of at least three years.  

J.  LIST OF ATTACHMENTS 
Check one of the following: 

 1. NO ATTACHMENTS ARE REQUIRED; or 
J1. 

 2. THE FOLLOWING DOCUMENTS ARE ATTACHED: J2.

■

■

■

Production, Lab, Dike Areas

■

■

■

■

Warehouse, Production

■

■

■

■

Emergency Exit Plan Map, Site Map, Aerial Site Map





MAYFIELD PAPER COMPANY 
DISASTER PREPAREDNESS PLAN  
June 5, 2019 
 
Locations: 
 
Mayfield Paper Company has six locations in Texas. 
 San Angelo 
 Odessa 
 Lubbock 
 Abilene 
 Amarillo 
 Wichita Falls 
 
Each location is somewhat independent from the other locations: 

• Stocks inventory sufficient for 2-4 weeks of operation.  
• Has personnel sufficient to operate independently. 
• Has delivery fleet and qualified drivers for movement of merchandise to customers. 
• Has dedicated local sales force. 
• Has qualified customer support staff. 
• Has local manager with broad authority to operate the branch. 
• Has redundant telecommunications and network connections. 

 
Location interdependence: 

• Purchasing function is centrally located in San Angelo. 
• Accounting function is centrally located in San Angelo. 
• Human Resources function is centrally located in San Angelo. 
• Some vendor shipments are concentrated in San Angelo and Lubbock and then redistributed to 

the other branches as needed.  San Angelo and Lubbock have sufficient equipment and 
personnel to accommodate this structure. 

 
IT and Communication 

• Servers are located in a secure third-party site with redundant network connections, emergency 
power backup, and 24/7 hands-on operators to assist when needed. 

• IT systems are remotely managed by Mayfield Paper staff. 
• Offsite backups are created and maintained multiple times per day. 
• A separate off-site server farm is available in the event the primary server facility is unavailable.  

Ramp up time to go live from backups is approximately 4 hours.  Existing secondary network 
connections at each branch would be used in this scenario. 

• All personnel connect to the computer system through Remote Terminal Services, making it 
possible to work from our physical location or anywhere that has available internet connectivity. 

 
Supply Chain 

• We purchase inventory from sources throughout the United States. 
• Many of our suppliers have redundant manufacturing facilities. 
• Shipments are made via common carriers. 



• Many of our products are available from competing suppliers, so product types are available 
from multiple sources. 

 
Vulnerabilities 
 
Fire 

• Paper goods and janitorial supplies are combustible. 
• Several of our location have fire detection and sprinkler systems. 
• Fire Department Locations are relatively close to each facility; however, any fire would be very 

disruptive to operations due to water and smoke damage. 
• A partial fire loss would require movement of inventory from the other warehouses, which 

might create a general shortage across the company. 
• A total fire loss would require servicing major customers from other branches, which would put 

a major strain on the servicing locations. 
• Business continuity insurance would mitigate some of the financial losses. 

 
Tornado 

• Damage to the buildings could be significant. 
• Water damage to the inventory could be a factor. 
• Vehicles are parked outside and might be damaged. 
• Water, power and communication services could be interrupted for significant amount of time. 
• Recovery scenario is similar to Fire loss. 

 
Flood 

• None of our locations are subject to seasonal flooding. 
 
General Discussion 

• Risk of significant disaster losses are mitigated by our geographical distribution across Texas.  No 
one instance of natural disaster is likely to affect multiple locations. 

• Each branch generates roughly the same net contribution to the whole, so interruption at one 
location will not overwhelm the rest of the company. 

• Key redundancies regarding IT and telecommunications are in place and tested regularly. 
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The Ohio & Michigan Paper Company 
350 4th Street – Ampoint Industrial Complex 

Perrysburg, OH 43551 
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A. Supply Chain and Transportation of Hazardous Material 
• The Ohio & Michigan Paper Co. (OMPCO) deals in the buying and selling of goods 

marked as hazardous i.e. industrial degreasers and cleaners and concentrates, floor 
finishes, alcohols, lubricants, etc. 

• Transportation of such material is handled by inbound third-party providers and 
supplier private fleets licensed, insured, and certified to do so. 

• Outbound transportation to our customers is handled by company-trained, licensed, 
insured and certified company-employed drivers. 

i. Internal handling of such material is solely done by safety-trained 
warehouse staff 

 
 
 

B. Natural Disaster Preparedness 
• OMPCO is located in the Great Lakes region of the United States 

i. Single (1) location in Perrysburg, OH serving an approximately 120 mile 
radius from brick and mortar office and distribution center 

1. Flooding and severe weather is common in the region and our 
warehouse and delivery personal have a safety meeting daily to 
properly route for disruptive weather. 

2. We will not deliver during extremely high wind, tornado warnings, 
or snow emergencies as dictated by the local sheriff’s departments 
and other emergency warning systems. 

ii. OMPCO carries safety stock to ensure proper, timely delivery if inbound 
product shipments are delayed due to weather, or other natural disaster 
emergencies. 

iii. On-hand OMPCO stock is sufficient to supply customers in the event of a 
local or regional natural disaster where a demand spike is possible due to 
the destruction of a customer’s place of business. 

 
 
 

C. Business Disruption 
• OMPCO is a member/owner of Strategic Market Alliance (SMA). 

i. SMA allows us to partner quickly with other regional members to deliver 
like product on time and without significant delay if normal business is 
disrupted due to an internal failure or natural disaster. 

• OMPCO works with 3rd party distribution. 
i. OMPCO partners with several re-distribution platforms that will allow for 

like product to be delivered to customers within 24-72 hours of any 
disruption of normal business. 

1. These redistribution partners also offer buffer stock that is easily 
obtainable inside the regular lead times of our direct 
suppliers/manufacturers in the occurrence of a demand spike due 
to disruption in the normal supply chain. 

2. OMPCO also has the ability to open a “virtual warehouse” due to 
the destruction or partial destruction of our distribution facility. 





Paper Chemical Supply Company  
North Charleston, Warehouse 

South Carolina 
Emergency Action Plan 

 
Developed by: G. Moyer June 2010 
Revised by: M. Massey May 2015 
Revised by: Rose Porter March 2019 

 
 
I. Purpose: 

 
Paper Chemical Supply Co is dedicated to the protection of its employees from emergencies such 
as tornadoes and fires. When emergencies do occur, our Emergency Action Plan (EAP) is 
initiated. This EAP is in place to ensure employee safety from emergencies during regular hours 
and after hours. It provides a written document detailing and organizing the actions and 
procedures to be followed by employees in case of a workplace emergency. 

 
OSHA's Emergency Action Plan requirements, found at 29 CFR 1926.35, require Paper 
Chemical Supply Company to have a written Emergency Action Plan (EAP). This EAP 
addresses emergencies that our company expects may reasonably occur at any of our 
construction sites. 

 
The EAP communicates to employees, policies and procedures to follow in emergencies. This 
written plan is available, upon request, to employees, their designated representatives, and any 
OSHA officials who ask to see it. 

 
The Safety & Compliance Coordinator is responsible for reviewing and updating the plan as 
necessary. Copies of this plan may be obtained from him/her. 

 
The company CEO has full authority to decide to implement the EAP if he/she believes an 
emergency might threaten human health. 

 
The Safety & Compliance Coordinator or a supervisor can be contacted regarding further 
information about the written Emergency Action Plan or an explanation of duties under this plan. 

 
If, after reading this plan, you find that improvements can be made, please contact the Safety & 
Compliance Coordinator. We encourage all suggestions because we are committed to the success 
of our Emergency Action Plan. We strive for clear understanding, safe behavior, and 
involvement in the program from every level of the company.



 
II. Procedures for reporting a fire or other emergency: 

 
If a fire or other emergency arises, employees are expected to report the emergency to their 
immediate supervisor and/or one of the designated Safety Supervisors. The current on site 
Safety Supervisors is Chris Thomas. It is their duty to contact and notify the appropriate 
emergency response team in the event of a fire or other emergency. 

 

Police Department North Charleston Police Dept.  
Dispatching  

(843) 740-2800 

Fire Department North Charleston Fire Dept. #7  
(fire marshal)  

(843) 740-2616 

 
 

III. In case of an emergency evacuation, the exit route assignments are as follows: 
 

The customer service department and purchasing department shall evacuate the building through 
the front door (or nearest warehouse exit). 

 
The warehouse employees shall evacuate the building through the nearest emergency exit. 

 
 

IV. . In the event of an emergency evacuation: 
 

All employees shall immediately follow their exit route assignment and convene in the front 
parking lot.  At that time, department supervisors shall do a head count to take note of any 
missing employees.  The company CEO shall double check to ensure that all supervisors are 
accounted for and receive notification from them if any subordinates are not accounted for.  The 
appropriate emergency response team (i.e. fire department, police department, etc.) shall be 
notified immediately by one of the company safety supervisors. 

 
Department supervisors must be aware of the locations of those employees working on a 
particular day when an emergency occurs, as well as suppliers, customers, and other non- 
employees on the premises, when an emergency occurs, and be aware of who is absent or 
otherwise away from the premises. Accounting for employees and non-employees will aid local 
responding fire/rescue departments in determining whether rescue efforts are necessary. 



V. TORNADO TAKE COVER EMERGENCY PLAN is as follows: 
1. In the event of a tornado warning, Paper Chemical Supply will be alerted by the PUBLIC ADDRESS 

SYSTEM ANNOUNCEMENT.  
2. Once the announcement is received from the Emergency broadcasting system the CEO will have a 

manager to announce the Tornado alert over the PA system.  
3. The policy of Paper Chemical Supply in the event of a tornado or tornado warning is for all employees 

and customers to take cover.  
4. DO NOT EVACUATE.  
5. The designated safety areas for both the warehouse and inner offices are the following: 

a) The warehouse restrooms 
b) The inner office’s restrooms 
c) The inner office’s with no windows 

6. Each supervisor will direct employees to the areas referenced above that are most safe for their location 
at the time of the alert.  

7. Department supervisors must be aware of the locations of those employees working on a particular day 
when a tornado alert occurs, as well as suppliers, customers, and other non- employees on the premises, 
when an emergency occurs, and be aware of who is absent or otherwise away from the premises.  
 

VI. The Safety & Compliance Coordinator shall be responsible for ensuring that all company employees 
have received a copy of the EAP. He/she shall also be contacted by employees who need another copy. 

 
VII. The Safety Supervisors shall be contacted by employees who require more information about the 
EAP or an explanation of their duties under the plan. 

 
VIII. Training 

 
The Safety & Compliance Coordinator and Safety Supervisor(s) shall be designated by the company CEO to 
train employees on this plan, when necessary, to assist in a safe and orderly evacuation of other employees. 

 
IX. Review of emergency action plan: 

 
This plan shall be reviewed annually by the Safety & Compliance Coordinator in conjunction with the Safety 
Supervisor(s) and company CEO.  Any time that this Emergency Action Plan is changed, the Safety & 
Compliance Coordinator shall be responsible for supplying each employee with the most recent and up-to-
date copy. 

 
Department supervisors or a Safety Supervisor will review the EAP with each employee covered by the plan 
when: 

a. When the plan is developed or the employee is assigned initially to a job 
b. When the employee’s responsibilities under the plan change 
c. When the plan is changed. 

 
X. Appendix  

 
(Included is the floor plan for evacuation.) 
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Paper Chemical Supply Company 
Pooler Warehouse  

Emergency Action Plan 
 
Developed by: G. Moyer June 2010 
Revised by: M. Massey May 2015 
Revised by: Rose Porter March 2019 

 
 
I. Purpose: 

 
Paper Chemical Supply Co is dedicated to the protection of its employees from emergencies such 
as tornadoes and fires. When emergencies do occur, our Emergency Action Plan (EAP) is 
initiated. This EAP is in place to ensure employee safety from emergencies during regular hours 
and after hours. It provides a written document detailing and organizing the actions and 
procedures to be followed by employees in case of a workplace emergency. 

 
OSHA's Emergency Action Plan requirements, found at 29 CFR 1926.35, require Paper 
Chemical Supply Company to have a written Emergency Action Plan (EAP). This EAP 
addresses emergencies that our company expects may reasonably occur at any of our 
construction sites. 

 
The EAP communicates to employees, policies and procedures to follow in emergencies. This 
written plan is available, upon request, to employees, their designated representatives, and any 
OSHA officials who ask to see it. 

 
The Safety & Compliance Coordinator is responsible for reviewing and updating the plan as 
necessary. Copies of this plan may be obtained from him/her. 

 
The company CEO has full authority to decide to implement the EAP if he/she believes an 
emergency might threaten human health. 

 
The Safety & Compliance Coordinator or a supervisor can be contacted regarding further 
information about the written Emergency Action Plan or an explanation of duties under this plan. 

 
If, after reading this plan, you find that improvements can be made, please contact the Safety & 
Compliance Coordinator. We encourage all suggestions because we are committed to the success 
of our Emergency Action Plan. We strive for clear understanding, safe behavior, and 
involvement in the program from every level of the company.



 
II. Procedures for reporting a fire or other emergency: 

 
If a fire or other emergency arises, employees are expected to report the emergency to their 
immediate supervisor and/or one of the designated Safety Supervisors. The current Safety 
Supervisors include: Derrick Arthur, Anne Porter. It is their duty to contact and notify the 
appropriate emergency response team in the event of a fire or other emergency. 

 

Police Department City of Pooler Police Dept.  
Dispatching  

912-748-7333 
912-652-6500 

Fire Department Pooler Fire Dept. #2  
(fire marshal)  

912-748-7012 
912-748-6652 ext:303 

 
 

III. In case of an emergency evacuation, the exit route assignments are as follows: 
 

The customer service department evacuates the building through the front door (or nearest 
warehouse exit). 
 
The accounting department shall evacuate the building through the front doors (or nearest exit). 

   
   The warehouse employees and all others shall evacuate the building through the nearest      
emergency exit. 
 

The service department shall evacuate to the nearest emergency exit.  
 
 

IV. . In the event of an emergency evacuation: 
 

All employees shall immediately follow their exit route assignment and convene in the front 
parking lot.  At that time, department supervisors shall do a head count to take note of any 
missing employees.  The company CEO shall double check to ensure that all supervisors are 
accounted for and receive notification from them if any subordinates are not accounted for.  The 
appropriate emergency response team (i.e. fire department, police department, etc.) shall be 
notified immediately by one of the company safety supervisors. 

 
Department supervisors must be aware of the locations of those employees working on a 
particular day when an emergency occurs, as well as suppliers, customers, and other non- 
employees on the premises, when an emergency occurs, and be aware of who is absent or 
otherwise away from the premises. Accounting for employees and non-employees will aid local 
responding fire/rescue departments in determining whether rescue efforts are necessary. 



V. TORNADO TAKE COVER EMERGENCY PLAN is as follows: 
1. In the event of a tornado warning, Paper Chemical Supply will be alerted by the PUBLIC ADDRESS 

SYSTEM ANNOUNCEMENT.  
2. Once the announcement is received from the Emergency broadcasting system the CEO will have a 

manager to announce the Tornado alert over the PA system.  
3. The policy of Paper Chemical Supply in the event of a tornado or tornado warning is for all employees 

and customers to take cover.  
4. DO NOT EVACUATE.  
5. The designated safety areas for both the warehouse and inner offices are the following: 

a) The warehouse restrooms 
b) The inner office’s restrooms 
c) The inner office’s with no windows 

6. Each supervisor will direct employees to the areas referenced above that are most safe for their location at 
the time of the alert.  

7. Department supervisors must be aware of the locations of those employees working on a particular day 
when a tornado alert occurs, as well as suppliers, customers, and other non- employees on the premises, 
when an emergency occurs, and be aware of who is absent or otherwise away from the premises.  
 

VI. The Safety & Compliance Coordinator shall be responsible for ensuring that all company employees 
have received a copy of the EAP. He/she shall also be contacted by employees who need another copy. 

 
VII. The Safety Supervisors shall be contacted by employees who require more information about the 
EAP or an explanation of their duties under the plan. 

 
VIII. Training 

 
The Safety & Compliance Coordinator and Safety Supervisor(s) shall be designated by the company CEO to 
train employees on this plan, when necessary, to assist in a safe and orderly evacuation of other employees. 

 
IX. Review of emergency action plan: 

 
This plan shall be reviewed annually by the Safety & Compliance Coordinator in conjunction with the Safety 
Supervisor(s) and company CEO.  Any time that this Emergency Action Plan is changed, the Safety & 
Compliance Coordinator shall be responsible for supplying each employee with the most recent and up-to-
date copy. 

 
Department supervisors or a Safety Supervisor will review the EAP with each employee covered by the plan 
when: 

a. When the plan is developed or the employee is assigned initially to a job 
b. When the employee’s responsibilities under the plan change 
c. When the plan is changed. 

 
X. Appendix  

 
(Included is the floor plan for evacuation.) 
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Paper Chemical Supply Company 
Corporate Location 

Emergency Action Plan 
 
Developed by: G. Moyer June 2010 
Revised by: M. Massey May 2015 
Revised by: Rose Porter March 2019 

 
 
I. Purpose: 

 
Paper Chemical Supply Co is dedicated to the protection of its employees from emergencies such 
as tornadoes and fires. When emergencies do occur, our Emergency Action Plan (EAP) is 
initiated. This EAP is in place to ensure employee safety from emergencies during regular hours 
and after hours. It provides a written document detailing and organizing the actions and 
procedures to be followed by employees in case of a workplace emergency. 

 
OSHA's Emergency Action Plan requirements, found at 29 CFR 1926.35, require Paper 
Chemical Supply Company to have a written Emergency Action Plan (EAP). This EAP 
addresses emergencies that our company expects may reasonably occur at any of our 
construction sites. 

 
The EAP communicates to employees, policies and procedures to follow in emergencies. This 
written plan is available, upon request, to employees, their designated representatives, and any 
OSHA officials who ask to see it. 

 
The Safety & Compliance Coordinator is responsible for reviewing and updating the plan as 
necessary. Copies of this plan may be obtained from him/her. 

 
The company CEO has full authority to decide to implement the EAP if he/she believes an 
emergency might threaten human health. 

 
The Safety & Compliance Coordinator or a supervisor can be contacted regarding further 
information about the written Emergency Action Plan or an explanation of duties under this plan. 

 
If, after reading this plan, you find that improvements can be made, please contact the Safety & 
Compliance Coordinator. We encourage all suggestions because we are committed to the success 
of our Emergency Action Plan. We strive for clear understanding, safe behavior, and 
involvement in the program from every level of the company.



 
II. Procedures for reporting a fire or other emergency: 

 
If a fire or other emergency arises, employees are expected to report the emergency to their 
immediate supervisor and/or one of the designated Safety Supervisors. The current 
Supervisor for this location is Michael Guinup (912-650-9765). It is their duty to contact 
and notify the appropriate emergency response team in the event of a fire or other 
emergency. 

 

Police Department Savannah Chatham Metropolitan Police 

 
(912) 651-6990 

Fire Department Chatham Fire Dept. #12  
 

(912) 354-1011 

 
 

III. In case of an emergency evacuation, the exit route assignments are as follows: 
 

The purchasing department shall evacuate the building through one of the two front doors (or 
nearest exit). 

 
The accounting department shall evacuate the building through one of the two front doors (or 
nearest exit). 

 
IV. . In the event of an emergency evacuation: 

 
All employees shall immediately follow their exit route assignment and convene in the front 
parking lot.  At that time, department supervisors shall do a head count to take note of any 
missing employees.  The company CEO shall double check to ensure that all supervisors are 
accounted for and receive notification from them if any subordinates are not accounted for.  The 
appropriate emergency response team (i.e. fire department, police department, etc.) shall be 
notified immediately by one of the company safety supervisors. 

 
Department supervisors must be aware of the locations of those employees working on a 
particular day when an emergency occurs, as well as suppliers, customers, and other non- 
employees on the premises, when an emergency occurs, and be aware of who is absent or 
otherwise away from the premises. Accounting for employees and non-employees will aid local 
responding fire/rescue departments in determining whether rescue efforts are necessary. 



V. TORNADO TAKE COVER EMERGENCY PLAN is as follows: 
1. In the event of a tornado warning, Paper Chemical Supply will be alerted by the PUBLIC ADDRESS 

SYSTEM ANNOUNCEMENT.  
2. Once the announcement is received from the Emergency broadcasting system the CEO will have a 

manager to announce the Tornado alert over the PA system.  
3. The policy of Paper Chemical Supply in the event of a tornado or tornado warning is for all employees 

and customers to take cover.  
4. DO NOT EVACUATE.  
5. The designated safety areas for both the warehouse and inner offices are the following: 

a) The inner office’s restrooms 
b) The inner office’s with no windows 

6. Each supervisor will direct employees to the areas referenced above that are most safe for their location 
at the time of the alert.  

7. Department supervisors must be aware of the locations of those employees working on a particular day 
when a tornado alert occurs, as well as non- employees on the premises, when an emergency occurs, and 
be aware of who is absent or otherwise away from the premises.  
 

VI. The Safety & Compliance Coordinator shall be responsible for ensuring that all company employees 
have received a copy of the EAP. He/she shall also be contacted by employees who need another copy. 

 
VII. The Safety Supervisors shall be contacted by employees who require more information about the 
EAP or an explanation of their duties under the plan. 

 
VIII. Training 

 
The Safety & Compliance Coordinator and Safety Supervisor(s) shall be designated by the company CEO to 
train employees on this plan, when necessary, to assist in a safe and orderly evacuation of other employees. 

 
IX. Review of emergency action plan: 

 
This plan shall be reviewed annually by the Safety & Compliance Coordinator in conjunction with the Safety 
Supervisor(s) and company CEO.  Any time that this Emergency Action Plan is changed, the Safety & 
Compliance Coordinator shall be responsible for supplying each employee with the most recent and up-to-
date copy. 

 
Department supervisors or a Safety Supervisor will review the EAP with each employee covered by the plan 
when: 

a. When the plan is developed or the employee is assigned initially to a job 
b. When the employee’s responsibilities under the plan change 
c. When the plan is changed. 

 
X. Appendix  

 
(Included is the floor plan for evacuation.) 
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Philip Rosenau Co., Inc. Safety Policy 
 
 
 
 
The success of Philip Rosenau Co., Inc. depends on the safety and wellbeing of all employees. 
It is up to each of us to ensure that we practice safety as part of our daily work routine. 
Employees must recognize and support this as a condition of employment. Philip Rosenau Co., 
Inc. firmly believes that all accidents are preventable and that we all must embrace our goal of 
ZERO accidents. Each employee is responsible for their own safety, valuing that of their co-
workers, and for ensuring that company’s business activities do not negatively affect the safety 
of our customers and the general public. 
 
 
That said, it is management’s duty to create an environment in which employees understand the 
importance of this responsibility. To meet this objective, management will actively be involved 
with employees in establishing an effective safety program. To be successful, such a program 
must embody the proper attitude toward injury and illness prevention. Only through a 
cooperative, company-wide effort, can our safety program exist and continuously improve. 
 
 
Members of our management team will participate in ongoing safety and health program 
activities by: 
 

• Promoting Safety Committee participation by employees and supervisors 
• Providing safety and health education and training 
• Reviewing and updating safe work practices and employee expectations 

 
 
It is our policy that employees immediately report any/all incidents, injuries, and unsafe 
conditions to their supervisor or any member of the management team.   
All employee recommendations to improve safety and health conditions are encouraged and will 
be given thorough consideration by our management team.   
 
 
 
 
John Rosenau 
President  
Philip Rosenau Co., Inc. 
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Section 1   Safety and Health Responsibilities (see below outline)  
 
Management 
• Oversees design, implementation, and execution of our Safety Program 
• Provides leadership and resources 
• Assigns safety and health responsibilities to managers 
• Holds managers accountable for their assigned safety and health roles 
• Sets an example by following required safety and health rules & practices 
• Reviews accident reports 
• Ensures that a reliable system is in place for employees to report conditions that could be 

hazardous 
• Takes part in and supports involvement in the Safety Program 
• Follows up on suggestions from supervisors, employees, or the safety committee  
• Takes prompt action when becoming aware of hazards or unsafe acts 
• Enforces specific rules or procedures are followed to reduce risk 
• Provides required personal protective equipment and assure its proper use and care. 
• Ensure that all accidents or near-misses are promptly reported, fully investigated in 

determining root cause, and well documented 
• Follows accident and injury trends to steer efforts towards problem areas Analyzes trends 

for the purpose of processes, design, or equipment changes 
• Is knowledgeable  of federal and state workplace safety and health regulations 
• Assures that all employees receive safety and health training 
• Aids in the development and implementation of emergency procedures 
• Evaluates employee safety and health performance 
• Eliminates hazardous ‘short cuts’ employees may take 
• Enforces safe work procedures and rules consistently and fairly 
• Provides continuing on-the-job training in safe work procedures. 
• Assures each staff member knows what to do in the event of an emergency 
• Ensures accurate recordkeeping 
• Routinely conducts safety toolbox talks in enhancing our safety culture 
• Ensures that all chemicals we buy have a Safety Data Sheet 
• Routinely follows up with employees out of work due to a work related injury 
 
Employees 
• Know about the Safety and Loss Prevention Program, and follow all safety and health 

rules, work practices and regulations 
• Use all required safety devices and personal protective equipment 
• Perform work tasks in a safe manner, and do not take unsafe “short cuts” 
• Keep a clean and neat work area 
• Conduct daily inspection of the work area & equipment looking for unsafe conditions 
• Report any and all injuries to the supervisor 
• Know what to do in case of an emergency 
• While out of work on a work related injury make routine contact with their supervisor to 

keep the up to date on your recovery 
  

Safety Coordinator 
• Advises management on safety and health incidents or potential issues  
• Keeps current on safety and health regulations and practices 
• Serves as a participant in the safety and health committee 
• Ensures that safety and health training is conducted 
• Supports the investigation of accidents and near-miss incidents 
• Assists in hazard analysis of equipment and processes 
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Section 2   New Employee Safety Orientation  
 
 
Commitment to Safety 
 
The wellbeing of our employees is our top priority. Philip Rosenau Co., Inc. strives to 
provide the safest work environment possible.  Management welcomes suggestions and 
concerns from all individuals to help make our business a safe place to work. Compliance 
with all safety rules is mandatory for all employees and visitors.  
 
 
 
Safety Orientation 
 
New employees will receive a Safety Orientation prior to working. This is to include a 
review of the company’s Safety Policy Manual and the locations where it is kept for 
employee access.   
 
 
Distribution Center and Service Department employees are to initial the individual topics 
on the “New Employee Orientation” form as each topic is discussed.  The employee then 
signs at the bottom of the document after completing training.  Copies are to be provided 
to the employee. 
 
 
 
New employees are given a tour of the facility including: 
 
 Location of each department, office and training center 
 First aid kits 
 Eyewash/quick drenching 
 Spill containment areas 
 Fire extinguishers 
  
 Some of the dangers discussed in this orientation. 
 
 
 
 
 
 
 
See Attachment A: New Employee Orientation  
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Section 3   Safety Violations and Corrective Action 
 
 
Objective 
The primary objective of the Philip Rosenau Co., Inc. Safety Program is to provide a safe 
work environment for all employees.  Each employee is responsible for complying with the 
provisions of the Safety Program. However, when Safety Policies and Procedures are 
violated, or individuals are repeatedly involved in accidents or infractions, disciplinary 
action must be administered. The intent is to emphasize the severity of the situation, and 
to bring about desired improvement and behavioral change.  
 
 
Progressive Disciplinary Procedure 
When an employee is observed committing an unsafe act the issue and/or opportunity is 
to be immediately addressed by a manager. The violation and what is acceptable will be 
explained.  To ensure employee compliance with safe work practices and procedures, the 
following disciplinary process will be administered. 
 
 
1st Stage (Verbal) 
The manager will discuss the employee’s behavior in private. All aspects of the issue are 
to be covered. The employee is told the area(s) in which behavior modification is 
expected. It must be made clear to the employee that if corrective action on their part is 
not demonstrated, more severe action will be necessary.  Discussion/outcome will be 
documented. 
Failure to comply with minor safety rules involves a verbal warning. 
 
 
2nd Stage (Written) 
If the behavior has not improved a second meeting is held. The format for the second 
meeting is the same as Stage 1. The manager will prepare a written summary of the 
behavior/issue being addressed. The employee is informed that if the situation is not 
improved upon, suspension or termination of their employment will occur. 
Discussion/outcome will be documented. 
 
 
3rd Stage (Suspension or Termination) 
If the behavior continues, and the disciplinary actions of stage 2 have been fulfilled, 
suspension or termination will occur.  Discussion/outcome will be documented. 
 
 
Gross Misconduct 
Disciplinary action for gross misconduct (e.g. driving a company vehicle without a license, 
smoking in the warehouse) will be subject to immediate suspension.  
Ongoing investigation/review can lead to termination. 
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Section 4   Accident Reporting and Investigation 
 
Purpose 
To establish an accident or near-miss investigation program that will allow Philip Rosenau 
Company to eliminate potential or reoccurring accidents or injuries 
 
 
Definitions 
 ACCIDENT:  An unexpected event that may or may not result in injury, or damage to  
  property, equipment, or product.   
 
 NEAR MISS: An event where no injury occurred or damage was done, but the potential 
  for either or both was present 
 
Procedure 
 
Philip Rosenau Co., Inc. follows a 4 step process for investigating accidents: 
 

1) Reporting  It is everyone’s responsibility to immediately report to their 
manager all accidents or near misses that they are involved in or observe. 

2) Investigation and Anaysis Initially ensure that the injured employee is 
provided with the appropriate care and that the surrounding work area is 
secured if necessary. Investigations must be conducted as soon as 
possible, and may include at a minimum documentation of conditions, 
photographs of the scene, witness interviews, contributing causes and 
root causes, and corrective actions. 

3) Corrective Action  Detail when steps to correct the situation will be taken 
by whom  

4) Follow Up  At a pre-established point in time follow up on corrective 
action in testing results 

 
 
Management Role 
Management is responsible for reporting accidents to insurance carriers and regulatory 
agencies, maintaining OSHA records, ensuring incidents are appropriately investigated 
and corrective actions are completed. 
 
OHSA Accident Reporting Requirement 

1) Within 8 hours after the death of any employee from a work-related incident.   
2) Within 24 hours after in-patient hospitalization of one or more employees, 

amputation or loss of an eye  
 
 

Philip Rosenau Co., Inc. will report online, by telephone, or in person to the Area Office of 
the Occupational Safety and Health Administration (OSHA), U.S. Department of Labor.  

 
OSHA Contact Info 
OSHA toll-free central telephone number 1-800-321-OSHA              

1-800-321-6742 

Area Office (215) 597-4955 
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Steps Interviewing The Witnesses & Injured Employee 
 
 
• Interview witness promptly and separately. 

o The sooner the interview the fresher the information 
o Groups tend to influence each other 

• Reassure the witness of the investigation’s purpose. 
o Do not make the witness feel like what he/she says will get the injured 

employee into any trouble. 
• Get the witness’ version with minimal interruptions. 

o With a lot of interruptions the witness has a tendency to forget important 
items. 

• Direct questions to clarify and fill in missing parts. 
o Do not ask questions that imply answer, wanted or not wanted. 
o Let the witness talk, listening can be more important than asking questions.  

Listen for clues that might help in leading the investigation. 
• Summarize your understanding of what the witness related to you. 

o Always make sure you understand what the witness has just told you. 
o Do not say anything that lays blame on anyone. 
o  Make the witness feel like there is partnership in the investigation. 

• Next, interview the injured employee using the same tools and techniques 
as outlined above. 

• When completed with the interviewing process hold a review session to 
discuss the findings and document your findings on the Accident/Incident 
Report.  

 
 
The time you spend investigating one accident could save you time and money 
that’s involved in a reoccurrence. 

 
 
 
 
 
See Attachment B: Incident Report 
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Section 5   Return to Work Policy 
 
Purpose 
 
The purpose of the Return to Work (RTW) program is to enable an employee who 
sustains a work-related injury or illness to return to his/her original job duties as soon as 
possible. This program is designed to minimize the disruption and costs that can 
accompany a work related injury or illness by providing temporary transitional or modified 
work duties to the employee.    
 
RTW is an approach to help employees return to safe and productive work activities as 
soon as physically possible. Early assistance allows the injured worker to maintain a 
positive connection to the workplace and can alleviate many of the employee’s frustrations 
and concerns. 
 
 
 
Benefits  
 
Employer 

• Reduces likelihood of fraudulent claims 
• Receives production for wages being paid 
• May speed up healing process 

 
Employee 

• Increases self-esteem 
• Promotes good morale throughout company 
• Keeps employee mentally and physically acclimated to the work schedule 
• Maintains contact with co-workers which encourages faster return to the job 
• Reduces negative financial impact of the injury/illness 

 
 
 
Our Program  
 
If an employee sustains a workers compensation compensable injury, and is not 
physically capable of returning to full duty, the return-to-work program may provide an 
opportunity for the employee to perform a temporary assignment in which the employee's 
regular or temporary position, is modified as necessary to accommodate the employee's 
physical capacities.  
 
It is policy of Philip Rosenau Company that the injured employee will return to work as 
soon as medically advisable following an injury.  The process of returning the employee to 
work will be closely monitored by the management, the treating physician, and our 
insurance provider.   
 
 
 
 
See Attachment C: Sample Job Offer Letter 
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Section 6   Facility Inspection Plan 
 
Policy 
 
It should be the objective of every Philip Rosenau Co., Inc. employee to remove from the 
workplace or minimize the potential effect of identifiable safety hazards and unsafe 
conditions. This attitude towards our workplace will help protect employees from personal 
injury and prevent health hazards. Philip Rosenau Co., Inc. must work towards designing 
systems of injury prevention. To aid in accomplishing this task, a formal inspection 
program for all areas in the workplace has been established.  
 
 
 
 
Hazard reporting Minimum Requirements 

 
• Formal Monthly Inspections- Managers will inspect those designated areas of 

responsibility on a monthly basis to keep an updated account of all hazards or 
potential hazards. Records should be retained for a period of at least one year. 
 
 

• Informal Daily Safety Inspections- Managers will inspect their respective 
departments daily for identifiable safety hazards and unsafe conditions. The 
manager must take responsibility for correcting unsafe procedures and unsafe 
actions as necessary. 
 
 

• Employee Reports of Hazards- All employees play a key role in the identification, 
prevention and correction of hazards. They can/will provide a valuable perspective 
on work procedures and conditions. Timely feedback and appropriate corrective 
actions will encourage continued participation. 

 
 
 
 
See Attachment D: Monthly Safety Inspection Checklist 
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Section 7   Emergency Action Plan 
 
 
Purpose 
 
The purpose of emergency procedures is to protect the life and safety of employees in the 
event of an emergency (e.g. fire, explosion, hurricane, etc.).  
 
 
 
Policy 
 
These procedures shall inform all employees of emergency procedures and the actions 
and precautions that should be taken during emergencies. 
 
 
 
Responsibilities  
 

• Management is responsible for plan development and its periodic review 
• Management is also responsible for appropriate employee training and 

enforcement of this program.   
• Employees shall comply with outlined procedures 

 
 
 
Medical Emergency 
 
In the event of a medical emergency the following actions will be taken: 

• Notify a member of management or group lead who will initiate the 911 Notification 
or delegate another person to do so. Be prepared to provide the following 
information:  

o State: ‘There is a medical emergency at the site located at (state location of 
emergency and whether dock or office area access is most expeditious)  

o Your name 
o Any pertinent information regarding the injury 

• Evaluate scene safety- if there is any concern all personnel should maintain a safe 
distance 

• Do not move the ill/injured person (unless is in danger of their surroundings) 
• Avoid all contact with blood and other bodily fluids (never attempt to provide first 

aid unless you are trained and equipped to do so) 
• A calm employee should stay with the ill/injured person to provide comfort 
• The manager will assign a person to wait for the EMS responders at the parking lot 

entrance and guide the responders to the scene of the emergency 
• All uninvolved personnel should clear the area 
• If there has been any blood or bodily fluid release, trained personnel will clean and 

sanitize the area after the emergency phase has concluded 
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Workplace Violence 
 
Workplace violence will be handled as follows: 

• Any employee who witnesses or experiences a violent act, a threat of violence, or 
is otherwise concerned should report it to a member of management 

• If immediate action is necessary, management will: 
o Advise personnel most at risk to take shelter behind closed doors or to 

evacuate to other areas of the facility 
o Call emergency number 911  or delegate another person to do so. Be 

prepared to provide the following information:  
o State:  

▪ ‘There is a workplace violence incident at the site located at (state 
location of emergency and whether dock or office area access is 
most expeditious)  

▪ Your name 
▪ Any pertinent information 
▪ Injuries if applicable.  

o The manager will assign a person to wait for the EMS responders at the 
parking lot entrance and guide the responders to the scene 

• If immediate action is not deemed necessary, the manager will begin an immediate 
investigation and evaluate the threat to personnel. 

 
 
 
Severe Weather 
 

• Designated internal meeting place for the facility is the lunch room. 
• In the event of a hurricane or severe weather all personnel are to move to the 

lunch room 
• Turn off equipment (if safe to do so).  
• Management will be responsible for an employee count(s) to insure all personnel 

are present in the protected area.  
 
 
 
Fire 
 

• Pull fire alarm 
• Notify management immediately.  
• Call 911 for professional emergency assistance from the local Fire Department. Be 

prepared to provide the following information:  
o State: ‘There is a fire at the site located at (state location of emergency and 

whether dock or office area access is most expeditious) 
o Your name 
o Location and scale of the fire  
o Potential cause, e.g. electrical, wood, chemical, fuel, explosion, etc.  
o Injuries or entrapment situation if applicable.  

• Identify a specific individual to meet the fire department at the either the dock or 
foyer entrance of the site  

• Assist in providing a clear path of access and egress for the Fire Department.  
• Be alert and follow instructions given by management.  
• Be aware that the sounding of the alarm will notify our electronic security company 

who may have already dispatched the fire department   
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Emergency Evacuation 
 

• If you feel there is a need to evacuate the building or site in the event of the 
serious fire, explosion, chemical spill, etc. alert company management 
immediately. Management will take over from here.  

• All personnel are to evacuate the building and meet at our designated meeting 
points, For office personnel, it is the parking lot immediately in front of our lobby 
vestibule. For driver/warehouse/service employees, it is the dumpster in front of 
the docks. 

• Do not push, run or panic.  
• Once evacuation of employees has been complete, no employee should attempt 

to re-enter the building until instructed to do so.  
• Management  will assure all employees have been accounted for.  
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Section 8   Toolbox Talks 
 
Scope 
 
This procedure applies to all Philip Rosenau Co., Inc. managers, employees, and 
subcontractors under our company control.  A ‘toolbox talk’ is an informal group 
discussion that focuses on a particular safety topic. Toolbox talks are used to promote the 
department/company safety culture 
 
 
 
 
Purpose 
 
The purpose of this procedure is to review the basic principles of manager 
meetings/toolbox talks and the minimum requirements for an effective safety 
communication program in our workplace.  
 
 
 
 
Procedure 
 
Safety meetings and toolbox talks are an important part of our organization’s safety 
program. They are used to promote safety, identify and/or control hazards, review rules 
and discuss work methods/procedures. A manager must arrange these meetings and 
attendance is required for all employees of the department. 
 
A summary of the topics covered at the meeting must be captured either by way of an 
agenda or minutes. The manager will have all employees sign an attendance sheet to 
acknowledge attendance. The minutes will be filed onsite with a copy forwarded to the 
senior manager. 
 
The topics should relate to the specifics of the work or with the company and any safety 
precautions that are required for the work. Safe work procedures should be reviewed 
along with the current condition of work equipment onsite.  
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Section 9   Powered Industrial Trucks Program 
  
Purpose 
 
Accidents resulting from powered industrial truck operation can result in severe injury or 
death, property damage, and damage to company products.  These accidents pose a 
serious risk to Philip Rosenau Co., Inc. employees.  The OSHA Powered Industrial Trucks 
Standard establishes uniform requirements to make sure that hazards associated with the 
use of Powered Industrial Trucks are understood and that required practices and training 
are communicated and enforced.  
 
 
 
General 
 
Philip Rosenau Co., Inc. will ensure that the requirements of the OSHA standard for 
powered industrial trucks are adhered to.  This program is intended to address 
comprehensively the issues of; authorized use, general operation, employee training, 
maintenance, safety requirements, and new purchase design.  
 
 
 
 
 
Philip Rosenau Company Powered Industrial Trucks(PIT)  Program 
 
Written Program 
This program will be maintained in accordance with 29 CFR 1910.178 and updated as 
required. This document will be updated with the required frequency.  Its effective 
implementation requires support from management.  The program will be communicated 
to all required personnel.  It is designed to establish clear objectives. 
 
 
 
 
 
Training Program 
Only trained and authorized operators shall be permitted to operate a PIT.  Employees will 
be trained in accordance with the following guidelines. 
• Outside trainer(s) will have the authority to provide training on the operation of a PIT 
• Re-certification of forklift operators will take place every two years 
• Re-training or re-evaluation may be provided after accidents or near miss incidents as 

deemed necessary by management 
• New hires, with prior training, will have their training verified by a manager prior to 

being allowed to operate a PIT with a re-certification by an outside trainer taking place 
within 30 days. 

• Records will be maintained with the date, title, and specifics of training. 
• Toolbox training will take place on hazards and safe work practices 
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Operating Procedures 
• No driving trucks up to anyone standing in front of a fixed object. 
• No person shall be allowed to stand or pass under the elevated portion of any 

truck, whether loaded or empty. 
• Unauthorized personnel shall not be permitted to operate a PIT 
• Arms or legs are prohibited from being placed between the uprights of the mast or 

outside the running lines of the truck. 
• When a powered industrial truck is left unattended, forks are to be lowered, brakes 

applied, and the machine turned off 
• When the operator is dismounted, and within 25 ft. of the truck with it still in his/her 

view, the load engaging will be fully lowered, controls neutralized, and the brakes 
set to prevent movement. 

• A safe distance shall be maintained from the edge of ramps or platforms while on 
any elevated dock or platform. 

• Brakes will be set and wheel blocks in place to prevent movement of trucks and 
trailers while loading or unloading. The flooring of trucks and trailers will be 
checked for breaks and weakness before they are driven onto. 

• Seatbelts are to be worn while operating a forklift 
• An overhead guard will be used as protection against falling objects.  It should be 

noted that an overhead guard is intended to offer protection from the impact of 
small packages, etc., but not to withstand the impact of a falling capacity load. 

• Whenever an employee needs to be lifted on a PIT the following procedure will 
apply 
✓ Use of a safety cage firmly secured to the lifting carriage and/or forks. 
✓ An OSHA approved safety harness is worn by the employee being lifted 
✓ Such protection from falling objects as indicated necessary by the operating 

conditions will be provided. 
• Fire aisles, access to stairways, and fire equipment will be not be obstructed at 

any time by powered industrial trucks. 
• Prestart requirements:  operators must comply with the company’s ‘Pre-Ship 

Inspection Report (attachment I): 
 

 
General Operation   Operators will: 
• Drive forklifts backwards when view is obstructed 
• Obey facility traffic regulations at all times. 
• Operate loaded trucks with forks no more than 6-8 inches above the ground, with 

the load carried low and tilted back. 
• Not raise or lower loads while moving.  Forklifts are equipped with safety cutoff 

switch to prevent movement with a tilted load 
• Not carry anything on the overhead guard. 
• Use all facility observation mirrors. 
• Ensure vehicle sound/illuminated warning devices are operational  
• Yield right of way to pedestrians and avoid pedestrian lanes. Use traffic cones or 

portable barricades to temporarily block off staging lanes where pedestrians are 
working.  

• Drive cautiously on uneven or slippery surfaces. 
• Ensure they know the load capacity and stay within it. 
• Be cognizant of the planned route and aware of areas with reduced headroom, 

lighting, obstructions, and floor surface problems.  
• Not engage in horseplay. 
• Avoid running over loose objects on the floor surface 
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• While negotiating turns, speed shall be reduced to a safe level by means of turning 
the hand steering wheel in a smooth, sweeping motion. Except when maneuvering 
at a very low speed, the hand steering wheel shall be turned at a moderate, even 
rate. 

• Use extreme caution when traveling with a load.  Load must be tilted back during 
travel.  If vision is obscured by the height of the load the lift truck will be driven 
backwards providing the operator with improved visibility  

• Use auto-watering system when available 
 
 
Loading/Unloading  Operators will: 
• Ensure workers maintain a safe distance and are visible to the operator.  
• Co-workers are not allowed in trailers while a lift truck is operating 
• Ensure that dock plate is engaged 
• Ensure load is within the trucks rated capacity. 
• Place load squarely on forks until load touches carriage. 
• Ensure load is stable and centered on forks, and stack or tie loose or uneven loads 

(or ensure proper personnel accomplish this prior to loading). 
• Tilt the mast back to lift load. 
• Proceed straight into trailers to load/unload with the lights on 
• Ensure if loading/unloading onto trucks that the wheels are chocked, brakes are 

engaged, and loading platform is positioned properly. 
• Ensure if loading/unloading onto or from racks the proper safe weight or height-to-

load ratio is maintained. 
• Ensure if loading/unloading onto or from stacked materials the proper safe weight 

or height-to-load ratio is maintained. 
• Inspect trailers and trucks before a forklift or pallet jack is driven into them. Check 

for damaged and rotting floorboards.  
• Inspect the landing gear  

 
 
Configuration Program 

• No modifications or additions which affect capacity and safe operation shall be 
performed without the manufacturer’s prior written approval.  Capacity, operation, 
maintenance instruction plates, tags, or decals shall be changed accordingly. 

• All nameplates and markings will be verified as being in place and maintained in a 
legible condition during pre-use inspections.  

• When it is needed to determine a proper configuration to purchase a powered 
industrial truck, Philip Rosenau Co., Inc. will adhere to the following guidelines.  
The atmosphere or location where the truck will be used will have to be classified 
as to whether it is hazardous or nonhazardous prior to the consideration of the 
type industrial truck to be purchased.  29 CFR 1910.148 and the proposed 
manufacturer should be consulted to determine the most suitable vehicle.  The 
following is a list of designation types. 
✓ D designated units are diesel powered units. 
✓ DS designated units are diesel powered units that are provided with additional 

safeguards to the exhaust, fuel and electrical systems. 
✓ The DY designated units are diesel powered units that have all the safeguards 

of the DS units and in addition do not have any electrical equipment including 
the ignition and are equipped with temperature limitation features.  

✓ The E designated units are electrically powered units that have minimum 
acceptable safeguards against inherent fire hazards.  
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✓ The ES designated units are electrically powered units that, in addition to all of 
the requirements for the E units, are provided with additional safeguards to the 
electrical system to prevent emission of hazardous sparks and to limit surface 
temperatures. They may be used in some locations where the use of an E unit 
may not be considered suitable.  

✓ The EE designated units are electrically powered units that have, in addition to 
all of the requirements for the E and ES units, the electric motors and all other 
electrical equipment completely enclosed. In certain locations the EE unit may 
be used where the use of an E and ES unit may not be considered suitable.  

.  
 
 
 
 
 
 
See Attachment H:  PIT Pre-shift Inspection Guide  
 
See Attachment I:   Lift Truck Pre-shift Inspection Report  
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Section 10  Hazard Communication(HC) and Spill Plan 
 
Purpose  
This Hazard Communication Program has been prepared to comply with the Occupational 
Safety and Health Administration’s (OSHA) Hazard Communication Standard [HCS] 
(29CFR 1910.12000), and applicable state “Right to Know” laws.  
 
Introduction  
Hazardous chemicals, and products containing hazardous chemicals, are distributed from 
Philip Rosenau Co., Inc. facilities. In order to protect the health and safety of employees 
who may be exposed to hazardous chemicals Philip Rosenau Co., Inc. will comply with 
the requirements of the Occupational Safety and Health Administration’s (OSHA) Hazard 
Communication Standard (29 CFR 1910.1200).  
 
The Hazard Communication Standard requires employers to provide information to 
employees regarding hazardous chemicals in the workplace and the hazardous properties 
of those chemicals. The information must be conveyed through a combination of a written 
hazard communication program, hazardous chemical inventories, container labeling, 
safety data sheets (SDS), and employee training.  
 
Note: OSHA’s Hazard Communication Standard (HCS) underwent major revisions in 
2012 and now includes provisions adopted from the UN’s Globally Harmonized System of 
Classification and Labeling of Chemicals (GHS). Philip Rosenau Co., Inc.’s Hazard 
Communication Program includes information for both the former and newly-revised 
Standard since both are valid during the transition period. 
 
Major changes to the Hazard Communication Standard 

▪ Hazard classification: Provides specific criteria for classification of health and 
physical hazards, as well as classification of mixtures.  

▪ Labels: Chemical manufacturers and importers will be required to provide a label 
that includes a harmonized signal word, pictogram, and hazard statement for each 
hazard class and category. Precautionary statements must also be provided.  

▪ Safety Data Sheets: Will now have a specified 16-section format.  
▪ Information and training: Employers are required to train workers by December 

1, 2013 on the new labels elements and safety data sheets format to facilitate 
recognition and understanding.  

The HCS pre-empts all state (in states without OSHA-approved job safety and health 
programs) or local laws which relate to an issue covered by HCS without regard to 
whether the state law would conflict with, compliment, or supplement the federal standard, 
and without regard to whether the state law appears to be “at least as effective as” the 
federal standard.  
 
 
Written Hazard Communication Program 
In compliance with the HCS, Philip Rosenau Co., Inc. has implemented and maintains a 
written HC program detailing how it will meet its responsibilities under the standard.  
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HC Program Objectives 
1) To ensure chemicals present in the workplace have been properly evaluated and 

(classified) based on information provided by chemical manufacturers, distributors 
and suppliers 

2) To communicate hazard information to employees and other interested or subject 
parties (e.g. contractors) via: 
• our written program,  
• container labeling,  
• access to safety data sheets (SDS); and employee training.  

 
Scope & Application 
Program provisions apply to all employees and other interested parties while on Philip 
Rosenau Co., Inc. properties. While this program’s policies and procedures are meant to 
cover as many foreseen circumstances as possible, periodically, unforeseen situations 
arise. Any exception to this program will be considered on a case-by-case basis by 
management.  
 
Program Administration 
The Hazard Communications Program Administrator(Purchasing Manager) will be 
responsible for overall administration HC program. Responsibilities include ensuring that:  
• It satisfies all 1910.1200 standard requirements. 
• Supplier incoming SDSs are reviewed for health and safety (EHS) information 
• Updates are made to the SDS database 
• In cooperation with other departments, chemical inventory lists are maintained and 

SDS files are updated 
• Through periodic audits validates that the HC program effectively meets its purpose in 

protecting employees and others from hazardous chemicals. 
• The Distribution Center Manager and Director of Training are aware of the program 

and ensure that employees within their areas of responsibility are receiving the 
necessary training.will ensure that all potentially exposed employees receive training 
and that the associated training records are kept 

• The Distribution Center Manager is responsible for maintaining DOT compliance 
associated with the transport of hazardous materials 

Employees 
Follow all safety procedures and precautions within the scope of this program  

 
Safety Data Sheets (SDS) 
Philip Rosenau Co., Inc. relies on manufacturers, distributors and suppliers to ship 
containers labeled with the appropriate HCS information. A primary source of information 
on hazardous chemicals will be the SDS. 
 
The SDS is a 16-section format that identifies and describes the chemical; lists hazards, 
ingredients, 1st aid measures, fire-fighting measures, accidental release measures, 
handling and storage information, exposure controls/personal protection, physical and 
chemical properties, stability and reactivity information, toxicological, ecological, disposal 
considerations, transport information, regulatory information, and name, address, and 
telephone number of the chemical manufacturer, importer or other responsible party. 
Philip Rosenau Co., Inc. will ensure incoming labels match the information found in the 
MSDS/SDS.  If a purchased container is received unlabeled, Philip Rosenau Co., Inc. will 
refuse to accept delivery of the shipment; or will affix an appropriate label before 
introducing the container into the facility.  
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Hazard Determination and Classification 
Philip Rosenau Co., Inc. will rely on the hazard evaluations and classifications information 
provided by chemical manufacturers, distributors and suppliers for purchased chemicals. 
This information is communicated via supplied MSDS/SDS’s and container labeling. 
 
 
 
 
Emergency Contact Information 
Philip Rosenau Co., Inc. has contracted with ‘Chemtel’ (800-255-3924)for the following 
services: 
• To immediately provide requested of MSDS/SDS’s  24 hours a day, 7 days a week; 

via FAX or internet to requesting Philip Rosenau Co., Inc. employee, customer, or 
end-user 

• Provide poison control and spill assistance to Philip Rosenau Co. Inc. 
• Provide chemical exposure and safe work practice guidelines to Philip Rosenau Co., 

Inc. employees. 
• Provide product classification information to Philip Rosenau Co., Inc. employee 
 

 

 
Employee Training 
Employee training is an integral part of the Philip Rosenau Co., Inc. HC program. 
Information and training will be provided to employees at the time of their initial hire or 
assignment, and when a new chemical hazard is introduced into the facility.  
 
 
Training will meet the requirements of 29CFR 1910.1200 and include: 
• Methods and observations that may be used to detect the presence or release of a 

hazardous chemical in the work area. E.g. visual appearance or odor of hazardous 
chemicals when released) 

• Measures employees can take to protect themselves from hazards, including specific 
procedures Philip Rosenau Co., Inc. has implemented. E.g. appropriate work 
practices, emergency procedures, and personal protective equipment use  

• An overview of the hazard communication program developed by Philip Rosenau Co., 
Inc. including an explanation of MSDS or SDS labels and how they are to be 
interpreted and used 

• Training will be conducted by qualified company staff or the program administrator 
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Spill Plan Procedure 
In the event of a product spill the following procedures will be adhered to: 

1. Notify a supervisor or manager immediately 
2. Identify the item spilled 
3. Set up ‘caution sign(s)’ to prevent slip and fall prior to clean up. See attached floor 

plan for caution sign locations. 
4. Obtain the SDS for the spilled item.  This will provide information to safely contain 

and clean up the spill.  Safety Data sheets are available at www.philiprosenau.com
  

Note: Most small spills can be contained with floor absorbent.  In the event of a large spill 
(example” an entire 55 fl. drum ) the repair shop will be notified to block access as 
necessary to the floor drain. As necessary, management will contact the proper authorities 
if product does reach the drain.  

 
 
 

Disciplinary Action 
Violations of Philip Rosenau Co. Inc.’s HC program may lead to disciplinary action up to 
and including termination. 
 
 
 
Employee Rights 
Philip Rosenau Co., Inc. employees have the right to SDS information for materials in their 
workplace. They are also allowed access to Philip Rosenau Co., Inc.’s written HC 
program. 

 
 
 

Program Review and Evaluation 
The Program Administrator will be knowledgeable regarding regulatory changes and will 
update as required the HC Program. 
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Section 11  Bloodborne Pathogens 
Infection Control Plan 
The following program is Philip Rosenau Co., Inc.’s written Bloodborne Pathogen Program 
as required by 1910.1030 of the Occupational Safety and Health Act. 
 
 
Purpose 
The purpose of this program is to provide information and guidelines. It sets forth an 
infection control plan that when implemented, will help prevent First Aid providers from 
becoming exposed to hepatitis B virus (HBV) and human immunodeficiency virus (HIV). 
 
“Bloodborne Pathogens” are microorganisms that if present in human blood can cause 
disease in humans. These pathogens include, but are not limited to hepatitis B virus 
(HBV) and human immunodeficiency virus (HIV). 
 
 
Universal Precautions 
The term “universal precaution” refers to a system of infectious disease control which 
assumes that any contact with body fluids has an inherent risk of HBV or HIV and must be 
treated accordingly. 
 
 
Body Fluids to Which ‘Universal Precautions’ Apply 
Fluids that have been recognized by the Centers for Disease Control (CDC) as directly 
linked to the transmission of HIV and/or HBV to which universal precautions apply include; 
blood, semen, vaginal secretions, cerebrospinal fluids, synovial fluid, pleural fluid, 
peritoneal fluid, amniotic fluid, and concentrated HIV and HBV viruses. 
 
 
Exposure Potential 
Designated first aid providers have the potential for occupational exposure to bloodborne 
pathogens. This exposure will be made known to these employees through their first aid 
training classes. 
 
 
Method of Compliance 
Implementation of actions based on the concept of “Universal Precautions” shall be the 
basis for preventing occupational exposure to bloodborne pathogens at Philip Rosenau 
Company. 
 
 
Personal Protective Equipment 
Personal protective equipment is specialized clothing or equipment used by first aid 
providers to protect themselves from direct exposure to blood or other potentially 
infectious materials. Philip Rosenau Company is responsible for providng the necessary 
personal protective equipment.  A ‘Bloodborne Pathogen Kit’ will be available as a part of 
each first aid cabinet’s inventory. 
 
 
HBV Vaccination 
Philip Rosenau Co., Inc. will make the option of Hepatitis B vaccinations available to its 
First Aid providers at the company’s expense. The First Aid provider may decline the 
vaccination.   
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Employee Training For ICP (Infectious Control Plan) 
 
All First Aid providers will be given training and education.  Required topics: 

• A general explanation of epidemiology and symptoms of HBV and HIV 
• An explanation of the modes of transmission of HBV and HIV. 
• An overview of all elements of the infection control plan 
• An explanation of the basis for selection of personal protective equipment. 
• Information on the HBV vaccine, including its effectiveness, safety and the benefits 

 
 
First Aid Controls 
 

• Treatment by the First Aid providers must be given under the assumption that any 
body fluids encountered are infectious and precautions will be taken to prevent 
exposure. 

• The first aid provider must don protective gloves before treatment is initiated.  
Gloves protect both the first aid provider and the employee being treated. 

o Gloves must fit tightly at the wrist to prevent blood contamination of hands 
around the cuff. 

o When the first aid provider is treating more than one injured individual, 
gloves must be changed between each person. 

o While wearing gloves, avoid handling personal items that could become 
soiled or contaminated. 

o Gloves that have been contaminated with blood or other body fluids to 
which universal precautions apply should be removed as soon as possible, 
taking care to avoid skin contact. 

o Gloves should be discarded in a designated container 
o Hands shall be washed after removing gloves or as soon as possible  

• For profuse bleeding, in addition to gloves wear face shield or goggles, respirator 
mask, and apron. 

 
 
 
Post Exposure Evaluation and Follow Up 
 
If a First Aid provider has an actual exposure to a bodily fluid to which ‘universal 
precautions’ apply  the First Aider shall report the incident to a manager as soon as 
possible. The manager will document the following: 

• The nature and circumstances under which the exposure occurred. 
• HBV and HIV status of the source patient, if known 

 
The manager will request that the treated person provide consent to have a company 
physician obtain and test a blood sample to determine if HIV and/or HBV if present. 
If the treated person refuses to be tested or tests positive, management will arrange and 
for the exposed First Aid provider to be examined and tested by a company physician.  If 
results are negative, the company will provide the opportunity for periodically retesting at 
six weeks, twelve weeks, and six months following the exposure incident. 
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Infectious Waste Disposal 
 
Management will guide the cleanup process for the disposal of infectious waste following 
below guidelines and procedure: 

• Only First Aid providers with appropriate training will be involved 
• Remove visible materials with absorbent paper towels. 
• If hard surface, flood with disinfectant solution.  Wipe area after 10 minutes contact 

with disinfectant solution. 
• Re-clean the area with fresh paper towels. 
• If rug or carpet, use a sanitary absorbent agent according to directions. 
• Place all soiled towels and gloves in the ‘Red biohazard bags’ included in the 

Bloodborne Pathogen Kit’. Bags must be tied shut after use  
• Bag labeling must comply with 20 CFR 1910.145 (Specifications for Accident 

Prevention Signs and Tags) identifying the presence or potential presence of 
biological hazards 

• Arrangements for disposal of infectious waste must be made by management.  
Disposal of all infectious waste shall be in accordance with applicable Federal, 
State and local regulations.  

 
See Attachment G: HBV Vaccination Acceptance/Declination Form 
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Section 12  Personal Protective Equipment(PPE) Program 

Purpose 
 
Philip Rosenau Co., Inc. believes it is our obligation to provide a hazard free work 
environment.  Employees encountering hazardous conditions must be protected. The 
purpose of protective clothing and equipment (PPE) is to shield or isolate individuals from 
chemical, physical, biological, or other hazards. See Section #8 for hearing conservation 
programs. 
 
PPE Program is an in-depth evaluation of the equipment needed to protect against 
hazards at the work place. PPE devices are not to be relied on as the only means to 
provide protection, but are used in conjunction with guards, process controls, and sound 
practices. If possible, hazards will be abated first through process changes. 
 
While OSHA's Personal Protective Equipment regulation, found at 29 CFR 1910.132-.140 
(Subpart I) does not explicitly require a written PPE) program, the company has 
developed one to document information relative to our PPE needs.  
Involvement and suggestions from every level of the company is critical to its success. 
 
It is important to periodically reassess workplace hazards in potentially identifying the 
need for new or improved PPE &/or processes changes 
 
 
Hazard Assessment 
 
In order to assess the need for PPE the following steps are taken: 

• Management &/or employees identify tasks where exposures occur or could occur.  
• Injury/illness records and first aid logs to identify and may be helpful in ranking 

tasks according to exposure hazards.  
• The task and area is surveyed by a manager(s) & employee(s)  
• Following the survey, the data and information is organized in identifying hazards 

and determining whether PPE is required  
• PPE is selected  

 

Selection Guidelines 
 
Once any hazards have been identified and evaluated through hazard assessment, the 
general procedure for selecting protective equipment is to: 

• Evaluate the alternative types of PPE available suitable to the identified hazards 
• Select PPE, which ensures a level of protection greater than the minimum required 

protection 
• Select PPE which comfortably fits the user   

 

Employee Training 
 
Training is required for each employee who is required to use PPE. Training includes:  

• What PPE is necessary  
• How to wear assigned PPE  
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• Limitations of PPE  
• The proper care, maintenance, useful life, and disposal of assigned PPE. 

 
Employees must demonstrate an understanding of the training and the ability to use the 
PPE properly before they are allowed to perform work requiring the use of the equipment. 
 
Employees are prohibited from performing work without using required PPE.  Failure to 
comply with PPE requirements will result in disciplinary action up to and including 
termination.   
 
The Safety and Health Administrator is required to certify in writing that the employee has 
received and understands the PPE training. Certification shall contain name of Employee, 
dates of training, and subject matter in accordance to OSHA 1910.182. 

 

 
See Attachment H: Personal Protective Hazard Analysis 
 
See Attachment I: Job Hazard Analysis 
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Section 13  Operating a Vehicle While on Company Business (non-CDL) 
 
 
Purpose 
To maintain the safety of our employees, our customers, and the general public Philip 
Rosenau Co., Inc. has adopted the following policy regarding the operation of a vehicle on 
company business. 
 
Insurance 
Employees are to obtain insurance to cover the operation of their personal vehicles while 
on company business.  This policy is to be in accordance with applicable state law and 
maintaining auto liability insurance with minimum limits of $100,000 for bodily injury and 
for property insurance with combined single limit of $300,000.  Proof of insurance is to be 
submitted at least annually to the company’s designate.  
 
Accidents 
If an employee is involved in an accident while on company business when driving their 
personal vehicle they are to notify their immediate supervisor. Employees are required to 
assist fully in the completion of internal accident reporting documents.  
 
If an employee is injured, the proper worker’s compensation forms are to be completed.  If 
there was damage to the employee’s vehicle, the claim should be turned into the 
employee’s insurance carrier. The employee will be responsible for any deductible. 
 
Valid Drivers License 
All employees will have a current / valid driver’s license in their possession 
 
Motor Vehicle Records Search 
At least annually, the driving record of each employee and service tech will be examined 
for violations.  A review of results may warrant that job duties be altered or employment be 
terminated. 
 
Seat Belts 
All employees will wear a seat belt when operating a motor vehicle. 
 
Operating a Vehicle on Company Business 
All employees will be fit for the operation of a vehicle on company business.  Employees 
taking prescription or over-the-counter medications which may affect their ability to safely 
operate their vehicle must report this to their supervisor and refrain from driving.  
Employees may never take illegal drugs or drive their vehicle while intoxicated.  If having 
done so, disciplinary action may result up to and including termination.   
 
Compliance With Applicable Laws 
All employees while operating a vehicle on company business are expected to comply 
with all traffic laws.   
 
Vehicle Maintenance 
Personal vehicles must be properly maintained and undergo state  inspection with the 
required frequency.  
 
Discipline 
Employees in violation of this policy are subject to discipline up to and including 
termination 





 

2019 EMERGENCY PLAN 
 

Plan to Stay in Business 
 
Current location: 
 
Regional Distributors, Inc. 
1281 Mount Read Blvd. 
Rochester, NY 14606 
585-458-3300 
 
The following person is our primary crisis manager and will serve as the company 
spokesperson in an emergency: 
 
David Scalen 
Cell 585-329-0659 
dscalen@regdist.com 
 
If the person is unable to manage the crisis, the person below at our location will succeed in 
management: 
 
Angel Aguayo 
Cell 585-269-9650 
aaguayo@regdist.com 
 
Emergency Contact Information 
 
Dial 9-1-1 in an Emergency 
 
Local Fire (585) 325-4949 
 
Local Police (585) 428-9800 
 
Potential Disasters 
 
The following natural and man-made disasters could impact our business: 

• Blizzard 
• Hurricane 
• Earthquake 
• Power Outage  
• Severe Wind 

 
 
 
 
 
 



 

Emergency Planning Team 
 
The following people will participate in emergency planning and crisis management: 

• David Scalen 
• Angel Aguayo 
• Lance Boyington 
• Mary Deacon 

 
Insurance 
 

-We have spoken with our insurance agent about precautions to take for disasters that 
may directly impact our business. 
-We have added special riders to protect valuable property and equipment if necessary. 
-We have discussed business continuity insurance with our agent. 
-We have discussed flood and/or earthquake insurance with our agent. 

 
Fire Safety 
 
 -We have installed sprinkler systems, smoke alarms, detectors and fire extinguishers in 

appropriate locations. 
 -We will have our office inspected for fire safety 2 times a year.  
 
Utilities 
 

-We have purchased a portable generator and/or back-up lights in the event of a utility 
disruption. 

 
Evacuation/Shelter Plan 
 
 -We have located, copied, and posted building and site maps. 
 -Exits are clearly marked. 
 -We have talked to co-workers about which emergency supplies, if any, the  

company has on hand or will provide in the shelter location (if applicable) and which 
supplies individuals might consider keeping in a portable kit personalized for individual 
needs (i.e. medications). 

 -We will practice evacuation procedures 2 times a year. 
 
We have the following supplies on hand: 
 
 -Portable radios to coordinate the disaster team 
 -Extra batteries 
 -Flashlights 
 -Water-3 gallons per person 
 -Non-perishable Food/ Can openers if necessary 
 -First Aid Kit 
 -Petty cash (ATMs may not be operative) 
 -Wet weather clothing such as boots, hats, gloves, etc. 



 

 -Toiletries 
 -Blankets or sleeping bags 
 -Whistle to signal for help 
 -Dust or filter masks 
 -Moist towelettes or hand sanitizer for sanitation 
 -Wrench or pliers to turn off utilities 
 -Plastic sheeting and duct tape to “seal the room” 
 -Interlocking plastic crates to pack materials in 
 -Fans and dehumidifiers  
 -Pumps to remove water 
 -Wet and dry vacuum cleaners 
 -Waterproof and grounded heavy-duty extension cords 
 -Sponges, brushes, and hoses to clean materials 
 -Wheeled carts to move materials 
 -Freezer paper and/or wax paper to keep items from adhering to each other in a  
 freezer. 
 -Heavy-duty Garbage bags and plastic ties for personal sanitation 
 -Toilet paper for personal sanitation 
 -Work gloves 
 -Household liquid bleach 
 -Map of area 
 

1. Offsite Assembly Site Location: 1125 Lexington Ave, Rochester, NY 14606 
 

2. Onsite Storm Shelter Location:  Back warehouse 
 

3. Shelter Manager:  David Scalen 
a. Alternate Shelter Manager:  Angel Aguayo 

 
4. Shut Down Manager:  David Scalen 

a. Alternate Shut Down Manager:  Angel Aguayo 
 

5. Responsible for Issuing “All Clear”: David Scalen or Angel Aguayo  
 
Employee Skills 
 
The following employees have skills (medical, engineering, communications, foreign 
language) that might be needed in an emergency: 
 
Name:  Angel Aguayo 
Skill(s):  Retired USMC 
 
Name:  Sarah DeVogeleare 
Skill(s):  CPR 
 
 
 



 

Communications 
 
We will communicate our emergency plans with co-workers in the following way: 
 
Internal meetings, email, printed memos, documents saved on shared drive 
 
In the event of a disaster we will communicate with employees in the following way: 
 
Intercom, email, internal system messaging, text messages, phone calls 
 
In the event of a disaster employees will be able to communicate with the office in the 
following way (i.e. out-of-town phone number): 
 
Email, internal system messaging, text messages, phone calls, relaying/contacting Amanda 
Kelley, Director of Marketing, based in Dayton, OH 
 
In the event of a disaster we will communicate with clients in the following way: 
 
Social media, email, text messages, phone calls, relaying/contacting Amanda Kelley, Director of 
Marketing, based in Dayton, OH 
 
In the event of a disaster clients will be able to communicate with the office in the following 
way (i.e. out-of-town phone number): 
 
Social media, email, text messages, phone calls, relaying/contacting Amanda Kelley, Director of 
Marketing, based in Dayton, OH 
 
Records Back-Up 
 
Computer systems are entirely backed up via cloud-based applications as not to lose data during 
a catastrophic event. Virtualization and cloud strategies offer automated power management, live 
migration, and workload balancing.  
 
A set of back-up records is stored at the following off-site location: Home of David and Tracy 
Scalen 
 
Employee Support 
 
We have instructed employees to visit www.fema.gov or www.ready.gov to learn more about 
what they can do to protect themselves and their families in case of an emergency. 
 
Annual Review 
 
We will review and update this business continuity and disaster plan on an annual basis. 
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Sensitive Security Information Statement 
 

 
WARNING: This record contains Sensitive Security Information that is 

controlled under 49 CFR parts 15 and 1520. No part of this record may be 
disclosed to persons without a “need to know”, as defined in 49 CFR parts 15 

and 1520, except with the written permission of the Administrator of the 
Transportation Security Administration or Secretary of Transportation. 

Unauthorized release may result in civil penalty or other action. For U.S. 
government agencies, public disclosure is governed by 5 U.S.C. 552 and 49 CFR 

parts 15 and 1520. 



  
 

SITE SECURITY PLAN 

▪ Security Plan 
This portion of the Business Continuity Plan is written in accordance with 49 
CFR Subpart I regarding site security plans. Given the heightened potential for 
acts of terrorism, the security of hazardous materials (HAZMAT) shipments at 
Russell Hall Company are approached with utmost importance. Russell Hall 
Company’s management is committed to reduce the potential for terrorist related 
HAZMAT emergencies. 
 
Management commitment is demonstrated by: 
 
  • Fostering a risk reduction culture 
  • Establishing internal responsibilities/accountability regarding security 
  • Working together with other parties in the HAZMAT transport chain 
  • Identifying potential risk areas 
  • Developing a plan to control risks 
  • Allowing for ongoing security improvement through support and 
    allocation of necessary resources 
 
To meet the intent of this plan, Russell Hall Company will utilize the Risk 
Management Self-Evaluation Framework (RMSEF) as established by the 
Research and Special Programs Administration (RSPA) of the US Department 
of Transportation. The RMSEF involves seven key steps including: 
 
  1. Scoping 
  2. Knowledge of Operations 
  3. Assessment 
  4. Strategy 
  5. Action 
  6. Verification 
  7. Evaluation 



  
 

Scope 
The basic scope of the security plan at Russell Hall Company will center around 
the following general activities involving hazardous materials: 
 
a. Receiving and storage of highly hazardous materials (non-bulk). Corrosive 
(Hypochlorite Solution) 
b. Shipping of highly hazardous materials (non-bulk). Corrosives (Hypochlorite 
Solution, UN1791, and P6111) 
 
Knowledge of Operations 
In order to allow for a detailed risk assessment to be conducted of the hazardous 
materials within the scope of this plan, a thorough review of each activity was 
completed. Technical knowledge of the operations is outlined in chart-form 
below. The context was generated by the analysis of technical information, 
employee interviews, SDSs, purchasing records and other informational sources. 
This process was a collaborative effort of Russell Hall Company’s management, 
ERT members, shipping/receiving employees, as well as outside vendors. 



  
 
 

In addition to technical knowledge organization of the process, an assessment or 
review of “pre-existing” baseline programs was conducted at the time of the 
original risk assessment. The baseline programs are also reviewed on an annual 
basis to ensure they remain current. Some of the programs/policies reviewed 
include the following: 
 
  • Management Commitment Policy to Risk Management 
  • Employee Participation in Programs 
  • Sufficient Documented Training 
  • Hazard Communication 
  • HAZMAT (labeling, packaging and placarding) 
  • Incident Investigation 
  • Emergency Preparedness and Response 

 
General security concerns identified at Russell Hall Company following the 
records review and interviews of staff include the following: 
 
  • Unsecured vehicles  
  • Placarding 
  • Accidents on the road 

 
Assessment and Strategy 
A detailed assessment of the company’s hazardous material operations has 
allowed Russell Hall Company to better understand the risks that exist for potential 
terrorist activity from a “cradle to grave” standpoint. Analysis of the risks as 
materials arrive at the facility to the time they leave the facility for another 
destination has allowed for the development of strategies to prevent incidents. 
In addition, the process has allowed for the risks to be weighed against one 
another so that the appropriate plan of action can be properly prioritized and put 
into motion. The following chart outlines the Russell Hall Company risk assessment, 
as well as proposed strategies to reduce the security risk 



  
 



  
 

Action 
 

following as “priority” action items:

• 
• 



  
 

 

 
SUPPLY CHAIN PLAN 
 
This portion of the Business Continuity Plan is written with the intent to identify 
and reduce any potential interruption in Russell Hall Companies’ supply chain. 
 
Management commitment is demonstrated by: 
  • Fostering a risk reduction culture 
  • Establishing internal responsibilities/accountability regarding supply 
    chain 
  • Working together with other parties in our supply chain 
  • Developing a plan to control risk 
  • Allowing for ongoing improvement through support and allocation of 
    necessary resources 

 
To meet the intent of this plan, Russell Hall Company will utilize the Risk 
Management Self-Evaluation Framework (RMSEF) as established by the 
Research and Special Programs Administration (RSPA) of the US Department 
of Transportation. The RMSEF involves seven key steps including: 
 
  1. Scoping 
  2. Knowledge of Operations 
  3. Assessment 
  4. Strategy 
  5. Action 
  6. Verification 
  7. Evaluation 



  
 

 

Scope 
 
The basic scope of the Supply Chain plan at Russell Hall Company will center around 
the following general activities involving supplies: 
 
  a. Ordering and receiving product from manufacturers 
  b. Storage of products 
  c. Transportation of products to customers 
  d. Loss of key personnel 
  e. Increased product demand 
 
Knowledge of Operations 
 
In order to allow for a detailed risk assessment to be conducted of the supply 
chain, a thorough review of each activity was completed. Technical knowledge of 
the operations is outlined in chart-form below. The context was generated by the 
analysis of technical information, employee interviews, purchasing records and 
other informational sources. This process was a collaborative effort of Russell Hall 
Company’s management, ERT members, shipping/receiving employees, as well 
as outside vendors. 

 



  
 
 

 

 

 
In addition to technical knowledge, organization of the process, an assessment or 
review of “pre-existing” baseline programs were conducted at the time of the 
original risk assessment. The baseline programs are also reviewed on an annual 
basis to ensure they remain current. Some of the programs/policies reviewed 
include the following: 
 
  • Management Commitment Policy to Risk Management 
  • Employee Participation in Programs 
  • Sufficient Documented Training 
  • Incident Investigation 
  • Emergency Preparedness and Response 

 
Assessment and Strategy 
A detailed assessment of the company’s supply chain operations has allowed 
Russell Hall Company to better understand the risks that exist. Analysis of the risks as 
products are ordered from manufacturers to the time they leave the facility for 
another destination has allowed for the development of strategies to prevent 
incidents. In addition, the process has allowed for the risks to be weighed 
against one another so that the appropriate plan of action can be properly 
prioritized and put into motion. The following chart outlines the Russell Hall Company 
risk assessment, as well as proposed strategies to reduce the security 
risk. 

 

 

 

 

 



  
 
 

 
 
 

Information Systems Plan 
 
This portion of the Business Continuity Plan is written with the intent to identify 
and reduce any potential interruption in Russell Hall Companies’ ability to 
electronically accept, process and communicate orders and order status. 
 
Management commitment is demonstrated by: 
  • Fostering a risk reduction culture 
  • Establishing internal responsibilities/accountability regarding supply 
    chain 
  • Leveraging multiple means of systems deployment such as on premise, 
     colocation facilities and Software as a Service 
  • Developing a plan to control risk 
  • Allowing for ongoing improvement through support and allocation of 
    necessary resources 
 
To meet the intent of this plan, Russell Hall Company will utilize the Risk 
Management Self-Evaluation Framework (RMSEF) as established by the 
Research and Special Programs Administration (RSPA) of the US Department 
of Transportation. The RMSEF involves seven key steps including: 
 
  8. Scoping 
  9. Knowledge of Operations 
  10. Assessment 
  11. Strategy 
  12. Action 
  13. Verification 
  14. Evaluation 

 



  
 
Scope 
The basic scope of the Information Systems plan at Russell Hall Company will center 
around the following general activities involving order processing: 
 
  a. Internal Systems Availability 
  b. Data Storage redundancy 
  c. Network Resiliency 
  d. Loss of key personnel 
 
Knowledge of Operations 
In order to allow for a detailed risk assessment to be conducted of the 
Information Systems, a thorough review of each activity was completed. 
Technical knowledge of the operations is outlined in chart-form below. The 
context was generated by the analysis of technical information, employee 
interviews, purchasing records and other informational sources. This process 
was a collaborative effort of Russell Hall Companies’ management, ERT members, 
shipping/receiving employees, as well as outside vendors. 

 



  
 

In addition to technical knowledge, organization of the process, an assessment or 
review of “pre-existing” baseline programs were conducted at the time of the 
original risk assessment. The baseline programs are also reviewed on an annual 
basis to ensure they remain current. Some of the programs/policies reviewed 
include the following: 
 
  • Management Commitment Policy to Risk Management 
  • Employee Participation in Programs 
  • Sufficient Documented Training 
  • Incident Investigation 
  • Emergency Preparedness and Response 

 
Assessment and Strategy 
A detailed assessment of the company’s supply chain operations has allowed 
Russell Hall Company to better understand the risks that exist. Analysis of the risks as 
products are ordered from manufacturers to the time they leave the facility for 
another destination has allowed for the development of strategies to prevent 
incidents. In addition, the process has allowed for the risks to be weighed 
against one another so that the appropriate plan of action can be properly 
prioritized and put into motion. The following chart outlines the Russell Hall Company 
risk assessment, as well as proposed strategies to reduce the security 
risk. 

 

 

 

 

 

 

 

 



  
 
 

 

 

 

 

 

 

 



  
 
 

Overview 

 
Verification 
All individuals on the Russell Hall Company’s Emergency Response Team (ERT) are 
charged with day-to-day verification that the risk reduction measures are being 
followed. The ERT Coordinator is ultimately responsible for the verification 
steps. The “Assessment of Security Risk Control Points & Prevention Strategies 
Chart” is used to assist with the review and measurement of the success of 
strategy implementation. 
 
Evaluation 
The Russell Hall Company’s security plan and risk management process is formally 
reviewed on an annual basis. The goal of the review is to ensure that the baseline 
risk reduction objectives have been met and to identify means for continuous 
improvement. 
 
Training 
All employees at Russell Hall Company receive security awareness training within 
ninety days of the start of their employment. Individuals involved in the 
implementation of the Security Plan receive in-depth training at the time of their 
initial involvement with the program. Refresher training is conducted on a 
periodic basis, and typically will follow a formal review of the program. 
 
Breach of Security 
Any indications of foul play or suspicious activity are to be reported immediately 
to any ERT member. The ERT member notified will communicate the concern to 
the ERT Coordinator and begin the chain of communication to the entire team. If 
necessary, the police, US Department of Transportation, and/or Center for 
Disease Control will be notified. 
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EMERGENCY PREPARDNESS PLAN 
 

Schneider Paper Products (SPP) is committed to the safety and health of all Employees. In 
extreme cases, such as severe weather, fires, power failures, acts of violence, pandemic, named 
storms, hurricanes, or other disasters can disrupt and force the firm to the below emergency 
conditions. 
 
GOAL 
Safety and welfare of employees - little if any disruption in business and customer service. 
 
LOCATION 
• Baton Rouge - close to I-10 and I-12 junction - offers a strategic benefit to service, Louisiana, 

Mississippi, and Alabama under all conditions.  
• Building - NO flood zone constructed of concrete and steel. 
 
COMMUNICATIONS 

Stephen Burke Operations Manager 225-445-5610 
Michael Burnett Warehouse Manager 504-415-7338 

Rhonda Petit Day Warehouse Manager 504-415-3171 
Sam Joseph Night Warehouse Manager 225-200-9343 

David Roundtree Transportation Manager 504-401-3700 
Yvette Joseph Customer Service Supervisor 225-650-9322 
Destin Pizer Director of Purchasing 504-610-3955 

Kristin Pearce Controller 985-788-5933 
Michael Schneider VP Sales 504-931-7573 

Mark Schneider President - GM 504-931-7348 
SPP Webpage www.schneiderpaper.com 225-201-9739 

 
POWER OUTAGES/FAILURES 
• Generator - 150KW 
• Full Redundant voice and data IP Network 
• Voice (Telephone and Fax) customer recovery and remote call forwarding services that allow for 

the redirection of voice and fax services to remote locations. 
• Vendor, Employee, & Sales/Customer contact list 
• Emergency Vendor Call List 
• Hurricane Preparedness and Response Task Checklist 
 
TRUCKS - EQUIPMENT 
• Ryder and Southland Pac Lease delivery vehicles for backup and emergency response  
• Retif Fuel Service (on-site fuel tank) 
• Lavigne Fuel (back-up generators) 
• Driver fuel Cards 
• Metro Propane Service 
• Delivery/Driver Passes to affected areas as necessary 
 
COMPUTER 
• Inverter Generated Power for Computer – surge and backup battery. 
• Complete information backup – off premises  
• Gage Telephone Systems, Inc. – IT & Communications backup and emergency response 
• DDI Computer System – Inventory & Invoicing backup and emergency response 
 
FIRE - BATON ROUGE 
Resume shipping and receiving - secondary warehouse and office facilities. 



 

Revised 1/1/2019 

 

RESTORATION PLAN MISSION STATEMENT 
 
It is the policy of Schneider Paper Products, to maintain an effective strategy to continue 
critical functions in spite of any business interruption. 
 
The creation, maintenance, and implementation of this Business Continuity Plan will benefit 
those dependent upon our processing or support. This Plan should also provide continuity of 
our relationships with our valued customers and vendors. 
 
The Owners and senior management staff of Schneider Paper Products are committed to a 
business continuity plan that reflects our changing environment and provides the highest 
service to our customers.  
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Overview

Considerations

It is advised that all employees have a workstation available at home that’s 
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When to initiate DR systems

• 

• 
• 
• 
• 
• 

 

Company Profile

• Brief description of business/customer sales interaction   

• What is your primary location of business

• Primary customer contact:

• Secondary location of business/work from home

• Secondary customer contact

• Number of employees:

• Hours of Operation

• Emergency contacts/ emergency decision makers

Primary Role

Secondary Role
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Contact Information

How to reach Information Technology

Alternate IT contact:

o Financial assistance

 
o Structural Support
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o Electric services:  

o Transportation Services:  

o Security Services:  

o ISP:

o Telecom:

o Office 365:   
 

 
o Firewall:   

 
o Backup:   

o Servers:  
 

o Network Switches:   
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o UPS:   
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BC Plan Notification

Person Identifying Incident 
 

IT Department
 

Manager
 

IT Manager
 

Technciians
 

Other Department 
Managers

 

Executive 
Management

 

Employees
 

 

 
 
Recovery Priority

 Servers/Active Directory

2. Email systems  

3. Phone Systems  

 Other Servers)

Business Continuity Needs 
 

• Location and method of local data backup/recovery

CHARLOTTE OFFICE
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• Location and method of offsite data backup/recovery: 

CHARLOTTE OFFICE

 
AZURE SERVERS

Additional Notes  
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CHARLOTTE OFFICE 

Datto Recovery Device

AGENT 1:

Server Hostname:  

Server Role

CPU/RAM Allocations

Operating System (32/64 bit):  

Physical or Virtual:    

Networking information:  

 

AZURE SERVERS 

SERVER 1:

Server Hostname:  

Server Role

CPU/RAM Allocations

Operating System (32/64 bit):  

Physical or Virtual:    

Networking information:  
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Failback Process

Contact Lists
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Trimark Marlinn and its affiliates are required to have an active Emergency Action Plan in place to respond to 
events that occur that can possibly cause death or significant injury to employees, customers or the public.  
Additionally, proper planning and procedures may prevent a shutdown in the business or operations, and 
physical or environmental damage. 
 
 
The Emergency Action Plan should include, but is not limited to the following elements; 
 

• Emergency escape procedures and emergency escape assignments. 
 

• Procedures for employees responsible for critical facility operation prior to evacuation. 
 

• An accounting procedure for all employees after an evacuation. 
 

• Rescue and medical duties for authorized employees. 
 

• The preferred method of reporting all emergencies. 
 

• Names or position titles or persons designated with responsibilities and duties.      
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Table of Contents 
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Fire Emergencies 8 
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Telephone Bomb Threat 10 
Severe Weather  12 
Chemical Spill 13 
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Phone Numbers of Contacts 
 
Zenith Lopez         708-466-3018 
Ken Corcoran         708-890-0907 
Lisa Sonne         708-516-1648 
Steve Corcoran        773-793-7922 
Bill Janssen         708-268-2695 
Mark Victor         708-247-8013 
Mike Siegel if necessary       708-790-2226 
 
Emergency Phone Numbers 
 
Emergency ……………………………………………911 
 
S&K Security Corp ………………………………….. 708-946-6133 
 
Bedford Park Fire Department ………………………708-563-4510 
Mark Murray  
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Utility Contacts 
 

Utility Type Company Name Phone Contact Name/Title 

Powe/Utility Commonwealth Edison 800-334-7661  

Gas Nicor 888-642-6748  

Plumbing Melvin Plumbing 708-352-0028 Tim 

Electrician RH Sneeds Hardware & 
Electrical Service LLC 773-386-0561 Gerald Manuel 

    

 
 
  
Blackout Conditions  
  
  
In the event of a BLACKOUT, the building's emergency generator will activate.    
 If it is a true blackout of power, all electric lights and streetlights in adjacent and surrounding buildings will be 
off!    
 Action Taken   
 1. Remain Calm - If the blackout occurs during the hours of darkness or reduced visibility, the senior 
departmental employee-on-duty shall inform the staff of the problem and ask that they remain calm, stay 
together, and to not move about.    
 2. Staff must ensure that all electrical appliances and lights are turned off  - To avoid a power surge and 
possible damage to circuits or equipment when the power is restored.  
 3. Members of the Emergency Team will have flashlights and assist employees, if needed.  
 4.  If the blackout has not been restored with the activation of the generator or the source of the problem cannot 
be identified, the senior departmental employee on-duty will coordinate with Security Services for further 
instructions.  
 5. Leave in a quiet and calm manner – Exit the building in a quiet and calm manner in the event that the power 
cannot be restored and employees are sent home.  
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Emergency Reporting and Evacuation Procedures 
 
The types of emergencies most likely to be encountered by employees are: 
 
• Medical 

• Fire 

• Severe Weather 

• Bomb Threat  

• Earthquake 

• Extended Power Loss 
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Medical Emergencies 
 
In the event of a medical emergency call the appropriate emergency phone numbers as soon as possible: 

EMS/Paramedics: ______911________________ 

Ambulance: ______911________________ 

Fire Department: ______911________________ 

Police: ______911________________ 
 
If you are unsure whether the situation is an emergency, call emergency medical services (EMS). The 
dispatcher/operator will ask questions to determine whether it is an emergency and will assist you in providing 
appropriate care. 
 
Provide the following information to the dispatcher/operator: 

• The nature of medical emergency 
• The location of the emergency (address, building, room number, etc.)  
• Your name 
• The phone number from which you are calling 
 
Do not move a victim unless it is absolutely necessary, such as when there is eminent danger from fire, 
explosion, electrocution, etc. 
 
Seek the assistance of personnel trained in CPR, first aid, to provide any needed assistance prior to the arrival of 
the professional medical help. 
 
Trained personnel: 

Name: Lisa Sonne Phone: 708-496-5795 

Name: Zenith Lopez Phone: 708-466-3018 

Name: Mitch Cohen Phone: 630-675-9634 

Name: Claudia Sanchez Phone: 708-496-5792 

Name: Patrick Dean Phone: 708-496-5733 

Name: Steven Niwa Phone: 708-496-5733 

Name: ______________________ Phone: ___________________ 

    



EMERGENCY ACTION PLAN 

7 
 

 

If personnel trained in first aid are not available, or do not respond, attempt to provide basic assistance until 
emergency providers arrive by following the information and direction provided by EMS. 
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Fire Emergencies 
 
When fire is discovered: 

• Activate the nearest fire alarm on alarm keypad. 

• Notify the local fire department by calling _____911_____________. 

• Notify site personnel about the fire emergency by the following means: 

  Voice Communication   

 Phone: _______________________  Other:________________ 
 
 
Upon being notified about a fire emergency, all occupants in the facility must: 

• Leave the building using the designated escape routes. 

• Assemble in the designated area: ____________________________ 

• Remain outside until the competent authority highest level manager on-site announces that it is safe to re-
enter. 

 
The following tasks must be carried out by Work Area Monitor: 

• Disconnect utilities and equipment unless doing so jeopardizes safety. 

• Coordinate an orderly evacuation of personnel. 

• Perform an accurate head count of personnel at the designated area. 

• Determine a method to locate missing personnel. 

• Provide the fire personnel with the necessary information about the facility and 
headcount information. 

• Perform an assessment and coordinate emergency closing procedures.  

Work area monitors must: 

• Assure that all employees have evacuated the work area. 

• Report any problems to the emergency coordinator at the assembly area. 
  
Assistants to the physically challenged should: 

• Assist all physically challenged employees in emergency evacuation. 
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Extended Power Loss 
 
In the event of extended power loss to the facilities, certain precautionary measures must be taken depending on 
the location and environment of the facility. 
 
• IT Liaison will turn off unnecessary electrical equipment and appliances, because power restoration could 

cause a surge that damages electronics and effects sensitive equipment. 

 
 

Upon the restoration of heat and power: 

• Electronic equipment should be brought up to ambient temperatures before energizing to prevent 
condensation from forming on circuitry. 

 
• After the heat has been restored to the facility and water has been turned back on, Warehouse Manager will 

check fire and water piping for leaks from freeze damage. 

 
 

 

 

 

 



EMERGENCY ACTION PLAN 

10 
 

  
Telephone Bomb Threat  

 

▪ In the event of a telephone bomb threat, stay calm and be courteous.  

▪ Call 911 and report the bomb threat. 

▪ Notify all occupants of the bomb threat. 

▪ Evacuate the building immediately.  
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BOMB THREAT - CALLER QUESTIONNAIRE 

 
Remain calm and proceed down the list.  Any information you can obtain may be helpful to authorities. 
 
Date:   Time:   Phone Ext. Call Received at:    
 
ASK CALLER     RESPONSE   (Quote Caller if Possible) 
 
Where is the Bomb?   "       " 
 
What does it look like?  "       " 
 
When will it go off?   "       " 
 
Why did you plant it?   "       " 
 
Why would you want to hurt innocent people?  
 
"             “ 
 
Information on caller: Gender:               Possible Age:   
 
Mental Condition:  Sober:             Intoxicated:    
 
    Angry:             Calm:     
 
Accent, Voice Inflection, Unusual Words:        
 
What was said (as exact as possible)?:  "        
 
              
 
             “ 
 
Area of Call: 
 
Background Noise:  Quiet:    Noisy:     
 
    Street Noise:   Bar/Party:    
 
 
Person receiving this call (sign please) _________________________________ 
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Severe Weather  
The following items are summarized basic steps to take during natural disasters. 
 
Tornadoes: 

• When a warning is issued by sirens or other means, seek an inside shelter.  

• When choosing a shelter, the following options are preferable: 
– Small interior rooms without windows on the lowest floor. 
– Hallways away from doors and windows on the lowest floor. 
– Rooms with no windows constructed with reinforced concrete, brick, or block.  

• Stay away from outside walls and windows. 

• Use your arms to protect your head and neck. 

• Remain sheltered until the tornado threat is announced to be over. 
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Chemical/Battery Spill 
 

Spill Containment and Security Equipment 
Personal Protective Equipment (PPE):Universal Spill Kit 
  
Minor Spill Clean Up:  

• Alert people in the immediate area of the spill. 
• Put on appropriate Personnel Protective Equipment (PPE), (gloves, protective eyewear, lab coat). 
• Contain the spill with absorbent spill material. 
• Completely clean the area where the spill occurred. 
• Place the absorbed spill material in secondary containment, such as the spill bucket. Label the container 

and notify Tufts Environmental Health & Safety to request a pick up. 
• Dispose of contaminated PPE properly. 
• Arrange pickup from Safety-Kleen for proper disposal (708-225-8500 x 8513) 

▪ Email: ron.call@safety-kleen.com 
 
When a Large Chemical Spill has occurred 

▪ Immediately notify your supervisor 
▪ Contain the spill with available equipment (Use Spill kit) 
▪ Secure the area and alert other site personnel. 
▪ Do not attend to clean spill unless trained to do so. 
▪ Arrange pickup from Safety-Kleen for proper disposal (708-225-8500 x 8513) 

▪ Email: ron.call@safety-kleen.com 
 

Battery Acid Spill 
 
In the event of an acid spill 

1. Evacuate employees from the spill area 
2. Wear personal protective equipment compatible with chemicals involved. 
3. Ventilate the contaminated area. 
4. Slowly spray or pour the acid neutralizer on the contained spilled acid. 

CAUTION: Some HEAT or GASSING OUT may be generated. 
5. The color changed indiactor changes from PURPLE to YELLOW during neutralization. 
6. Apply liquid acid neutralizer until the color change indicator first turns a reddish color. 
7. Allow neutralizer liquid to cool.  
8. Soak up remaining neutralized liquid with sorbent materials. 
9. Placed used sorbents into temporary disposal containers. 
10. Wipe up residue with non-woven cloth material. 
11. Dispose of all used articles (sorbents, neutralized liquid, etc) according to local state and federal 

regulations. 
12.  (neutral is between six and eight) 

  • Absorb neutralized material onto clay or other absorbent material, if necessary and if the spill is very large, 
Arrange pickup from Safety Kleen for proper disposal (708-225-8500 x 8513) 

Email: ron.call@safety-kleen.com  
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Determination of whether a spill is incidental or requires evacuation. 

Things affecting the determination of whether a spill or release is incidental or not obviously include the nature 
and physical properties of the substance, but may also include the size of container (potential size of the spill), 
rate of flow of the material, location of the spill, number of personnel available, availability of proper personal 
protective equipment and the proximity of sources of ignition. 

Spills that at first appear to be incidental, may in the course of mitigation become more serious and require 
evacuation. 

Employees should never attempt to be "heroic", take calculated risks or attempt any spill response that they do 
not feel 100% competent and qualified to complete in total safety. Human safety is most important. Property 
protection, production schedules and fear of reprimand should never outweigh employee safety. 

 

Bleach Concentrate - The largest container is a drum. Small to moderate leaks are incidental. Respirators must 
be used along with the necessary PPE. If bleach contacts acid and releases chlorine gas, immediate evacuation is 
necessary. If any fire exists as a result of the spill evacuation is necessary. If any yellow gas is seen or skin 
irritation noticed, this is not an incidental leak, evacuate immediately. 

Chlorine Gas - This is very unlikely, but the possibility exists if bleach and acids combine. The presence of a 
yellow gas or the pungent smell, burning eyes, nose, throat or lungs indicate its presence and the need for 
evacuation. Bleach is to be stored away from acid materials and bleach containing products such as the LL 
laundry products are never to be manufactured or filled at the same time as acid products. 
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SITE SECURITY PLAN 

Security Plan 
 
 

Management commitment is demonstrated by: 
 

• Fostering a risk reduction culture 
• Establishing internal responsibilities/accountability regarding security 
• Identifying potential risk areas 
• Developing a plan to control risks 
• Allowing for ongoing security improvement through support and 

allocation of necessary resources 
 

To meet the intent of this plan, TAS will utilize the Risk Management Self-
Evaluation Framework (RMSEF) as established by the Research and Special 
Programs Administration (RSPA) of the US Department of Transportation. 
The RMSEF involves seven key steps including: 

 
1. Scoping 
2. Knowledge of Operations 
3. Assessment 
4. Strategy 
5. Action 
6. Verification 
7. Evaluation 
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Scope 
The basic scope of the security plan at TAS will center around the following 
general activities involving our inventory: 

 
a. Receiving 
b. storage of inventory (non-bulk & bulk items). 
c. Shipping  

 
This process was a collaborative effort of TAS management, shipping/receiving 
employees. 
 

 

TECHNICAL INFORMATION FOR: I n v e n t o r y  
  

Quantity of Inventory 
• On-site 
• Received 
• Shipped 

 
Warehouse employees 
 

  

Who Handles Inventory Drivers and warehouse 
employees 

  

When & Where Handled Daily and in the warehouse 

  
Method of Transfer or Handling Forklift and rider pallet jacks 

  
Storage Location Warehouse 

  

Carrier Information 
• Name of carrier 
• Are there intermediate 

carriers 
• Final destination location 

 
TAS   
No 

 
Various clients of TAS  
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ASSESSMENT OF SECURITY RISK CONTROL POINTS 
& PREVENTION STRATEGIES 

RISK CONTROL POINT RISK REDUCTION STRATEGY 
  

Personnel Security 
• Potential problems with previous employment 
• Potential historical problems with the law 
• History of identification fraud 
• Poor driving record and/or history of illegal license or 

driving on a suspended license 
• Citizenship questionable 

• All employees are screened prior to employment to 
determine: 

- Employment history 
- Citizenship 
- Immigration status 
- Outstanding warrants 

• All employees in sensitive jobs are issued a security 
code 

  

Facility Security 

  
a. Facility security a. Facility security includes: 

-Alarms 
-Lighting 
-Video cameras 
-Windows secure 

 
-Security system 
-Offices & record storages 

locked when not in use 
-Doors lock automatically 

b. Potential access concerns with third parties involved in 
transportation/shipment (i.e. shipper to carrier, carrier to 
carrier, & carrier to consignee) 

b. Third party interaction: 
• Restrict access to single entry/gate (only warehouse 

door) 
• Debriefings held with all third parties involved 
• Documents signed when responsibilities for 

changes for shipper to carrier, etc. 
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RISK CONTROL POINT RISK REDUCTION STRATEGY 
  

En Route Security 
a. Mode selection – Different modes have different risks. 

Judicious selection can reduce the risk. 
a. Basic truck  for transporting inventory 

b. Carrier selection b. 
• Certificate of insurance was obtained 
• Certificate of liability 

c. Route selection c. Appropriate, safe routes were reviewed prior to shipment.  

d. Communications d. 
• Drivers have means to communicate any concerns or 

problems (i.e. cell phones, radios, etc.) 
• Shipper has means to contact drivers 

e. Training e. Driver training is verified prior to departure 

f. Emergency response f. 
• Reporting procedures regarding suspicious activities 

or theft has been reviewed with drivers 
• Drivers are aware of reporting requirements 
• Drivers have sufficient training to secure vehicles 

until additional assistance can be obtained in the 
event of an accident or suspected vandalism/terrorist 
related event 

• Outside emergency assistance procedures have been 
established via the carrier 

  

 
 

Action 
TAS has reviewed the risk reduction strategies and established the following 
as “priority” action items: 

 
• Secure trucks with padlocks 

 
 

In order to have an effective system for security and transporting customer 
orders, it is essential to ensure the strategies are put into action and followed 
through with in an appropriate and timely manner. 
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SUPPLY CHAIN PLAN 

 
 
 

Supply Chain Plan 
 

This portion of the Business Continuity Plan is written with the intent to identify 
and reduce any potential interruption in TAS’ supply chain. 

 
Management commitment is demonstrated by: 

• Fostering a risk reduction culture 
• Establishing internal responsibilities/accountability regarding supply 

chain 
• Working together with other parties in our supply chain 
• Developing a plan to control risk 
• Allowing for ongoing improvement through support and allocation of 

necessary resources 
 

TAS selcetions: 
• Scoping 
• Knowledge of Operations 
• Assessment 
• Strategy 
• Action 
• Verification 
• Evaluation 



8 

 

 

Scope 
The basic scope of the Supply Chain plan at TAS will center around the 
following general activities involving supplies: 

 
a. Ordering and receiving product from manufacturers 
b. Storage of products 
c. Transportation of products to customers 
d. Loss of key personnel 
e. Increased product demand 

Knowledge of Operations 
In order to allow for a detailed risk assessment to be conducted of the supply 
chain, a thorough review of each activity was completed. Technical knowledge of 
the operations is outlined in chart-form below. The context was generated by the 
analysis of technical information, employee interviews, purchasing records and 
other informational sources. This process was a collaborative effort of TAS  
management, ERT members, shipping/receiving employees, as well as outside 
vendors. 

 
TECHNICAL INFORMATION FOR: 

  
Who Orders Product Regional TAS Buyers 

  
Who Ships Products to TAS Selected Manufacturers 

  

How are Products Transported to TAS 3rd Party Carrier 

  
Product Storage Location TAS Warehouse 

  
How are Products Transported to Customer TAS Trucks 

  

Who Services Customer • TAS Sales Rep 
• TAS Driver 
• TAS Customer Service 
• TAS Service Technician 
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In addition to technical knowledge, organization of the process, an assessment or 
review of “pre-existing” baseline programs were conducted at the time of the 
original risk assessment. The baseline programs are also reviewed on an annual 
basis to ensure they remain current. Some of the programs/policies reviewed 
include the following: 

 
• Management Commitment Policy to Risk Management 
• Employee Participation in Programs 
• Sufficient Documented Training 
• Incident Investigation 
• Emergency Preparedness and Response 

 
 
 

Assessment and Strategy 
A detailed assessment of the company’s supply chain operations has allowed 
TAS to better understand the risks that exist. Analysis of the risks as products 
are ordered from manufacturers to the time they leave the facility for another 
destination has allowed for the development of strategies to prevent incidents. 
In addition, the process has allowed for the risks to be weighed against one 
another so that the appropriate plan of action can be properly prioritized and 
put into motion. The following chart outlines the TAS risk assessment, as well as 
proposed strategies to reduce the security risk. 
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ASSESSMENT OF SUPPLY CHAIN RISK CONTROL POINTS & 

PREVENTION STRATEGIES 
RISK CONTROL POINT RISK REDUCTION STRATEGY 

  

Disruption of Critical Functions 
a. Supply Chain 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

b. Inoperative Building Post-Disaster 
 
 

c. Transportation 
 
 
 
 

d. Loss of Key Personnel 
 
 

e. Increased Product Demand 

a. 
• TAS has one distribution center, located at 

50 Jeanne Drive, Newburgh NY that offers 
our services and product offering and can 
uphold and deliver expectations. 

• TAS also utilizes redistribution 
companies that have and can deliver the 
same product offering and/or similar 
products within 24 hours. 

• TAS is an owner-member of Strategic Market 
Alliance (SMA), a cooperative of regional 
distributors throughout the US & Canada 
that have access to and can deliver the same 
product offering and/or similar products. 

 
b. Local Alternatives: TAS has established localized 
third party planned space for the storage and 
handling of inventory. 

 
c. Joint Transport: Teaming with transport providers 
(centralizing coordination and sharing assets) allows 
TAS to continue the movement of goods post-
disaster. 

 
d. Redundancy: TAS has a cross-trained staff to 

ensure consistent engagement. 
 
e. 

• TAS carries up to 30 days of safety 
stock to accommodate increased 
demand. 

• TAS also utilizes redistribution 
companies that have and can deliver the 
same product offering and/or similar 
products within 24 hours. 
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INFORMATION SYSTEMS 
 
 
 

Information Systems Plan 
 

This portion of the Business Continuity Plan is written with the intent to identify 
and reduce any potential interruption in TAS ability to electronically accept, 
process and communicate orders and order status. 

 
Management commitment is demonstrated by: 

• Fostering a risk reduction culture 
• Establishing internal responsibilities/accountability regarding supply 

chain 
• Leveraging multiple means of systems deployment such as on premise, 

colocation facilities and Software as a Service 
• Developing a plan to control risk 
• Allowing for ongoing improvement through support and allocation of 

necessary resources 
 

TAS selections: 
• Scoping 
• Knowledge of Operations 
• Assessment 
• Strategy 
• Action 
• Verification 
• Evaluation 
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Scope 
The basic scope of the Information Systems plan at TAS will center around the 
following general activities involving order processing: 

 
a. Internal Systems Availability 
b. Data Storage redundancy 
c. Network Resiliency 
d. Loss of key personnel 

Knowledge of Operations 
In order to allow for a detailed risk assessment to be conducted of the 
Information Systems, a thorough review of each activity was completed. 
Technical knowledge of the operations is outlined in chart-form below. The 
context was generated by the analysis of technical information, employee 
interviews, purchasing records and other informational sources. This process 
was a collaborative effort of TAS management. 

 
TECHNICAL INFORMATION FOR: 

  

Where is Customer data stored Multiple Secure Systems and 
DDI System Inform 

  
Who has access to customer data Authorized personnel only 

  

How is customer data accessed Through a single Proprietary 
interface.  

  
Who maintains TAS Systems? A TAS Information Technology 

team in conjunction with 
numerous hosting companies and 
trusted consultants 
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In addition to technical knowledge, organization of the process, an assessment or 
review of “pre-existing” baseline programs were conducted at the time of the 
original risk assessment. The baseline programs are also reviewed on an annual 
basis to ensure they remain current. Some of the programs/policies reviewed 
include the following: 

 
• Management Commitment Policy to Risk Management 
• Employee Participation in Programs 
• Sufficient Documented Training 
• Incident Investigation 
• Emergency Preparedness and Response 

 
 
 

Assessment and Strategy 
A detailed assessment of the company’s supply chain operations has allowed 
TAS to better understand the risks that exist. Analysis of the risks as products 
are ordered from manufacturers to the time they leave the facility for another 
destination has allowed for the development of strategies to prevent incidents. 
In addition, the process has allowed for the risks to be weighed against one 
another so that the appropriate plan of action can be properly prioritized and 
put into motion. The following chart outlines the TAS risk assessment, as well as 
proposed strategies to reduce the security risk. 
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ASSESSMENT OF SUPPLY CHAIN RISK CONTROL POINTS & 

PREVENTION STRATEGIES 
 

RISK CONTROL POINT RISK REDUCTION STRATEGY 
  

Disruption of Critical Functions 
a. TAS Internal Systems Availability 

 
 
 
 
 
 
 
 
 
 
 
 
 

b. Customer data loss 
 
 
 
 
 

c. Connectivity and communications interruption 
 
 
 
 
 
 

d. Loss of Key Personnel 

a. 
• TAS hosts primary system in a colocation 

datacenter built with every fail safe in 
mind from HVAC to power to network 
systems 

• Redundancy exists in the form of Software as 
a Service or “Cloud” based services.  

• Thin clients are deployed throughout the 
organization in lieu of traditional desktop 
computers. This facilitates the central storage 
and administration of all data and also allows 
for consistent upgrades and other measures 
of security and resiliency 

 
b. While traditional backups are performed at 
regular intervals, every data system is replicated to a 
redundant copy in an alternate location. The use of 
Virtualization technology allows for hierarchical 
restores of files to complete systems 

 
c. The datacenter location where most TAS systems 
are hosted in triple redundant. Multiple connections 
exist to each office and no one location is dependent 
on another for network or phone connectivity. 
Furthermore, hosted phone systems are currently 
being adopted in each office. 

 
d. Redundancy: TAS has a cross-trained staff to 

ensure consistent engagement. No task, process, 
or procedure is dependent upon one IT staff 
member regardless of expertise or daily 
responsibility. Exceptional documentation and 
automation further guarantees continued 
operational success. 

  



15 

 

 

 
 

Overview 

Verification 
All individuals on the TAS Emergency Response Team (ERT) are charged with 
day-to-day verification that the risk reduction measures are being followed. 
The ERT Coordinator is ultimately responsible for the verification steps. The 
“Assessment of Security Risk Control Points & Prevention Strategies Chart” is 
used to assist with the review and measurement of the success of strategy 
implementation. 

Evaluation 
The TAS ‘security plan and risk management process is formally reviewed on an 
annual basis. The goal of the review is to ensure that the baseline risk reduction 
objectives have been met and to identify means for continuous improvement. 

Training 
All employees at TAS receive security awareness training within ninety days of 
the start of their employment. Individuals involved in the implementation of the 
Security Plan receive in-depth training at the time of their initial involvement 
with the program. Refresher training is conducted on a periodic basis, and 
typically will follow a formal review of the program. 

Breach of Security 
Any indications of foul play or suspicious activity are to be reported immediately 
to any ERT member. The ERT member notified will communicate the concern to 
the ERT Coordinator and begin the chain of communication to the entire team. If 
necessary, the police, US Department of Transportation, and/or Center for 
Disease Control will be notified. 
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Safety & Health Policy Statement 

 

Victory Foodservice Distr. Corp believes that no job or task is more 
important than worker health and safety. 
 
If a job represents a potential safety or health threat, every effort will 
be made to plan a way to complete the task in a safe manner. 
 
Every procedure must be a safe procedure.  Shortcuts in safe 
procedures by management and all other associates will not be 
tolerated. 
 
If a worker observes any unsafe or unprotected exposure, which may 
pose a potential threat to their safety and health, he or she must 
inform management immediately. 
 
If a job can not be done safely…………..It will not be done. 
 
Every employee is entitled to a safe and healthy place in which to work 
 
 
 
 
 
Mike Tyras. 
CEO 
 
 

 

 

 

 



Safety & Health Goals 

 
 
The following goals have been established for Victory Foodservice Distr. 
Corp: 
 

1 Provide workers with a safe work environment. 
 

2 Conduct routine/regular workplace inspections. 
 

3 Provide information on Personal Protective Equipment (PPE) 
requirements for the job. 
 

4 Develop and implement safe work procedures and rules. 
 

5 Provide on-going safety training. 
 

6 Enforce safety rules and appropriate discipline. 
 

7 Provide on-going property conservation practices. 
 

 
 
 
 
 
 
 
 
 
 



New Employee Orientation 
 
 
All new employees must attend our Safety orientation Session prior to 
starting work within their assigned area.  This session will be conducted 
under the direction of the Safety Committee member in your assigned 
area in coordination with Human Resources. 
 
The following topics will be covered: 
 
Safety Program/Policy & Work Rules 
Responsibilities 
Safety Education/Training 
Safety Audits/Inspections 
Accident Reporting/Investigation Requirements 
Personal Protective Equipment 
Tool & Equipment Use 
Lockout/Tagout 
MVR Requirements 
Emergency Action 
Return-to-work & Light Duty Assignments 
 
 
All new hires will be provided an opportunity to ask any question that 
pertains to their job duties and employment at Victory Foodservice 
Distr. Corp. 
 
 
 
 
 
 
 
 
 
 



Safety & Training 
 
 
All in-house safety and Training sessions will be conducted by the 
Safety Director. 
 
All supervisors are required to be trained in Accident Investigation 
procedures by the Safety Director. 
 
Operators of pallet jacks and hand trucks are to be trained in-house in 
accordance with federal/state requirements.  Operators will be tested 
after training.  Hi-lo operators are required to have experience and/or 
license upon hiring.  They will also be tested. 
 
Machine operators and maintenance personnel are to be trained in 
Lockout/Tagout procedures. 
 
Machine/Equipment operators are to be trained in-house.  Emphasis is 
to be placed on point of operation guarding.  No employee is allowed to 
operate a machine unless it is properly guarded. 
 
Employees who operate company vehicles are required to participate in 
an in-house Defensive Driving program. 
 
All employees, at the time of hire, are to be trained in Emergency 
Action and proper evacuation of building in case of an emergency. Each 
employee is to be given instruction/training on where to exit and where 
to locate in the event of an emergency. 
 
All supervisors are to meet with the Safety Committee on a quarterly 
basis to discuss training needs and goals. 
 
 
 
 
 



Employee Responsibilities 
 
 
Each employee is responsible to follow established policies and 
procedures.  Regular attendance is required of all.  Following directions 
is critical.  Responsibility does not end with just taking care of you. 
 
Unsafe working conditions and acts must be reported to management. 
 
It is the responsibility of each employee to work in a professional and 
safe manner. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Accident Investigation/Reporting 
 
 
All injuries/illnesses must be reported to management as soon as 
possible. 
 
It is the policy of Victory Foodservice Distr. Corp to have all 
injuries/illnesses investigated by the Supervisor on duty within 24 hours 
of incident.  A formal Accident Investigation Form must be forwarded 
to the Safety Committee as soon as possible. 
 
It is important that all incidents be reported, no matter how slight. 
 
Any property/liability loss claim must also be reported to the Supervisor 
on duty as soon as possible.  The Safety Director will conduct a loss 
investigation of all property/liability claims. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Personal Protective Equipment 
 
 
Personal Protective Equipment (PPE) includes all clothing and 
accessories designed to protect against workplace hazards. 
 
Hazard Assessments have been completed throughout the warehouse 
areas of Victory Foodservice Distr. Corp.  PPE is required in the 
following areas: 
 
Warehouse  
 
All warehouse workers are required to use steel-toed shoes/boots. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Safety Rules 
 
 
All safety rules must be obeyed.  Failure to do so will result in strict 
disciplinary action. 
 
 All injuries must be reported as soon as possible. 
  
 No horseplay, alcohol, or drugs allowed on premises. 
 

No alcohol usage allowed during lunch.  Especially        
machine/equipment operators. 
 
PPE must be worn as prescribed by management. 
 
All tools/equipment must be maintained in good condition. 
 
Only appropriate tools shall be used for specific jobs. 
 
Only authorized personnel can operate hi-lo, pallet jacks. 
 
Smoking is not allowed on the premises. 
 
Seat belt use required of all drivers/passengers. 
 
All OSHA Safety Standards concerning Lockout/Tagout of 
energized equipment will be followed. 
 
All OSHA Safety Standards concerning Forklift/Hi-lo safety will be 
followed. 
 
 
 
 
 
 



Safety Committee 
 

The primary purpose of the Safety Committee is to promote safety 
awareness and reduce the potential for injury/loss throughout Victory 
Foodservice Distr. Corp. 
 

The Safety Committee is to be chaired by the Safety Director and 
include representatives from each department (total number of 
committee members not to exceed five individuals). 
 

Meetings are to be scheduled when possible, preferably every quarter.  
Each meeting should include a review of the prior month’s 
injury/illness log and investigations of losses/claims.  Past 
injuries/claims/losses need to be reviewed for any patterns or trends. 
 

General functions of the Safety Committee can include: 
 

 1 Identifying workplace hazards 
 2 Enforcement of Safety Rules 
 3 Measuring safety performance 
 4 Reducing frequency/severity of injuries 
 5 Creating safety policies 
 6 Developing and monitoring safety programs 
 

Specific tasks of the Safety Committee can include: 
 

 1 Conducting self-inspections of the workplace 
 2 Review employee reports of hazards 
 3 Assist in safety training 
 4 Creating safety incentive programs 
 5 Publish/distribute safety newsletter 
 6 Inspect PPE 
 7 Post safety posters/slogans on bulletin board 
 8 Identify Light Duty Jobs 
  

The Safety Committee of Victory Foodservice Distr. Corp was formed 
to promote safety throughout our organization.  The benefits of a 
Safety Committee are numerous and we believe that this is a forum 
for problem solving.  The Safety Committee has an open door policy 
and welcomes suggestions. 
 
 



Emergency Action Plan 
 

The Emergency Action Plan (EAP) is in place to ensure employee 
safety from fire and other emergencies.  At the time of an 
emergency, all employees should know what type of evacuation is 
necessary and what their role is in carrying out the plan.  In some 
emergencies total and immediate evacuation will be necessary.  In 
other emergencies only partial may be necessary. 
 

When a fire is detected it is necessary that the fire alarm pull 
station be activated as soon as possible.  The fire alarm will notify 
the emergency response team who will perform assigned duties.  
The activation of the alarm will also notify the local fire 
department. 
 

In the event of bomb threat, toxic chemical release, hazardous 
weather, or other emergencies – notification will be made over 
the public address system. 
 

In the event of fire, bomb threat, or toxic chemical release, 
employees are to proceed to the nearest available and safe exit 
and leave the building as soon as possible.  Floor plans (maps) and 
exits have been posted in each department. 
 

It is of critical importance that all employees and visitors are 
accounted for. 
 

Warehouse employees are to meet in the intersection of Truxton 
Street and Leggett Avenue. 
 

Office employees are to meet in the intersection of Truxton Street 
and Oakpoint Avenue. 
Supervisors within each area shall take a head count at the 
designated meeting areas.  It is the responsibility of each 
supervisor to advise fire and police departments of any missing 
persons.   
 

Again, it is of critical importance that all employees and visitors 
are accounted for. 
 



 
Safety Discipline 
 
 
Management personnel at all levels are responsible for taking 
action when a violation is observed.  If a violation is observed, 
they must take action immediately to correct the violation and 
enforce this disciplinary policy.  employees who fail to follow 
safety rules and regulations established to protect them and their 
fellow employees endanger themselves and others. 
 
Visitors and contractors on site are also required to abide by the 
safety rules and regulations. 
 
The following procedures will be followed when a violation is 
observed: 
 
FIRST VIOLATION 
 
Verbal warning with written confirmation in personnel file. 
 
SECOND VIOLATION 
 
Written warning and 1 day suspension with no pay with written 
confirmation in personnel file. 
 
THIRD VIOLATION 
 
Written warning and one week suspension with no pay with 
written confirmation in personnel file. 
 
 
FOURTH VIOLATION 
 
Termination with written confirmation in personnel file. 
 



As warranted by type of violation (use of drugs/alcohol, criminal activity, etc.) termination of employment may take 
place after any such violation. 
 
 

Employee Confirmation of Safety Program 
 
 
This is to certify that I, _____________________________ have 
read and will observe the safety practices As outlined in this 
booklet and other rules presented to me during my employment 
with Victory Foodservice Distr. Corp.  I understand that the safety 
practices listed are not the only procedures that I will be called 
upon to follow. 
 
I also understand that it is a requirement of my employment that 
any injury/illness be reported to my supervisor immediately. 
 
 
 
SIGNED ______________________________________________ 
 
 
 
WITNESS _____________________________________________ 
 
 
 
DATE _____________________________ 
 
 
 

This form to be filed in personnel file 
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INTRODUCTION 
 

 

This Disaster Recovery Plan (DRP) was developed to act as a guide to assist 
anyone involved with an action that has caused critical services to be stopped. 

 

It contains four basic segments, Business Continuity, Communications, Computer 
Systems, and Local Preparedness. Implementation of part or all of the DRP will be 
determined by the event being experienced. Paramount to the success of the plan 
is regular communication with everyone involved and continual updates to 
Executive Management in Portland. 

 

Periodic review of the DRP by all management and employee’s is critical to keep 
the plan fresh in everyone’s minds but also to keep the information fresh should 
something become outdated. 

 

 

 

 

 

 



 

BUSINESS CONTINUITY 
PHYSICAL SITE 

8/08 

 
INHABITABLE SITE 

• Isolate damaged area and prevent further damage to occur 
• May need to call forward phone lines to determined cell phone or 

support branch 
• Begin repair/recovery process 

 
UNINHABITABLE SITE 

• Alternate site locations – We have a single point contact for 
procuring alternate site locations both permanent and temporary. 
Once determined what is needed contact Chris Hughes with Pacific 
Real Estate Partners @ 425-974-4000 or chris.hughes@pacific-
re.com. Short term leases may be available but at a premium rate. 

• Establish time line for replacement/repair of site. 
 
 
VEHICLES 

• Vans, cargo vans, or pick-ups can be readily available through: 
Northside Trucks @ 503-282-7777  
 DSU @ 503-285-7771 

• Trucks, tractors, or trailers may have longer lead times. Rentals 
available through: 
DSU @ 503- 285-7771 * Tractors 
TEC Leasing @ 503-285-7667 * Tractors 
Penske Leasing @ 503-283-2586 * Trucks 
Xtra Lease @ 503-283-1030 * Trailers 
 



LOGISTICS 
• Is location able to receive product 
• Inventory in transit needs to be delayed or diverted to support 

branch 
• Evaluate inventory for loss determination and needs. Consideration 

needs to be given to supporting branch’s inventory and space. 
• Cross dock or truck transfer 
• Deliver directly to the customer from supporting branch 
• Road conditions for surrounding area and location 
• What types of vehicles needed 
• Fuel demand and supply availability 

 
SUPPORT 

• Determine what employees are needed at site. Short and long term 
• What employees will be needed at support branch 
• What equipment will be needed at support branch 
• Motels, meals, incidental expenses 
• Employee rotation at support branch 

 
 
 
 
 
 
 
 
 
 
 

 
 

 



SENIOR PORTLAND MANAGEMENT CONTACT LIST 
• Mike Nelson   Home –   503-638-6213 

Cell –       503-841-8905 
Alt Cell – 503-781-5055 

• Dave Henzi   Home -   360-335-8511 
Cell -       503-913-6809 
Alt Cell – 503-913-5983 

• Bob Wakefield  Home –   503-655-1228 
Cell -        503-913-6804 
Alt Cell -  503-913-6803 

 
PORTLAND PHONE LINES 

• 503-285-3037  Main line hunts to 285-3647 
• 503-2853647  Hunts to  a DID on the T 1 
• 800-929-2141  Toll free line 
• 503-285-4373  Main fax 
• 503-247-1200  Second main fax 
• 503-285-4091  Modem 
• 503-285-5861  Visa machine 
• 503-285-6051  Alarm  
• 503-285-8551  Alarm 
• 503-546-6585  Upstairs fax through T1 
• 503-913-5799  Cell phone for office 
• Support branch (Kent) phone lines 

➢ 253-893-1900 Kent main line 
➢ 253-893-1901 Kent fax line 

 
 

 
 
 



COMMUNICATIONS 
PHONE SERVICE 

• Contact phone service provider to call forward phone lines to 
support branch (see chart) 

 
 
PHONE CHAIN 

• Employee phone list and e-mail address list that includes alternate 
numbers or addresses to be attached and maintained with DRP 

• Phone chain sequence as follows: 
➢ Senior Manager contacts Customer Service Manager 
➢ Customer Service Manager contacts other Dept Managers 
➢ Dept Managers contact their Dept employee’s 

• Dept Managers to maintain contact list for their Dept employees 
Example: Name    Phone # 
  Address   Alt phone # 
  Alt E-mail address  Telecommute Y / N 

• Sales Dept will be contacted by the Sales Manager or Senior 
Management 

 
SALES PERSONNEL ACTION PLAN 
 In the event that service disruptions occur, the Sales Dept. needs to actively  

contact customers to keep them updated with information regarding our            
recovery process and insure service levels are maintained. 

• Senior Management will issue routine status reports of the condition 
of the company throughout the recovery process that need to be 
communicated with customers. 

• Sales Dept will have to be diligent and assist in orders and delivery of 
products to prevent the competition from taking advantage of our 
plight. 

• Sales Dept. needs to ensure that critical customers during a large 
scale disaster impact are prioritized to assist the community. 



 
 

CONTACT NUMBERS 
BUILDING SERVICES 

• Property Casualty (Fire/ Auto/Liability) 
USI Northwest  
Greg Horner                                        503-295-8303 

• Medical/Disability 
USI Northwest 
Ty Oliver          503-299-3407 

• Minor construction or cleanup 
MBS 
Terry Nelson          503-281-1949 

• Fire Sprinkler System 
Basic Fire Protection         503-285-1855 

• Plumbing / minor 
D & F Plumbing          503-292-0055 

• Alarm System 
Sonitrol            503-223-5783 

UTILITIES 
• NW Natural Gas           503-598-2319 
• PGE             503-464-7777 
• Integra / Phone service provider       866-372-4356 
• ValleyTel / Phone equip. provider     503-353-1644 

 
 
 
 
 
 
 
 



 
 
 

COMPUTER SYSTEMS 
 

HARDWARE/SOFTWARE 
• Maintain inventory list of all computer equipment including make 

and model number 
• Offsite storage of backup data for main system established 
• Offsite storage of PC software (Excel, Word, PowerPoint, etc) backup 

data established 
• Assess short and long term needs for replacement of hardware 
• Sales laptops may be needed for short term use by other depts. 
• Second Server installed in Spokane 

 
 
RECORDS 

• Portland to store supply of checks for Spokane, Crown, Juniper, 
Coastal, Barco and pick tickets for Coastal and Juniper. 

• Kent to store supply of checks Portland, Kent, and Astoria offsite. 
 
TELECOMMUTE 

• Identify employees capable of telecommute functions on Dept 
employee’s contact list. 

 
 
 
 
 
 
 



 

LOCATION PREPARDNESS 
 
SITE PLAN (ATTACHED) 

• Evacuation Routes 
• Meeting point with dedicated lead person to communicate with 

emergency personnel located in front of building, southwest side of 
street. 

• Utility shutoffs 
• Fire suppression devices 

 
ADDITIONAL PREPARDNESS PLANS & EQUIPMENT 

• Fire & life Safety Plan located in Dave Henzi’s office 
• Written Hazard Communication Plan located in Dave Henzi’s office 
• Spill Response and Containment Plan located on Warehouse spill cart 
• First Aid kits located in warehouse next to office and 2nd floor 

bathroom 
• Working flashlights located in warehouse office and with each Dept 

manager. 


